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Preface

The AAECC Symposia Series was started in 1983 by Alain Poli (Toulouse), who,
together with R. Desq, D. Lazard and P. Camion, organized the first conference.
Originally the acronym AAECC meant “Applied Algebra and Error-Correcting
Codes.” Over the years its meaning has shifted to “Applied Algebra, Algebraic
Algorithms and Error-Correcting Codes,” reflecting the growing importance of
complexity, particularly for decoding algorithms. During the AAECC-12 sym-
posium the conference committee decided to enforce the theory and practice of
the coding side as well as the cryptographic aspects. Algebra was conserved, as
in the past, but slightly more oriented to algebraic geometry codes, finite fields,
complexity, polynomials, and graphs.
For AAECC-17 the main subjects covered were:

— Block codes, including list-decoding algorithms

— Algebra and codes: rings, fields, algebraic geometry codes

— Algebra: rings and fields, polynomials, permutations, lattices
Cryptography: cryptanalysis and complexity

— Computational algebra: algebraic algorithms and transforms
Sequences and boolean functions

Seven invited speakers characterize the aim of AAECC-17:

— Ralf Koetter, “Error Correction for Network Coding Channels”

— Tor Helleseth, “New Attacks on the Filter Generator”

— Tanja Lange, “Arithmetic on Edwards Curves”

— Gary McGuire, “Spectra of Boolean Functions, Subspaces of Matrices, and
Going up Versus Going Down”

— Priti Shankar, “Algebraic Structure Theory of Tail-biting Trellises”

— Henning Stichtenoth, “Nice Codes from Nice Curves”

— Manindra Agrawal, “Determinant versus Permanent”

In addition, an Invited List Decoding Session was organized by Madhu Sudan:

— Venkatesan Guruswami, “List Decoding and Pseudorandom Constructions”

— Tom Hgholdt, “Iterative List decoding of LDPC Codes”

— Ralf Koetter, “Optimizing Multivariate Interpolation”

— Atri Rudra, “Efficient List Decoding of Explicit Codes with Optimal
Redundancy”

Except for AAECC-1 (Discrete Mathematics 56, 1985) and AAECC-7 (Dis-
crete Applied Mathematics 33, 1991), the proceedings of all the symposia have
been published in Springer’s Lecture Notes in Computer Science (Vols. 228, 229,
307, 356, 357, 508, 539, 673, 948, 1255, 1719, 2227, 2643, 3857). It is a policy of
AAECC to maintain a high scientific standard, comparable to that of a journal.



VI Preface

This was made possible thanks to the many referees involved. Each submitted
paper was evaluated by at least two international researchers.

AAECC-17 received and refereed 61 submissions. Of these, 1 was withdrawn
and 33 were selected for publication in these proceedings.

The symposium was organized by P. Vijay Kumar, Tom Hgholdt, Heeralal
Janwa, Serdar Boztag and Hsiao-feng (Francis) Lu, with the help of Govindar
Rangarajan, C.E. Veni Madhavan and Priti Shankar, under the Indian Institute
of Science Mathematics Initiative (IMI). It was sponsored by the Department of
Science and Technology, India; the Defence Research and Development Organi-
zation, India; and Microsoft Research India.

We express our thanks to the Springer staff, especially Alfred Hofmann, for
their help in the preparation of these proceedings.

October 2007 Serdar Boztas
Hsiao-Feng (Francis) Lu
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List Decoding and Pseudorandom Constructions

Venkatesan Guruswami*

Department of Computer Science & Engineering
University of Washington
Seattle, WA 98195
venkat@cs.washington.edu

There is a rich interplay between coding theory and computational complexity
theory that has enriched both disciplines over the years. In particular, list de-
coding and closely related notions have been instrumental in several advances in
explicit constructions of combinatorial objects with strong “random-like” prop-
erties, such as expander graphs, randomness extractors, and pseudorandom gen-
erators. Our aim here is to present

(i) a unified list-decoding-centric view of the definition of these objects, and

(ii) the details of recent work due to the author, C. Umans, and S. Vadhan [3],
where this viewpoint yields powerful results, namely the construction of un-
balanced bipartite graphs with very strong expansion properties based on the
list-decodable codes due to Parvaresh and Vardy [4]. In turn these expanders
yield simple constructions of randomness extractors that are optimal up to
constant factors.

A List Decoding Lens on Pseudorandom Objects

We begin with a discussion of how a variety of central combinatorial objects
in the theory of pseudorandomness can be captured by an appropriate list-
decoding-like property. The list decoding viewpoint has been implicitly or ex-
plicitly used in several works over the years, for example [BI7I5I6II], and most
recently, is explicitly discussed in [3], Sec. 2.1].

For an integer M > 1, let [M] denote the set {1,2,...,M}. A code C C XP
with N codewordd] with encoding function E : [N] — X can be naturally
viewed as a map I": [N] x [D] — [D] x X as follows:

I'(z,i) = (i, E(x);)

where E(z); is the ¢’th symbol of the codeword corresponding to message . In
an equivalent graph view, we think of I" as specifying the vertex neighborhoods
in a bipartite graph with N vertices on the left each of degree D.

* Currently on leave at the School of Mathematics, Institute for Advanced Study,
Princeton, NJ 08540. Supported by NSF Career Award CCF-0343672, NSF CCR-
0324906, and a Packard Fellowship.

! 'We are using symbols that are non-standard in coding theory to be consistent with
the typical choices in the target pseudorandom objects.

S. Bostas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 1[6] 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 V. Guruswami

We say that a code C' C £ is (¢, L)-list-decodable if for all » € £, the
number of codewords of C' that agree with r on at least ¢ locations is at most L.
Here D — t represents the number of “errors” that can be list decoded with an
output list size of L. An equivalent view of the (¢, L)-list-decodability property
is that for all subsets T' C [D] x X of size D of the form T = {(i,7;) | i € [D]},
we have |LIST(T")| < L where

LIST(T) < {2 € [N] | #{i| [(x,i) € T} >t} . (1)

(In words, LIST(T) is the set of vertices on the left at least ¢ of whose neighbors
belong to T'.)

Turning to expander graphs, we say that a bipartite graph G = (V,, Vg, E)
is a (K, A)-expander if for all S C Vj, with |S| < K, the neighborhood of S,
N(S) = {I'(s,3) | s € S, i € [D]}, satisfies [N(S)| = A|S|. Here A is the
expansion factor, which is clearly at most D. Expanders where A = D(1 — ¢)
(here € > 0 is a parameter that can be picked to be an arbitrarily small constant)
are called lossless expanders. The equivalent “list decoding” based definition of
(K, A)-expanders is the following: The graph defined by I' is a (K, A)-expander
iff for all K’ < K and T C [D] x ¥ with |T| < AK’, we have |LIST(T)| < K’
where
LIST(T) < {2 € [N] | Vi € [D), I'(x,i) €T} . (2)

(In words, LIST(T) is the set of vertices on the left all of whose neighbors belong
toT.)

The map I is a (k,e)-extractor if for all T C [D] x ¥, we have |LIST(T)| < 2*
where

LIST(T) ' {2 € [N]| Pricip[['(z,i) € T] > d

/D|E\+€}' (3)

(In words, LIST(T) is the set of vertices on the left which have e fraction more
neighbors in 7' than the density of T.)

Note that unlike the case of codes and expanders, for extractors we require a
small LIST(T") for all subsets T on the right. In turn this means that for sets S of
size at least 2¥ on the left (k is called the min-entropy of the source distribution
on the left), the distribution on the right induced by taking a random neighbor
of a random element of S is within distance € from the uniform distribution.

If we are able to guarantee a small LIST(T") (as defined in ([B])) only for sets
of bounded size, then we get a weaker object called a randomness condenser.
A condenser’s output need not be close to uniform, but must be close to a
distribution with good min-entropy. (For this to be non-trivial the right hand
side must be much smaller than the left, and the name condenser refers to the
fact that the min-entropy of the distribution on the left is condensed, perhaps
with some small loss, into a distribution over the smaller universe on the right.)
For a formal description of this connection, see [3], but roughly, the condition
“If the input has min-entropy log(L/e), then the output is e-close to having
min-entropy log(Q/¢),” is implied by the following list decoding condition: For
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all T C [D] x X with |T| < @, we have |[LIST(T')| < L where
LIST(T) ' {2 € [N]| Pricip)[['(z,i) € T] > ¢} . (4)

(In words, LIST(T) is the set of vertices on the left a fraction e of whose neighbors
belong to T'.)

Note that all the above objects are captured by similar definitions, of the
form: For all sets of T that obey a certain property, a suitably defined LIST(T),
which can viewed as the list decoding of T', has small size. For codes, the sets
T are very small (of size D) with additional special structure; for expanders
and condensers, the sets T" of interest are arbitrary sets of certain size; while for
extractors, we need a list decoding guarantee for all subsets T" on the right. For
list-decodable error-correcting codes, one usually also demands an efficient list
decoding algorithm to compute LIST(T"). For the other pseudorandom objects,
the “decoding” occurs only in the analysis and a combinatorial bound on LIST (")
is all that is needed.

A generalization of list decoding called list recovering has been very influential
in several recent works. Under list recovering, the input to the decoder is a set
R; of at most ¢ possible values for the ¢’th symbol for each i, and the goal is to
output all codewords whose i'th symbol belongs to R; for at least « fraction of
the positions ¢ (and there should be at most L such codewords). List recovering
serves as a crucial primitive in decoding concatenated codes — for example,
the best known explicit binary list-decodable codes use a strong list recovering
algorithm for an outer folded Reed-Solomon code [2]. List recovering can also be
clearly captured in the above framework. In fact, the list recovering requirement
is very similar to the condenser requirement. In the latter we only restrict the
union of the R;’s to be small instead of stipulating that each of them be small.
It is worth remarking that the algebraic list recovering algorithms such as for
Reed-Solomon codes and folded RS codes work just as well when the union of
the R;’s is small.

We stress that though all these objects can be uniformly captured in a list
decoding like set-up, there are key differences in the parameters of interest in
these objects. (As a result, often different techniques are required to optimize the
parameters in each setting.) For example, in extractors we want D to be small
(this corresponds to a small seed length) and || to be large (this corresponds to
outputting many nearly uniform bits). Clearly for codes we want the alphabet
size |X| to be small (constant or polynomial in the block length). As another
example, for list-decodable codes, the exact size of [LIST(T)| is not too crucial,
and generally any bound that is polynomial in the message length is sufficient.
For the lossless expander construction in the next section, the exact relation
between |LIST(T)| and |T| is crucial; a factor 2 increase in the bound on list
size (for T of the same size) would change the expansion factor A from the
near-optimal (1 —&)D to D/2.

Yet, the intuition and constructions from one setting have often lead to
progress in constructing other objects. Trevisan’s breakthrough extractors were
based on an insightful use of pseudorandom generators and list-decodable
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codes [§]. Ta-Shma and Zuckerman [6] gave a construction of codes with very
good list-recoverability properties, albeit over very large alphabets, using the
above view of the Trevisan extractors, along with an “algorithmic” version of
the analysis used to bound |[LIST(T)|. In [1], a similar framework was applied
to an extractor construction due to Ta-Shma, Zuckerman, and Safra [7] along
with other ideas to give a list-decodable code better than RS codes for low rates.
Shaltiel and Umans [5] used list-decodability of Reed-Muller codes to construct
extractors, as well as their computational counterpart, pseudorandom genera-
tors. In fact the similarity of their extractor to the folded Reed-Solomon codes
from [2] (which achieved the optimal trade-off between rate and list-decoding ra-
dius) was the inspiration for our research leading to a new algebraic construction
of unbalanced expanders [3], which we discuss in the next section.

There are several more fruitful connections between list decoding and other
pseudorandom objects. As the next section shows, sometimes the argument un-
derlying the construction of a particular object (a list-decodable code in our
case) can be ported to give non-trivial constructions of one of the related ob-
jects (lossless bipartite expanders in our case).

Lossless Expanders from Parvaresh-Vardy Codes

We begin with a description of the Parvaresh-Vardy codes [4]. There are several
parameters in this construction: integers n,m, h, a finite field F,, and an irre-
ducible polynomial E(X) of degree n over F,. The messages of the code belong
to [Fy which is identified in the obvious way with polynomials of degree at most
(n — 1) over Fy. The codewords have g symbols, one corresponding to each ele-
ment of F,. Each codeword symbol is an m-tuple of symbols over F,. The map

I:FyxF, —Fy x F" is given by:
F(f(X)va):(aaf(a)7f1<a)v'"7fm71<a)) (5)

where fori = 1,2,...,m—1, f;(X) = f(X)" mod E(X). (Note that each f;(X)
is also a polynomial of degree less than n.)

Viewing the above map I as defining a degree ¢ bipartite graph G with ¢"
nodes on the left and ¢™*! nodes on the right, the following expansion property

of G is proved in [3].
Theorem 1. The graph G is a (h™, ¢ — nmh)-expander.

We will soon sketch the idea behind the proof of the above theorem. But first
we discuss the implications to randomness extraction. The left degree D of the
expander equals ¢, and thus if ¢ > nmh/e, the expansion factor A = ¢ — nmh
satisfies A > (1 — €)D. Since sets of size K = h™ expand by nearly a factor
of ¢, the right hand side must have at least ¢gh™ vertices. By picking ¢ ~ h'*+¢
for a small constant § > 0, the right hand side has only about DK '*% vertices.
It is known that lossless expanders (which expand by a (1 — ¢)D factor) are
equivalent to condensers that lose no entropy. In the condenser view, the small
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right hand side of our construction implies that the entropy rate of the output
distribution on the right is ~ 1/(1 + 6) and thus very close to 1. Since all the
min-entropy of the distribution on the left is preserved, the above expander
reduces the task of constructing an extractor for arbitrary min-entropy to the
much easier task of construction an extractor for entropy rate 99%. Together
with a back-end extractor that works for such high entropy rates, we get an
extractor that achieves the best known parameters. We refer the reader to [3]
for the detailed statements about the final extractor construction.

We conclude the paper with a brief discussion of the proof of Theorem [II Let
K =h™ and A = g — nmh. With the list decoding view, we need to prove that
for any 7' C F"*! with |T'| < AK — 1, the set LIST(T) defined in (@) satisfies
ILIST(T)| < K — 1. (We actually need to prove this for any K’ < K, but the
proof for this case uses similar ideas.) The proof consists of three steps.

1. Since |T| < AK — 1, there must exist a non-zero (m + 1)-variate polynomial
Q € VX, Z1,2Zs,...,2Z,] of degree at most (h — 1) in each of the Z;’s
and degree at most (A — 1) in X such that Q(a) = 0 for all a € T. This
is because there are Ah™ monomials XJ‘Z{'1 -+ Ztm that obey the imposed
degree restrictions, and only AK — 1 homogeneous linear constraints on the
coefficients of these monomials.

2. Any f(X) € LIST(T) must satisty Q(X, f(X), fi(X),..., fm-1(X)) = 0.
This is because if f(X) € LIST(T), then for every a € Fg,

Q(auf(a)ﬂfl(a)a'n 7fm71(a)) =0.

The univariate polynomial Q(X, f(X), f1(X),..., fm—1(X)) thus has at
least ¢ roots, but on the other hand its degree is at most A — 1 + (n —
)m(h — 1) < A4 nmh = ¢q. It must thus be the zero polynomial.

3. This is the most important step where the specifics of the construction (the
choice of the correlated polynomials f;(X)) plays a critical role. Recalling the
definition of f;(X) = f(X)" mod E(X), and viewing the polynomials f(X)
and f;(X) as elements of the extension field A = F[X]/(E(X)), we observe
that each f(X) € LIST(T) must be a root of the univariate polynomial
Q* € A[Y] defined as

Q') Qx,y,Y", Y" ..., Y" ") mod E(X) .

It can be argued that Q*(Y) is a non-zero polynomial. Therefore, we can
bound [LIST(T')| from above by the degree of Q*. This degree is clearly at
most

(h—=)+h-Dh+h-1hr+ -+ (h—1D" =" 1=K -1,

leading to the desired bound [LIST(T)| < K — 1.
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A Survey of Recent Attacks on the Filter
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Abstract. The filter generator consists of a linear feedback shift regis-
ter (LFSR) and a Boolean filtering function that combines bits from the
shift register to create a key stream. The nonlinear combiner generator
employs several (LFSRs) and a Boolean function that combines bit from
all the registers to generate the key stream. A new attack on the filter
generator has recently been described by Rgnjom and Helleseth who also
extended the attack to linear feedback shift registers over an extension
field GF(2™). Some extensions and improvements of the attacks to the
filter generator have been given by Rgnjom, Gong and Helleseth. The
purpose of this paper is to give a short overview of these attacks and to
discuss how to extend these attacks to the nonlinear combiner generator.

Keywords: Boolean function, filter generator, nonlinear combiner gen-
erator, m-sequences, stream ciphers.

1 Introduction

The binary filter generator is an important building block in many stream ciphers.
The generator consists of a linear feedback shift register of length n that generates
a maximal linear sequence {s;} (an m-sequence) of period 2" — 1 and a Boolean
function of degree d that combines bits from the shift register and produces an output
bit z; at any time ¢. An illustration of the filter generator is shown in Figure 1.

The sequence {s;} obeys the recursion

ZCjStJrj =0, ¢ € {0, ].}
=0

where ¢y = ¢, = 1. The characteristic polynomial g(z) = >>7_ c;ja’, of the
linear recursion, is a primitive polynomial of degree n and period 2" — 1. The

zeros of g(z) are a? fori =0,1,...,n — 1, where a is a primitive element in
GF(2"), the finite field with 2" elements. The m-sequence can be written as
se = Tri(Ba’) (1)

where # € GF(2") and Tri(z) = Y1) 22

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 71L7] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Fig. 1. Filter generator

The sequence {s;} is determined by the initial state (sg, $1,...,8,-1) and
the characteristic polynomial g(x). The 2" sequences generated by g(z), corre-
sponding to the different initial states, form a vector space over GF(2) denoted
by 2(g(x)). For further information on linear shift registers the reader is referred
to the recent book by Golomb and Gong [2]. By repeated use of the recursion
we can write s; as a linear combination of the n bits in the initial state. Thus,
we have

n—1
St = Z Silit (2)
=0

for n binary sequences {l;;} for i = 0,1,...,n — 1. Note that each of these n
sequences are nonzero and obey the same recursion as {s;} and thus are m-
sequences.

At each time ¢, a keystream bit z; is calculated as a function of certain bits in
some positions (eg, €1, ..., eym—1) in the LESR state (s¢, S¢+1, - - -, St4n—1) at time
t using a Boolean polynomial function f(zg,z1,...,Zm—1) of degree din m <n
variables. The key stream is defined by z: = f(St4eq, Stters---» Sthen_q). Since
each s; is determined by the initial state we will consider f = fo(so, s1,-..,Sn—1)
as a polynomial of n variables sg, S1,...,8,_1.

By using the function f(sg,...,s,—1) of degree d and expressing the se-
quence bits s; as linear combinations of sg, s1, ..., s,—1 given by (@), we define
Ji(s0y 815y Sn—1) = f(St, St+1,-- -, St+n—1). This leads to the following system
of nonlinear equations of degree d relating the n unknowns sg, s1, ..., S,—1 to the
keystream, z; = fi(so, $1,...,Sn—1) for t =0, 1,... which has the initial state of
the LFSR as a solution.

Various methods exist for solving the above nonlinear system of equations.
The number of monomials of degree at most d over GF(2) is given by the number
D = Z?:1 (). If D bits of the keystream is known, one may try to solve the
above system directly using linear algebra techniques. General matrix reduction
methods have complexity O(D*), where w is commonly taken to be Strassen’s
reduction exponent log, 7 ~ 2.807. Thus for increasing n and d this approach
becomes infeasable. If less keystream bits are known, one may instead try to
experiment with Grobner basis methods using for instance variations of Faugeres
algorithms, although the complexity then becomes more difficult to evalutate.
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As described in Courtois and Meier [I], the keystream generator may be vul-
nerable to algebraic attacks even if the degree of the algebraic function is high.
Let Sy = (8¢, 8¢41,---,St+n—1) be the n-bit state of the linear shift register at
time ¢ and let AN(f) denote the annihilator ideal of the Boolean function f in
n variables, i.e.,

AN(f)={g|9(x)f(x) =0 for all x = (xg,1,...,2Tpn_1)}

Thus any function g in AN(f) leads to an equation of the form

f(S)g(St) = 2:9(St) = 0,

which when z; = 1, implies that g(S;) = 0. Similarly any function ¢’ in AN (1+ f)
leads to an equation of the form ¢’(S;) = 0 whenever z; = 0. This when the
annihilators contain polynomials of small degree we may collect several equations
of small degree and thus reduce the number of unknowns. Therefore one defines
the algebraic immunity of the Boolean function f, AI(f), as the smallest degree
of a polynomial in AN(f)UAN(1+ f). It is therefore important to use Boolean
functions with high algebraic immunity. Furthermore, is holds that AI(f) <
[m/2] if m is the number of variables in f.

Most of the previous attacks on binary filter generators have considered the
equation systems stemming from the filter generator as "random” or generic
systems and have applied standard techniques for solving equations when ana-
lyzing the filter generator. The attacks described in the next sections utilize the
structure of the finite field defined by the LFSR, and show that these systems
are much simpler to solve than generic systems.

Since the paper contains an overview of some recent attacks several details

will be omitted. The interested reader will find complete details including proofs
and examples in [§], [7] and [10].

2 Attack Using Coefficient Sequences

For a subset I = {ig,i1,...,0r—1} of I, = {0,1,...,n — 1} define sy =
SigSiy -+ Si,_,- Let Ky, be the binary coefficient of s; in the equation z; =
Jt(s0, 81, ., 8n—1). Then we can represent the system of equations in a compact
manner as

2t = ZSIKI,t (3)
I

where the summation is taken over all subsets I of I,,. The binary sequence { K ;}
of coefficients of sy is called the coefficient sequence. The main observation is that
these sequences obey nice recursions so that when we add together equations ac-
cording to these recursions we may remove the contribution of monomials of higher
degree and arrive at a simple nonsingular system of n equations in n variables.
For simplicity, consider the contribution to the keystream from a the function
consisting of a single monomial of degree r, say f* = x4,%a, - - . Tq,_, leading
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t0 2t = SttagSt+ay --- Stta._,, where 0 < ag < a1 < -+ < ap—1 < n. Let
A ={ag,a1,...,a,_1}, then using @) we obtain

Zt = St+apSt+ay " Stta,_1 — E SIKI,A,t
I

where
Kraw= N Lig t4aolivt+ar = liv_y t+ap_s- (4)
(7/077/177'L7<_1)7I:{7/071177ZT_1}
The summation runs over all combinations of 4o, 1, ...,4.—1 where the i;’s are

in I,, and such that T = {ig,41,...,%7-1}.

The polynomial function f can in general be written as a sum of monomial
terms as f = acaxa. Note in particular that each subset A of I,, such that
|A] > |I] contributes to the coefficient sequence {K7;}. We therefore obtain

2t = f(5t75t+17 B 8t+n—1) = ZSIKI,t
I

where

Kry= Z caAKr Az (5)
A A>T

Lemma 1. Let wt(l) be the Hamming weight of the binary representation of 1,

and let
gol@)= [ @+a).
Lawt(l)=q
Let |I| = k and let {K+} be the coefficient sequence corresponding to sy for a
Boolean function f of degree d. Then,

{Kri} € 2(gr(2)gri1(2) - - ga(x))-

Proof (Sketch). The idea behind the proof is that from () it follows that K4 1,
is a linear combination of products of r(< d) shifted versions of the same m-
sequence. Thus using ([Il) we get

KA,I,t: Z bJO(Jt.
wt(J)<d

A detailed investigation shows that surprisingly by = 0 when wt(J) < |I| = k.
Since K is a linear combination of terms of the form K4 r, the result holds
for KLt. O

The main consequence of this lemma is that all coefficient sequences { K7}, |I| >
2, for the nonlinear terms, obey the recursion with characteristic polynomial
p(x) = ga2(x)gs(x) - - - ga(x). Thus using this recursion on the equation system
leads to a linear system of n equations in n unknowns.



A Survey of Recent Attacks on the Filter Generator 11

Algebraic Attack
1. Pre-compute p(x) = g2(x)g3(x) - - - ga(x) and let p(x) = ZJD:BH p;x.
2. Pre-compute the linear part of the equation system determined by the Boolean

function f(s¢, St41,- -+, Stan—1) = [fi(S0,815.+.ySp—1) for t = 0,1,...,D — 1.

Compute the linear part of fi = Z],D:—O" p;fi(50,81,...,8,—1) from the linear

parts of fj(so, s1,...,Sn—1), and thereafter compute f{, f5,..., f¥_; (by increas-

ing indices by 1 and replace s,, by its linear combination of sg, s1, ..., S,—1).

3. For a given keystream z; of D bits compute z; = ZJD:B" DjZt+;.- Determine the

initial state (secret key) (so, $1,...,Sn—1) from the linear system of equations
z; = [ (s0y81,...,8,-1) fort=0,1,...,n—1.

Note that if f§ # 0 then the coefficient matrix of the system will be nonsingular.
This is due to the fact that the rows of the coefficient matrix can be considered
to be n successive powers of «, where « is the primitive zero of the primitive
polynomial g(x) of degree n.

The best previous attacks have essentially been to reduce the problem to
solve a nonlinear system of D = 2?21 (7;) equations in n unknowns, giving a
complexity essentially O(D*) where w = log, 7. The new attack above provides
an improved algorithm that breaks the filter generator in complexity O(D) after
a pre-computation of complexity O(D(log, D)?) needed to find p(z).

The case when f; = 0 that, if the Boolean function is selected randomly, has
a probability of about 27". For n = 128 this is a small probability even though
it is possible to compute such functions constructivly. In this case we need to
modify the attack to avoid this (unlikely) problem. The modified attack do not
need the properties of coordinate sequences. However, the overall complexity is
essentially the same. The modifications are due to Rgnjom, Gong and Helleseth
and [7] and will be briefly described in Section [l

Furthermore, the attack has been extended by Regnjom and Helleseth in [9]
to special cases when the LFSR is over the extension field GF(2™).

3 More About the Coefficient Sequences

In this section we give a description of the nonlinear filter generator using a linear
transformation. The coefficient sequences in the previous section are shown by
Rgnjom and Helleseth [I0] to play a natural role in this linear transformation.
The non-singular matrix

00...0 ¢

100 C1
n=1|... . . )

00...10n_1

is the companion matrix of g(x) and also the characteristic polynomial of T} and
thus it is known that

g(T1) = Tln + CnflTlnil + Cn72T17172 +...+ T10 =0.
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Let Sy = (so, $1, -, Sn—1) denote the initial state of the LFSR. Any state S;
at time ¢ is found by taking appropriate powers of T starting from the initial
state

St = (8t,8t41 -3 8t4n—1) = (50, 8n_1)T},

and the consecutive states of the LFSR are
So, SoT1, SoT?2, ..., SoT?,. ..

which is an n-dimensional cyclic vector space.

Let 5} denote the vector with components sy for I C I,, in some ordering, say
graded reverse lexicographic. We call S, the (extended) state of the usual n-bit
state Sy = (S¢, St41,- -+, St+n—1). We illustrate the definition with an example.

Example 1. Let g1(z) = g(x) = 2® + 2 + 1 be the generator polynomial for the
LFSR. Then for n = 3 and t = 0 we have

So = (80, S1, 52, 8051, S052, $152, S05152).

Using the linear recursion s;y3 = s¢+1 + St or s3 = $1 + o we obtain the next
(extended) state by increasing all indices by one. Thus the (extended) state at
time t =1 is R

S1 = (51, 52, 53, 5152, 5153, 5253, 515253).

Note that using the linear recursion of the LFSR each component in Sy is a
linear combination of the components in Sy. In this case we observe that the
components in 57 not containing s3 equals directly a component in S, while the
components involving s3 can be written as

S3 = s1 + So
§183 = $1 + Sos1
S283 =  SoS2 + S1S2

818283 = S809S182 + S1S92.

Therefore the linear transformation that transforms Sy to Sy (or equivalently
Si+1 = ST for any integer t) can be described by the 7 x 7 matrix T" given by

s (0010000
s1 [1010100
S2 0100000
T = 5051 0000100
5052 0000010
S5182 0001011
505152 0000001

The columns are indexed as the rows but all indices are increased by one. For
example the fifth column represents s1s3 = s1 + sps1.

For any subset J = {jo,j1,.--,Jr—1} C I, we define s;y; to be s;p5 =
St4joSt4jr " St+j,_,- Lhe rows and columns are indexed by the subsets of I,
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and the value of T in position (I, J) is given by K s 1, since this is the coefficient
of sy in S1+J, i.e.,

S140 = ZSIKI,J,L (6)
I

This matrix T also occurred in the paper by Hawkes and Rose [4] in their
study of algebraic attacks. The (2" — 1) x (2" — 1) transformation matrix T
given by §t+1 = S, T has more consequences for attacking the filter generator
than anticipated in [4]. The interesting observation to be showed later is that the
elements in the powers T of the matrix T are equal to the coefficient sequences
K,y defined by Renjom and Helleseth in [8] as the coefficient of sy in sy =
St4joSt+ji * - St+j,_, where J = {jo,j1,...,jr—1}, or in other words

Sty = ZSIKI,J,t- (7)
T

This is a consequence of the following theorem.

Theorem 1. Let T}’J denote the element in row I and column J in Tt. Let
Ky 5+ be defined as the coefficient of sy in the term siyj. Then T}’J =K1 s+

Proof. The proof follows directly from (7)) and S, = SoT™. O

Let vy denote the binary vector of length 2" — 1 (we may assume without loss of
generality there is no constant term in f) with component vy ; in position I being
the coefficient of s; in f, i.e., f = >, vy 5. Then since, popular speacking, the
effect of T is to increase the indices by one, this implies that the binary vector
representation of f1(so,s1,...,5n-1) = fo(s1,52,...,8n)(= f(81,82,...,8n)) is
related by
v, = Tvg,.

Therefore, in general each output bit z; from the filter generator leads to the
equation

2 = SoT" w5y (= Sovy,)- (8)

Let T, be the submatrices along the diagonal of T', i.e., T, equals T restricted
to the () x (') submatrix corresponding to the positions (I, .J) where |I| =
|J| = r. An interestinf property of T;., proved in [10], is the following.

Theorem 2. The minimal polynomial my, (z) and characteristic polynomial
cr, (x) of the square (:‘) X (:) matriz T, are equal. Moreover, we have that

cr,(z) =mr,(2) = ge(2) =[] (z+0a). 9)

e,wt(e)=r

Consequently, we have that

ma(x) = er(e) = [[mr.(2) = 1(@)ga () -+ ga(a) =2~ + 1.
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Let vy denote the length D support vector for a function f(so,...,sp—1) of
degree d where the coefficients are ordered in the same order as the columns of
T, and therefore in the same order as the expanded LFSR state S; satisfying

SiT = Syy1,5:T% = Siya,. ...

Since a keystream bit is given by z; = S'tvf and zyy, = gtTrvf = S'Hrvﬂ a
matrix relating sequence bits s, ...s¢+p_1 with keystream bits z;, ..., 2. p1
is given by column vectors

A = Tt’Uf Tt+1’Uf . TH_D_LUf

and thus SpA4; = S;Ag = SoT Ay = [2t, Zt41, - - - Zt4D—1]. The columns of the
matrix A; are the coefficient vectors of the functions studied in algebraic attacks.

Let as before p(z) = ga2(x)gs(z) - - - ga(x) = Zf:_on pja?. The algebraic attack
in the previous section can now be described by computing f;" = Zf:_on Djfi+j
and

D—n D—n
=Y pifiri= Y pizes = SoT'pa(T)vy = Souy;,
=0 J=0

where vy = T'p(T)vy. Let p(T) = T, then
Sop(T)A; = So[vf;7va;, e TP g = [2F, 2510+ 0 20p Do)y

is a system of D linear equations. Note that p(T) is only nonzero in the first
n rows since Ky j; is generated by p(x) for any I when |[I| > 2, due to the
proofs of Lemma [0l and Theorem [0l Clearly, it therefore suffices to compute
v o= p(T)vy restricted to a length-n vector and then compute the columns of
an n X n matrix given by v, Tyv ... ,Tln_lv/. Thus we have an system of n
equations in the n unknown bits in the initial state (s, s1,...,s,—1) which can
therefore be determined.

4 Extending the Attack

Let s; = Tr}(Ba’) then we need to determine 3 to find the initial state of the
LFSR used in the filter generator. We can write the bits in the key stream z; in
terms of its trace representation

2=y Tri™(Ap(Ba’)*)
k

where the k’s are (cyclotomic) coset leaders modulo N = 2" — 1, and my, | n is
the size of the coset {k,2k, 2%k, ...} mod N, which contains k. Here wt(k) < d
where d is the degree of the Boolean function f.
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The main idea is to determine g3 directly from z;. The attack in Rgnjom and
Helleseth [8] applied the shift operator to the key stream z; using the polynomial
p(x) = ga(x)g3(x) - - - ga(x) with all zeros a’ of weight 2 < wt(J) < d, leading to

D—n
p(E)z = Z DPjzt+j = ZTTTk(Akﬁkp(ak)atk) = Tri (A1 Bp(a)at).
j=0 k

The left hand side is linear in the bits in the initial state and thus leads to a linear
equation system which is considered in Rgnjom and Helleseth []]. Furthermore,
Ay was explicitly given in [§].

In the case when A; = 0 we select another k such that Ay # 0 and ged(k, 2™ —
1) = 1 and let instead p(z) be defined to have all possible zeros o’/ where
1 < wt(J) < d, except for . Then using the shift operator for this p(x), we get

p(E)z = Tri(ApFp(a®)al®).
The aim is to calculate . This is done in two steps.

Step 1. In the first step we determine r = A;3%p(a*) from
uy = p(E)z, = Tri(ra'™®) for t =0,1,...,n — 1.

This is a linear equation system with n equations in n unknowns x; = r% for
1 =0,1,...,n — 1. Since the coefficient matrix is a Vandermonde matrix and
(ug, 1, ..., u,_1) is known this gives us r = A3, 3"pr(a*) and therefore

B* = rA pe(a®) ™!
where r and pg(a¥) are known. Thus it remains to determine Aj,.

Step 2. The second step is to find Aj. Note that {Ay} is related to a discrete
Fourier transform of {2;}, which can be computed through expansion of z;. An
explicit formulae for Ay, is given in Gong [3] or derived from results in [5] and
[6]. For further details including a detailed example the reader is referred to [7].

Step 3. Compute the initial state by s; = Tr(8at) for t = 0,1,...,n — 1.

The complexity of this attack is asymptotically essentially the same as in [§],
but also works in the case when A; = 0 (or equivalently f§ = 0) which needed
some modifications in the original attack.

5 Attacking the Combiner Generator

The combiner generator uses several LFSRs, each generating a different m-
sequence. The output from the different LFSRs are combined by a Boolean
function to produce a key stream bit z;. Usually one bit is taken from each
register and a Boolean function f combines these bits to a key stream bit. The
methods for analyzing the filter generator can be extended rather directly to the
combiner case with minor changes. In this section we discuss this briefly.
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For the filter generator the key stream z; can be represented as
Zt = Z ﬁiafv
i

where «; is a product of < d(= deg(f)) zeros from the LFSR. Thus the zeros
are of the form a”’ where the Hamming weight of the binary representation of
J is at most d. The reason is that z; is a sum of products of < d products of
shifted version of the same m-sequence.

In the linear combiner case the key stream can be represented similarly but
now each «; is a product of zeros from the characteristic polynomials of the differ-
ent shift registers. For example if we have three LFSRs generating m-sequences,
{at}, {b:} and {¢;} and f = zix223 + 21, and we select &1 = ay, 2 = by and
T3 = ¢, then the keystream can written

Zt = Z ﬁia§7
i

where each «; is either a product of three elements being one zero from each
of the characteristic polynomials or a zero from the characteristic polynomials
generating the {a;} sequence.

In this case (when one variable enters linearly) we can define p(z) to contain
all these zeros except the zeros from the characteristic polynomial of {a;}. Then
we have

p(E)z = Z Bip(ai)o = Tri (Bip(an)ay)

where «a; is a zero of the polynomial a(x) of degree n,. We can use methods
similar to previous section to determine the initial state of {a;}

We will consider the slightly more general case when the Boolean function
may take more than one bit from each LFSR.

Ezample 2. Let a(x) = 2* +2+1 and b(z) = 2° + 2% +1 be two LFSRs. Let {a;}
and {b;} denote the m-sequences generated by the characteristic polynomials
a(x) and b(x) respectively. Let f be the filter function

f(at,bt) = ft(ao,al,az,ag,bo,bl,bz,bg,b4) = Zt.
For the n = 9 unknown variables:
(ao,al,az,ag,bo,bl,bz,bg,(u) = (.730,.731,.732,333,334,1‘5,1‘6,337,338).
Let f(xo,x1,%2, X3, x4, x5, Tg, T7, L) = To + T5 + ToTs + T12T3 + T5T6-

Then

2t = f(m[)v T1,X2,T3,T4,T5,T6, L7, (Eg)
= f(at,at41, 42,143, b, be41,be12, 0013, be44)
=a¢+ by + aby + apr1ai42 + bibpyq.
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In this case we can study the coordinate sequences for the polynomials f; as a

function of the coordinate sequences for a;y and by. The methods in the previous
sections apply with minor adjustments.
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1 Extended Abstract

In the last decade two old methods for decoding linear block codes have gained
considerable interest, iterative decoding as first described by Gallager in [I] and
list decoding as introduced by Elias [2]. In particular iterative decoding of low-
density parity-check (LDPC) codes, has been an important subject of research,
see e.g. [3] and the references therein. “Good” LDPC codes are often randomly
generated by computer, but recently codes with an algebraic or geometric struc-
ture have also been considered e.g [3] and [4]. The performance of the iterative
decoder is typically studied by simulations and a theoretical analysis is more
difficult.

In this paper we combine the two decoding methods and present an iterative
list decoding algorithm. In particular we apply this decoder to a class of LDPC
codes from finite geometries and show that the (73,45, 10) projective geometry
code can be maximum likelihood decoded with low complexity. Moreover the list
decoding approach enables us to give a complete analysis of the performance in
this case. We also discuss the performance of the list bit-flipping algorithm for
longer LDPC codes.

We consider hard-decision iterative decoding of a binary (n, k,d) code. For a
received vector, y, we calculate an extended syndrome s = Hy', where H is a
parity check matrix, but usually has more than n — k& rows. Let r denote the
length of the syndrome. The idea of using extended syndromes was also used in
[5]. Our approach is based on one of the common versions of bit flipping (BF)
[3], where the schedule is such that the syndrome is updated after each flip. In
each step we flip a symbol chosen among those positions that reduce the weight
of the extended syndrome, which we refer to briefly as the syndrome weight, .
A decoded word is reached when u = 0. In this paper we consider a variation of
the common algorithm in the form of a tree-structured search. Whenever there is
a choice between several bits, all possibilities are tried in succession. The result
of the decoding algorithm is, in general, a list of codewords, obtained as leaves
of the search tree. This form of the bit flipping algorithm leads naturally to a
solution in the form of a list of codewords at the same smallest distance from
y [6]. This list decoding concept is somewhat different from list decoding in the
usual sense of all codewords within a certain distance from y. The paper is a
continuation of [7] including results on long codes from [g].
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Abstract. Edwards curves have attracted great interest for several rea-
sons. When curve parameters are chosen properly, the addition formulas
use only 10M + 1S. The formulas are strongly unified, i.e., work without
change for doublings; even better, they are complete, i.e., work without
change for all inputs. Dedicated doubling formulas use only 3M + 48,
and dedicated tripling formulas use only 9M + 48S.

This paper introduces inverted Edwards coordinates. Inverted Edwards
coordinates (X1 : Y1 : Z1) represent the affine point (Z1/X1, Z1/Y1) on
an Edwards curve; for comparison, standard Edwards coordinates (X1 :
Y1 : Z1) represent the affine point (X1/21,Y1/21).

This paper presents addition formulas for inverted Edwards coor-
dinates using only 9M + 1S. The formulas are not complete but still
are strongly unified. Dedicated doubling formulas use only 3M + 4S,
and dedicated tripling formulas use only 9M + 4S. Inverted Edwards
coordinates thus save 1M for each addition, without slowing down
doubling or tripling.

Keywords: Elliptic curves, addition, doubling, explicit formulas, Ed-
wards coordinates, inverted Edwards coordinates, side-channel counter-
measures, unified addition formulas, strongly unified addition formulas.

1 Introduction

In [8] Edwards proposed a new normal form for elliptic curves and gave an
addition law that is remarkably symmetric in the x and y coordinates. In [4],
using coordinates (X : Y : Z) to represent the point (X/Z,Y/Z) on an Edwards
curve, we showed that curve addition could be performed using only 10M + 1S
(i.e., 11 field multiplications, of which 1 is a squaring) and that curve doubling
could be performed using only 3M + 4S. We presented a comprehensive survey

* Permanent ID of this document: 0Oef034ealcdbb58a5182aaaefbeas754. Date of this
document: 2007.10.03. This work has been supported in part by the European Com-
mission through the IST Programme under Contract IST-2002-507932 ECRYPT.
This work was carried out while the first author was visiting Technische Universiteit
Eindhoven.
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of speeds of our formulas and previous formulas for elliptic-curve arithmetic in
various representations. The survey showed that Edwards curves provide the
fastest additions and almost the fastest doublings. The only faster doublings
were from doubling-oriented Doche/Icart/Kohel curves, which come with rather
inefficient addition formulas.

One of the attractive features of the Edwards addition law is that it is strongly
unified: the addition law works without change for doublings. We showed in
[4] that, when curve parameters are chosen properly, the addition law is even
complete: it works for all inputs, with no exceptional cases. Our fast addition
formulas in [4] have the same features. See Section 2] of this paper for a more
detailed review of Edwards curves.

In [2], together with Birkner and Peters, we showed that tripling on Edwards
curves could be performed using only 9M + 4S. We also analyzed the optimal
combinations of additions, doublings, triplings, windowing methods, on-the-fly
precomputations, curve shapes, and curve formulas, improving upon the analysis
in [6] by Doche and Imbert. Hisil, Carter, and Dawson independently developed
essentially the same tripling formulas; see [9).

New Contributions. This paper presents an even faster coordinate system for
elliptic curves: namely, inverted Edwards coordinates, using coordinates (X : Y :
Z) to represent the point (Z/X,Z/Y) on an Edwards curve. In Section M we
present formulas for curve addition in inverted Edwards coordinates using only
9M + 18, saving 1M compared to standard Edwards coordinates.

Inverted Edwards coordinates, unlike standard Edwards coordinates, do not
have complete addition formulas: some points, such as the neutral element, must
be handled separately. But our addition formulas still have the advantage of
strong unification: they can be used without change to double a point.

In Sections [l and [6] we present formulas for doubling and tripling in inverted
Edwards coordinates using only 3M + 4S and 9M + 4S, matching the speeds of
standard Edwards coordinates.

All of the operation counts stated above assume small curve parameters and
disregard the cost of multiplying by a curve parameter. Arbitrary curve pa-
rameters cost 1M extra for each addition, each doubling, and each tripling. The
penalty for standard Edwards coordinates is smaller: arbitrary curve parameters
cost 1M extra for addition but nothing for doubling or tripling.

In Section [ we revisit the comparison from [4], analyzing the impact of in-
verted Edwards coordinates and other recent speedups.

2 Review of Edwards Curves

Let k be a field. Throughout this paper we assume that 2 # 0 in k.
A curve in Edwards form is given by an equation

2+ y2 =1+ d.%‘2y2,
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where d ¢ {0,1}. Every Edwards curve is birationally equivalent to an elliptic
curve in Weierstrass form. See [, Section 3] for an explicit description of the
equivalence.

One reason for the great interest in Edwards curves is that the Edwards
addition law

(z1,11), (T2, Yy2) — ( T1Yo + Y1T2  Y1Y2 — T1L2 >
7 ’ ’ 1+ dx1$2y1y2’ 1 —dxix2y1y2

is strongly unified: it applies to doubling as well as to general addition, unlike the
usual Weierstrass addition law. Strongly unified addition formulas had previously
been published for Jacobi intersections, Jacobi quartics, and Weierstrass curves
in projective coordinates, but the Edwards formulas are considerably faster.

We showed in [4, Theorem 3.3] that if d is not a square in & then the Edwards
addition law has an even more attractive feature: it is complete. This means
that there are no points (x1,¥1), (x2,y2) on the curve where the denominators
vanish; the Edwards addition law produces the correct output for every pair
of input points. The neutral element (0,1) does not cause any trouble. The
Edwards curve has two singularities at infinity, corresponding to four points on
the desingularization of the curve; but those four points are defined over k(v/d),
not over k.

To the best of our knowledge, the Edwards addition law is the only complete
addition law stated in the literature. Previous addition laws have exceptional
cases and require careful handling by the implementor to avoid the risk of in-
correct results and to avoid the risk of leaking secret information through side
channels. It should be possible to build a complete addition law for some Weier-
strass curves starting from the formulas in [5], but we would not expect the
resulting law to be nearly as fast as the Edwards addition law.

In [] we suggested using homogeneous coordinates (X7 : Yy : Z;), where
(X2 +Y2)Z% = Z§ + dX3Y? and Z; # 0, to represent the point (X1/Z1,Y1/Z1)
on the Edwards curve. Here (X7 : Y7 : Z7) = (AX7 : AY7 : AZ7) for any A # 0. In
[4, Section 4] we presented explicit formulas for addition in this representation
using 10M + 1S+ 1D + 7a, where M denotes the cost of a field multiplication, S
the cost of a field squaring, D the cost of a multiplication by the curve parameter
d, and a the cost of a field addition.

Implementations can gain speed, at the expense of simplicity, by using dedi-
cated doubling formulas for additions where the inputs are known to be equal.
In [, Section 4] we presented explicit doubling formulas using 3M + 4S + 6a.
Completeness remains beneficial in this situation: one does not need to check for
other exceptions if the curve parameter d is not a square.

3 Inverted Edwards Coordinates

In this and the following sections we consider a different representation of points
on an Edwards curve 22 +%% = 1+dx2y?. We use three coordinates (X1:Y7:7y),
where

(XP +YP) 2% = X{YP +dZy
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and X1Y17; # 0, to represent the point (Z1/X1, Z1/Y1) on the Edwards curve.
We refer to these coordinates as inverted Edwards coordinates. As before, (X7 :
Y1 : Zl) = ()\Xl : )\Yl : /\Zl) for any A 7& 0.

It is easy to convert from standard Edwards coordinates (X7 : Y7 : Z7) to
inverted Edwards coordinates: simply compute (Y177 : X127 : X1Y7) with three
multiplications. The same computation also performs the opposite conversion
from inverted Edwards coordinates to standard Edwards coordinates.

For computations we use the vector (X1,Y7,Z1) to represent the point (X; :
Y7 : Z1) in inverted Edwards coordinates.

Special points. The requirement X;1Y;7; # 0 means that inverted Edwards
coordinates cannot represent points (z1,y1) on the Edwards curve that satisfy
x1y1 = 0. There are four such points: the neutral element (0, 1), the point (0, —1)
of order 2, and the points (+1,0) of order 4. Additions that involve these points
as inputs or outputs must be handled by separate routines.

The four points (0,1),(0,—1),(1,0),(—=1,0) are (0 : 1 : 1),(0 : —1 : 1),
(1:0:1),(—1:0:1) in standard Edwards coordinates. Applying the aforemen-
tioned conversion to inverted Edwards coordinates, and ignoring the requirement
X1Y1Z; # 0, produces points at infinity on the projective curve (X2 +Y?)Z? =
X2Y? + dZ*: specifically, (1 : 0 : 0),(=1:0:0),(0:1:0),(0:—1:0).
But then the rule (X : Y7 : Z1) = (AX1 : AY:1 : AZ;) equates (1 : 0 : 0) with
(—=1:0:0), losing the distinction between (0, 1) and (0, —1), and similarly losing
the distinction between (1,0) and (—1,0).

To have unique representations for the computations it is convenient to use
the vectors (1,0,0), (—1,0,0), (0,—1,0), (0, 1,0) to represent (0, 1), (0,—1), (1, 0),
(—1,0). Note that these representations are not homogeneous and that for algo-
rithmic reasons (£1, 0) correspond to (0, F1,0). One must be careful to check for
Z1 = 0 before adding (X7 : Y7 : Z1) to another point, and to check for X;Y; =0
before applying the conversions to and from standard Edwards coordinates.

In many applications one restricts attention to a subgroup of odd order, so
the only special point is the neutral element and fewer checks are required. One
can also randomize computations so that special points have a negligible chance
of occurring; see [, Section 8] for pointers to the literature.

Geometry. Recall that the desingularization of an Edwards curve has, over
k(+/d), four points that map to the two singularities at infinity on the curve. It
also has four points that map without ramification to (0, 1), (0,—1), (1,0), and
(—1,0).

Mapping the same desingularization to the projective curve (X2 + Y?)Z? =
X?Y? 4 dZ* takes the first four points without ramification to (0 : +v/d : 1) and
(£v/d: 0: 1), and takes the second four points to two singularities at infinity.

When d is not a square, the first map has no ramification points over k and
allows a complete addition law on the Edwards curve. The second map always
has ramification points, and in particular is ramified at the neutral element.

For mathematicians it is perhaps more satisfying to start from the projective
curve (X? +Y?)Z% = X2Y? + dZ* and define an addition law on it, including
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the points (0 : £v/d : 1) and (++/d : 0 : 1), without mapping to an Edwards
curve. We restricted to points (X : Y7 : Z1) with X1Y1Z; # 0 to maintain the
link with Edwards curves and the Edwards addition law.

4 Addition

Obtaining more efficient addition formulas was our main goal in investigating
inverted Edwards coordinates. Inspecting the addition formulas in [4, Section
4] one notices that the computations of the resulting X3 and Y3 each involve a
multiplication by Z7Z5.

Inserting 7,/ X; for x; and Z; /Y] for y; in the Edwards addition law (assuming
X;Y:Z; # 0) we obtain

(Zl Zl) (Zz Zz):((X2Y1 + X1Y5)Z1 2, (X1X2—Y1Y2)Z1Z2>_(Z3 Z3>
X0\ X v T\ X X Ye + d2222 X X Ys — dZ222 )\ X5 Vs

where

X3 = (X1 Xy — V1Yo) (X1 XoY1Ya + dZ7 Z3)
Vs = (XoY1 + X1 Y2) (X1 XoY1Ys — dZ32Z3)
Z3 = (X1 Xo = V1Yo)(XoY1 + X1Y2) 21 Zs.

This shows the idea behind inverted Edwards coordinates, namely that in this
representation only Z3 needs to be multiplied with Z;Zs, which saves 1M in
total. Compared to the addition in Edwards coordinates the degree of these
formulas is only 6 as opposed to 8 in that representation.

We then eliminate multiplications from these formulas, as in [4, Section 4],
obtaining the following formulas to compute the sum (X3 : Y3 : Z3) = (X7 : Y7 :
Z1) + (X2 : Yo : Z5) in inverted Edwards coordinates, given (X7 : Y7 : Zp) and
(X2 : Y2 . ZQ)Z

A=27,-Zy; B=dA%, C=X,-Xo; D=Y,-Ys; E=C-D;
HZC—D;I:(X1+Y1)-(X2+}/2)—C—D;
Xs=(E+B)-H;Ys=(E-B)-I; Zs=A-H-1I.

One readily counts 9M + 1S + 1D + 7a, as advertised in the introduction. We
have added these formulas to the EFD [3] for formal verification that the re-
sults coincide with the original Edwards addition law and that the formulas are
strongly unified.

Restricted additions. Mized addition means that Zs is known to be 1. There
is an obvious saving of 1M in this case since A = Z; - Z5 = Z1, leading to a total
cost of 8M + 1S + 1D + 7a.

Readdition means that (Xs : Y2 : Z5) has been added to another point before.
This means that computations depending only on (X3 : Y3 : Z3), such as X5+ Yo,
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can be cached from the previous addition. We have not found a way to save M
or S in this case.

Special points. The above description of addition ignored the possibility of
the special points (0, 1), (0, —1), (1,0), (—1,0) appearing as summands or as the
sum. We now deal with that possibility. We represent these points as the vectors
(1,0,0),(-1,0,0),(0,—1,0), (0, 1,0) respectively, as discussed in Section B We
assume that d is not a square.

Special points as summands are easy to handle. If Z; = 0 or Z3 = 0 then the
sum of (X17Y1, Zl) and (XQ, }/27 Z2) is (X1X2 — Y1Y2,X2Y1 + )(1}/27 Z1 + Z2)

Even if neither summand is a special point, the sum could be a special point.
If I =0 and Y2Z; = Y1Z5 then the sum is (1,0,0). If I =0 and Y27, = —Y1 2>
then the sum is (—1,0,0). If H = 0 and Y>Z; = —X;Z5 then the sum is (0, 1, 0).
If H=0 and Y277 = X1 Z5 then the sum is (0, —1,0).

To derive these output rules, observe that two points (z1,y1) and (x2,y2) on
the Edwards curve have sum (0, 1) if and only if (x2,y2) = (—x1,y1). In this case
(Z3) X2, Z5/Ya) = (—Z1/ X1, Z1/Y1) so, in the notation of our explicit formulas,
1= X1Yv2 +Y]X2 = X1Y1Z2/Zl - YiX1Z2/Zl =0 and Y221 = }/122 Similarly,
two points (z1,y1) and (22, y2) having sum (0, —1) end up with I = 0 but with
Y271 = —Y1Z5; two points (x1,y1) and (22, y2) having sum (1,0) end up with
H =0 and Y2Z; = X1 Z>; two points (z1,y1) and (z2,y2) having sum (—1,0)
end up with H = 0 but with Y2Z1 = —X1Z2.

To see that the output rules are exclusive, suppose that H = 0 and I = 0. Then
X1X2 = Y1Yv2 and X1Yv2+X2Y1 = 0, SO X12X2 = X1Yv1Yv2 and X1Y1Y2+X2Y12 =
0, so (X7 + Y?) X2 = 0; all variables are nonzero, so X7 + Y = 0. The curve
equation (X? + Y?)Z? = X2Y? + dZ} now implies 0 = X7(—X?) + dZ¢; ie.,
d = (X1/Z1)%, contradicting the assumption that d is not a square.

5 Doubling

Doubling refers to the case that the inputs (X7 : Y7 : Z1) and (Xs : Y5 : Z5) are
known to be equal. If X1Y17; = 0 the special formulas from Section @ apply.
Otherwise inserting Z; /X for x; and x5 and Z;/Y; for y; and ys in the Edwards
addition law we obtain

s — (V2D (XE-YRZR (22X Xp vy
TITAXYE ¢ dzt xpvE—dzt ) T \XP+YP XE YR 2423

In the second equality we have used the curve equation to replace XY by
(X? +YP)Z3 — dZ}, and then cancelled Z3, reducing the overall degree of the
formulas to 4. The resulting coordinates are

X3 = (X12 +Y12)(X12 - Y12)

Vs = 2X,Y1(X? + Y2 — 2d7%)
Z3 =2X Y1 (X - YP).
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The explicit formulas in this case need 3M + 4S + 1D + 6a:

A=X}; B=Y} C=A+B; D=A-B; E=(X1+ Y1)’ - C;
Z3=D-F; X3=C-D; Y3=E-(C—2d-7}).

6 Tripling

In Edwards coordinates tripling (9M + 48 + 8a, or alternatively TM + 7S + 16a)
is faster than the sequential computation of a doubling (3M + 4S + 6a) followed
by an addition (10M + 1S + 1D + 7a). The main speedup comes from using the
curve equation to reduce the degree of the tripling formulas. See Section [ for
credits and references.

For inverted Edwards coordinates with X1Y7Z; # 0 we now provide two
sets of tripling formulas. Both sets have been added to the EFD [3] for formal
verification. The first set needs 9M + 4S + 1D + 10a:

A=X}; B=Y?, C=2}; D=A+B; E=4(D—d-C);
H=2D-(B-A); P=D*-A-E; Q=D?>-B-F;

The second set needs 7TM + 7S + 1D + 17a:

A=X} B=Y} C=2}; D=A+B; E=4D —d-O);
H=2D-(B-A); P=D*-A-E, Q=D*-B-F;
Xs=(H+Q) - (Q+X1)*—Q*— A); Ys =2(H—P)-P-Yy;
Zs=P-(Q+ %)’ —Q*-C).

The second set is faster if S/M is small.

Triplings, like doublings, have similar speeds for inverted Edwards coordinates
and standard Edwards coordinates. Inverted Edwards coordinates speed up ad-
dition by reducing the degree of the formulas, but the curve equation already
appears to have produced the minimal degrees for doublings and triplings, so
the lack of further improvements does not come as a surprise.

Special points. Tripling special points is very easy: 3(X1,Y1,0) = (X3, —Y7,0).

7 Comparison

The EFD [3] is meant to provide an up-to-date database with all curve forms and
coordinate systems ever proposed. A comparison in a paper can only give a snap-
shot of what is known today. Most of the conclusions in [4] remain unchanged,
but science has developed even in the short time since then!

Duquesne in [7] proposed what we call “extended Jacobi-quartic coordi-
nates,” now described in detail in the EFD. Duquesne’s addition formulas use
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9M+2S+1D, saving 1M —18 compared to standard Edwards coordinates. These
addition formulas are strongly unified but not complete: they can be used for
doublings but have some exceptional cases. In the EFD we improve Duquesne’s
formulas to use 8M + 3S + 1D, saving another 1M — 18S.

Hisil, Carter, and Dawson in [9] improved various elliptic-curve addition for-
mulas, and in particular gave doubling formulas for extended Jacobi-quartic
coordinates using 3M + 4S. This is as fast as doubling in standard Edwards
coordinates.

However, addition in inverted Edwards coordinates is even faster, saving an
additional 2S—1M, and has just as fast doublings (for small d). Inverted Edwards
coordinates have the same advantage of being strongly unified.

The comparisons of different coordinate systems for scalar multiplications
using DBNS in [2] have been updated to include the speeds of [7] and [9], and
to include inverted Edwards coordinates. The comparison shows that, out of
currently known methods for scalar multiplication on elliptic curves, inverted
Edwards coordinates (with very few triplings) are the fastest.

To conclude we summarize the current situation: Edwards coordinates offer
the only complete addition law stated in the literature. If completeness is not
required then inverted Edwards coordinates are the new speed leader.
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Abstract. We will discuss two different but related topics. We first give
a connection between the Fourier spectrum of Boolean functions and
subspaces of skew-symmetric subspaces where each nonzero element has
a lower bound on its rank. Secondly, we discuss some connections between
bent and near-bent functions.

1 Introduction

Let V,, denote any n-dimensional vector space over Fs. The Fourier transform
of a function f:V,, — V,,, is defined by

Fla,b) = 3 (~1)®S @)

JZEV;L

for a € V,, and b € V,,,, b # 0. The angular brackets ( , ) denote any inner
product on the relevant vector spaces. The Fourier spectrum of f is the subset of
Z consisting of the set of values of f, over all @ and b (b # 0), and is independent
of the inner products used.

If m =1 then V,, = V4 = Fy and any function f : V,, — F5 is called a
Boolean function.

Bent functions are Boolean functions which have Fourier spectrum {+2"/2}.
Since the spectrum values are integers, bent functions can only exist when n
is even. We shall call a Boolean function near-bent if its Fourier spectrum is
{0, £2("*1/2} Near-bent functions can only exist when n is odd. Near-bent
functions have also been called ”Gold-like” in the literature.

A function from V,, — V}, is said to be almost bent if it has Fourier spectrum
{0,£2("*1/2} " As for near-bent functions, almost bent functions can only exist
when n is odd.

An important case is when the vector space is actually a field. For this paper
let L denote Fon, the finite field with 2™ elements. Let tr denote the trace map
from L to Fy. We usually use the inner product (z,y) = tr(xy) when V,, = L.
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Grant 06/MI/006.
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For a function f : L — L the formula for fbecomes

Fla.b) = 3o (s erten), )

xeL

In this context, f is almost bent if and only if each of the Boolean functions
tr(bf(x)) is near-bent, for all b € L, b # 0. If f is a monomial permutation, say
f(z) = 2% where (d,2" — 1) = 1, then f is almost bent if and only if tr(f(z)) is
near-bent. This is because we may write any b € L as ¢, and then replacing
by x/c in () gives

f/\(a’b) _ Z(_l)tr(cdzd+ax) _ Z(_l)tr(md-&-ac’lx) _ f(ac‘l, 1)

xEL zeL

It follows that the Fourier spectrum of f(z) = 2% will be the same as the Fourier
spectrum of the Boolean function tr(z?), when (d, 2" — 1) = 1. The most famous
examples of this are the almost bent Gold functions f(z) = 22 +! where k is
relatively prime to n and n is odd. Bent and near-bent functions are discussed
in section 4.

Let us next introduce the topic of subspaces of matrices where all nonzero
matrices have a certain rank. In differential topology, one important problem is
the construction of immersions from real projective space P"(R) into Euclidean
space R"** There are open problems dating from the early 1960s concerning
the minimal possible k for which such an immersion exists. Let M, ,(F') denote
the vector space of all n x n matrices over a field F'. It can be shown that the
highest possible dimension of a subspace of M,, ,,(R) not containing any elements
of rank 1 is directly related to the question of which k are possible. It has also
been shown that subspaces consisting of all symmetric matrices, or all skew-
symmetric matrices, are of similar importance to the problem of constructing
embeddings into Euclidean space. Also, connections have been found between
the embedding problem and the immersion problem, so the symmetric case has
implications for the immersion problem. More details can be found in [9].

Connections between subspaces of matrices with good rank properties and
spacetime codes are studied in Calderbank et al [2] and Lu-Kumar [7].

Let L(n,k, F') denote the maximal dimension of a subspace of M, ,,(F') all
of whose nonzero elements have rank at least k. Let Lg(n,k, F') denote the
maximal dimension of a subspace of M, ,,(F') all of whose nonzero elements are
skew-symmetric and have rank at least k. In section 2] we will discuss the case of
F = F5 and k large. In particular, we discuss Lg(n,n—1,Fs) and Lg(n,n—3,Fs)
when n is odd and its relationship to the Fourier spectrum of functions. These
methods carry over easily to finite fields of odd characteristic, and are well known.
We will discuss carrying over the methods to infinite fields.

2 The Connection Between Subspaces and Values

First we shall outline the connection between the values in the Fourier spectrum,
and the ranks of the elements in some subspaces of matrices. The connection
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goes through bilinear forms. This work is all implicit in Delsarte and Goethals
[4]. They translate the results on bilinear forms into results in coding theory.
It is known that such results in coding theory can be translated into results on
the Fourier spectra of Boolean functions. We will directly translate results from
Boolean functions to results on subspaces of matrices. Therefore, we are not
going to present any new results in section B-J] but we feel that it is useful to
directly explain the connection without going through coding theory. In section
we will present a direction for future research, and a new result.

We recall some definitions for bilinear forms. Let L = Fo» as before. A bilinear
form B : L x L — Fs is said to be symplectic if B(z,xz) = 0 for all . By
definition the radical of B is

rad(B) ={x € L: B(z,y) =0for ally € L}.

The rank of B is defined to be n — dim(rad(B)), and a well known theorem
states that the rank must be even.

Finally, let us state that although we only consider forms like tr(z?y + xy?)
in characteristic 2, the arguments in this section carry over in a straightforward
manner to alternating forms tr(zPy — zy?) in characteristic p.

2.1 Background

Nothing in this section is new. We will use some motivating examples, which
illustrate all the important ideas. In this section n is odd. For a € L the function

Ba(z,y) = tr(a(a®y + 2y?))

a symplectic bilinear form on L. The rank of B, is n — w, where w, =
dimrad(B,). By definition,

rad(B,) = {z € L : tr(a(z’y + 2y*)) =0 Wy € L}

n—1 271—1

={x e L:tr((ax? + a* )y) =0 Vy e L}.

Since the trace form is nondegenerate, z is in rad(B,) if and only if ax?® +
271—1 271—1
x

= 0. Squaring this gives
a’z* +azx = 0. (2)

Initially it appears possible that this equation could have 4 solutions in L. How-
ever this would imply that B, has odd rank, since n is odd. Thus, the equation
has two solutions in L. (Alternatively one can solve: if ax # 0 this implies
ar® = 1, which has a unique solution for z.) Thus w, = 1 for all a # 0. This
also shows B, is the zero form if and only if @ = 0. Therefore, B, has rank n — 1
for all a # 0.

We note that the same argument works for any tr(a(z®y — zy?)) where o is
a generating automorphism.
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Now we introduce subspaces of skew-symmetric matrices. Observe that the
B, (a € L) form a vector space over Fa. Choosing a basis of L over Fy, the
matrices corresponding to these forms will yield an n-dimensional vector space
of n x n (skew) symmetric matrices with zero diagonal such that all nonzero
members have rank n — 1. This is the maximum dimension for such a subspace,
by a theorem in [4]. All this is well known over finite fields.

Next, we relate this to the Fourier spectrum of the function 3. To see the
connection it is best to review the calculation of the spectrum. The standard

o~

method is to square f(a,b), perform a substitution, and rearrange to get

J?(Cl, b)2 —on Z (_l)tr(au3+bu).

uerad(Bg,)

Now we see the connection to finding the radical of B,. We computed the radical
above and we saw that it has dimension 1. It is then clear that f(a, b)? is 2" 42",
and so is either 0 or 271,

In summary, the point we wish to make is that x® being an almost bent
function is closely related to all nonzero elements in the vector space of skew-
symmetric matrices B, having rank n — 1. In general the two facts are not
equivalent, however. The ranks of the bilinear forms are the real connection, and
although in this example this allowed us to determine the true values in the
spectrum, in general more work has to be done in order to determine the precise
spectrum.

Next, one could ask for subspaces where all ranks are n — 1 or n — 3. By
[4], the maximum dimension for such a subspace is 2n. A function with spec-
trum {0, $+2(n+1)/2 :i:2(”+3)/2} should correspond to such a subspace, under the
connection we have illustrated. Here is an example (from []).

Consider the set of bilinear forms

Bea(z,y) = tr(c(mQy + my2) + d(a:4y + my4))

over all ¢,d € L. This set of bilinear forms is an Fo-vector space of dimension
2n. We claim that each nonzero form has rank n — 1 or n — 3. This is the same
as saying that the radicals have dimension 1 or 3. To show this, write

Bea(z,y) = tr(y*(c'a® + *2” + d'2'® + du))
and then x € rad(B,,q) if and only if
Aa® 4 P2 4+ d*a'® 4 dr = 0.

Initially it appears possible that this equation could have 16 solutions in L.
However, because the dimension of the solution space is odd (because the rank
of Be 4 is even), the dimension must be 1 or 3. We are done.

The same argument repeated for the forms tr(Zf:1 ci(x? y+ xy?)) will give
kn-dimensional subspaces of matrices of ranks n — 1, n — 3, ... n — 2k + 1. This
recovers a result of Delsarte and Goethals [4], which also appears in [6]. For
example, in the 3n-dimensional space of forms

tr(c(z®y + zy?) + d(2'y + zy*) + e(z®y + 2y°))
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all nonzero elements have rank n — 1,n — 3 or n — 5.

This 3n-dimensional subspace contains three obvious 2n-dimensional sub-
spaces, consisting of all elements where one of ¢,d, e is 0. The e = 0 subspace
has no elements of rank n — 5, as shown above. What about the d = 0 subspace?
This consists of forms Be .(z,y) = tr(c(x®y + zy?) + e(2®y + zy®)). We try the
same argument: x is in the radical of this form if and only if

At 4+ ctat 825 fex =0. (3)

Since the rank of the form is even, it follows that this equation has 27 solutions
in L, where j € {1,3,5}. It is true, but not obvious, that this equation cannot
have 32 solutions in L. (This is proved as part of the calculation of the Fourier
spectrum of Kasami-Welch functions — we give a more general proof in the next
section.) This implies that the forms B, . have rank n—1 or n—3. It is somewhat
surprising that rank n — 5 does not appear, and that the same result holds for
the subspace of forms tr(c(z?y + zy?) + e(2%y + xy®)) as holds for the subspace
of forms tr(c(z?y + xy?) + d(z*y + zy?)).

2.2 Future Work

Firstly, the known bounds on Lg(n,k,[F3) when n is odd due to Delsarte and
Goethals have not been generalised to infinite fields. For example, the value of
Lg(n,n—1,F) is not known if F' is an infinite field. The conjectured value is n,
as in the finite field case. This is one area for future work.

Secondly, one can try to generalize the connections outlined in section 211
Gow and Quinlan [5] have generalised some results on bilinear forms over finite
fields to arbitrary field extensions with a cyclic Galois group. In particular we
quote the following theorem, which we will use.

Theorem 1. Let L/ K be a cyclic extension of degree n, with Galois group gen-
erated by o. Let k be an integer with 1 < k < n, and let w be a polynomial of
degree k in L[t]. Let

R={x€L:w(o)x =0}

Then we have dimg (R) < k.
We now present a result promised in the previous section.

Theorem 2. Let L/K be a cyclic extension of degree n, n odd, with Galois group
generated by o. Consider the set of bilinear forms tr(c(zy + xy?) + e(m"ay +
xy”g)) where c,e € L. Then the ranks of these forms are n — 1 orn — 3.

Proof: Let B; e = tr(c(z%y + 2y?) + e(m"sy + my"s)). By definition,
rad(Be.e) = {x € L : tr(c(zy + 2y) + e(m"sy + xy”B)) =0 VyeL}

1

={zecL:tr((cx” +c” 27 +e” 2% + e"fam”ﬂ)y) =0 VyeL}.
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Since the trace form is nondegenerate, x is in rad(B,) if and only if

—1 —1 3 3 -3 —3
cx® +c¢7 2 +e? 2% +e 27 =0.

Applying o3 to this equation gives
2 2% e +ex=0.

This can be written w(o)z = 0 where w(t) is the polynomial ¢®” t4+c7" t2+¢7 16+
e in L[t]. Putting u = 2, w(t) = w'(u) where w'(u) = ¢ u + ¢ u+ e ud +e.
Letting 7 = 02, we may conclude

rad(Be,) = {z € L:w'(t)z = 0}.

Since n is odd, 7 also generates the Galois group of L/K. By Theorem [I]
rad(Be,.) has K-dimension at most 3. It follows that the rank of B.. is n —1
orn — 3. O

We remark that Theorem [I] applied directly to the forms in Theorem ] would
imply that ranks are n — 1,n — 3 and n — 5. We also remark that the proof of
Theorem [2 applies to the Kasami-Welch forms tr(c(kay + nyk) + e(ngky +
acyzak)) in the case L = Fan, (k,n) = 1. In particular, this theorem proves that
equation (B cannot have 32 solutions, as we remarked in the previous section.

3 Evenn

Suppose n is even. The situation is quite different with regard to subspaces of
matrices.

It is well known that the Walsh spectrum of 2? is {0, 42"/2 £2("+2)/2} in
this case. It is no longer true that each function tr(bz*) has the same Fourier
spectrum. There are two types. If b is a cube, then we may do as in the n odd case
and the spectrum of tr(bz?) is the same as that of tr(z*), which is {0, £2("+2)/2},
However, if b is not a cube then the spectrum of tr(ba®) is {£2"/2}. In other
words, the subspace of bilinear forms tr(c(z?y+xy?)) for ¢ € L contains elements
of rank n (when c is not a cube) and rank n — 2 (when c is a cube).

Since the cubes (and the non-cubes) are not closed under addition, we do not
get subspaces in the same way as when n is odd.

4 Going Up and Down

This section concerns a different topic. Because bent functions exist in even
dimensions, and near-bent functions exist in odd dimensions, the possibility
exists of moving up and down between bent and near-bent functions. In this
section we will discuss each of the four possibilities.



34 G. McGuire

4.1 Going Up From a Bent Function

Given a bent function on V,,, n even, we wish to consider adding one variable to
create a near-bent function in n + 1 variables. This is straightforward to prove.
Let f(z) be a bent function on V,,, where n is even. Let y be a new Boolean
variable, and consider the function g(z,y) = f(z) + y on the n + 1 dimensional
vector space V,, @ V1. It is easy to see that g is near-bent, as follows.
Any linear functional A on V,, & V4 can be written as A(z,y) = N (z) + dy
where )\ is a linear functional on V,, and § is 0 or 1. Then

G\ = Z (_1)g(ﬂc,y)+/\(x,y) (4)

(z,y)
_ Z f@)+y+X (z)+6y (5)

(zy)
2 3 .(— )f(:vH(w) if6=1

= (6)
Yoy (~ TN i 5= 0

2f(N) ifs=1

= (7)
0 if 6§ =0.

If f is bent, then clearly the spectrum of g is {0, £2("*2)/2} 50 g is near-bent.

We remark that g is what is called partially bent — the sum of a bent function
and a linear function.

One might ask whether all near-bent functions arise in this way? The answer
is no. Because, note that the function ¢ is a bent function (namely f) when
restricted to the hyperplane y = 0. There are near-bent functions that are not
bent when restricted to any hyperplane — we have checked this by computer for
some Kasami-Welch near-bent functions, for example. Such near-bent functions
cannot arise from this construction.

4.2 Going Down from a Bent Function

Given a bent function on V,,, n even, we wish to consider restriction to a hyper-
plane to create a near-bent function in n — 1 variables. This has been proved to
be always true in Canteaut et. al. [I], see Theorem V.3 there. In that paper, the
authors state that they do not know another way to prove that Dillon’s PSg),
bent functions restrict to near-bent functions. We shall give such a proof now.

The construction of the PS,, bent functions starts with a balanced function
g : K — Fy where K = Fy:. Dillon’s result states that the function f(x,y) =
g(zy?"~2) is bent on K x K (actually the result is more general, concerning
partial spread bent functions). Note that g(zy?" ~2) = g(x/y) if y # 0.

In K x K let H, denote the line {(z,az) : x € K} and let Hoo = {(0,y) :
y € K}. These 2! + 1 lines intersect pairwise in (0,0) and partition K x K. The
linear span of any two of these lines is K x K.
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Let H be a hyperplane in K x K. We must show that the Fourier transform
of f|y takes values 0, +2%.

Let H! := H,NH, for a € P(K). Let X be a linear functional on H. We shall
break the sum over H up into sums over each H/, taking care to remove (0,0)
first.

—

fla(N)

= 3 (et

(z,y)€H

=14 Z (_1)f(xvy)+k(rvy)

(z,y)#(0,0)€H

=14 Z (=) @) 4 Z Z (—1)9@/V+A@Y)

(zy)eHL, \{0 0} a7 oo (z,y)€H;\{0,0}
- Z (zy) 4 Z g(Ha Z (_1)/\(w,y)
(z, a0 (2,y)€H \{0,0}
= Z (zy) 4 Z 1)9(Ha) ( Z (—1)Mew) 1)
aoo (zy)eH],
_ Z @) § (Cppta) 4 37 (_1)g<Ha,>< 3 (_UA(z,y))
(z,y aF#oo a#0o (z,y)eH!,
= Z A@yy) 4 Z 1)9(Ha) ( Z (_1)/\(304/))
a7#oco (z,y)€H],
Z ( Z (_1)/\(w’y)>
eP1( (z,y)€H]

where we used the fact that g is balanced, so Za;éoo(—l)g(Ha) = 0. We write
g(H,) to denote the value of g at any element of H,.

We must now distinguish some cases in order to finish the proof. If A = 0 then
it is easy to check that f|g(\) = 2% For the remainder, assume A # 0. First
we assume that H does not contain any H,. Then each H/ is a hyperplane in
H,. The inner summation is 0 unless A vanishes on H/, and there are precisely
two such a for any A\, as A # 0. So f|g(A\) = £2!71 4+ 2871 which is 0 or 4-2.
Secondly, assume that H does contain one of the H,, say H;. (H cannot contain
two H, since two H,’s generate the whole space K x K.) Then the inner sum
will be 0 ﬂlless A is the unique linear functional whose kernel is Hy. Thus the
value of f|g()\) in this case is (—1)9(He)2t,

We thank John Dillon for discussions about these functions.

4.3 Going Up from an Near-Bent Function

Given a near-bent function f(z) on V,,, n odd, we wish to consider adding one
variable to create a bent function in n + 1 variables. The same argument as in
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section ] does not work, because adding one variable results in a function of
n+1 variables with Fourier spectrum {0, £2("+3)/2} which is therefore not bent.

However, it is sometimes possible to go up by other methods. Suppose there
exists another near-bent function h(x) on V,,, such that the support of h does
not intersect the support of f (The supports both have cardinality 2" ~! and so
they partition V;,.) In this case, let y be another Boolean variable, and define
g(z,y) = yf(x) + (y + 1)h(xz) on the n + 1 dimensional vector space V,, & V.
Then

g\ = Z (—1)9(@V)+A(Y)

(z,9)EV, &1

= Y (M@0 S (L@

(z,0)€V,BV1 (z,1)eV,,dWV;

~

=h(\) + FN).

Since h and f have disjoint support, and both have Fourier spectrum
{0, £2("*1D/2} "the values of g(\) are +2("*1)/2 50 g is bent.

An example of this is f(z) = 2® and h(z) = 2% + x, where V,, = L. The
support of a Gold function such as 2® (or 2°) is known to be the complement of
the hyperplane H of trace 0 elements. It is easy to show that the support of A is
H. Therefore, by the argument above, yf(z)+ (y+1)h(z) = yz* + (y+1)(2° + )
is a bent function (of algebraic degree 3). We do not know if this is a new bent
function. Perhaps new bent functions can be constructed in this way.

4.4 Going Down from a Near-Bent Function

Given a near-bent function on V,,, n odd, we wish to consider restriction to a
hyperplane to create a bent function in n—1 variables. This is sometimes possible,
but not always possible. In [I] some conditions are given for the restriction to
a hyperplane of a near-bent function to be bent. In [§] the restriction of Gold
functions is considered. It is proved that the restriction of f(z) = 22" +1 (where
(k,n) = 1) to a hyperplane h* is bent if and only if tr(h) = 1. Here V,, is L,
the finite field of order 2". We give a different proof here: we need the fact that
the support of f is the complement of the hyperplane H of trace 0 elements. Fix
h ¢ H. For a € L, define g by

9(a) = , (Fla) + Fla+ 1),

This is well-defined on the quotient space L/(h). Since exactly one of a,a + h
is in H, one of f(a), f(a+ h) is 0 and the other is £2("*1/2_ Therefore §(a) =
+2("=1)/2 55 ¢ is bent.

Note that the proof did not require H to be a hyperplane; the argument only
required that exactly one of a,a + h is in H. For the Kasami-Welch function
k(z) = 24" 2" with 3k = +1 (mod n), the support of k is the set of a € L

with tr(a2k+1) = 1. Since exactly one of a,a + 1 is in the support, the same
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argument works to show that k(z) is bent when restricted to the hyperplane 1+
(i.e., the trace 0 elements).

In [3] the Kasami-Welch functions 24" =2"+1 are considered in greater detail.

Acknowledgements. We thank John Dillon, Carl Bracken, Philippe Langevin,
Gregor Leander and Rod Gow for discussions which have helped this article.
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Abstract. Under the notion of list decoding, the decoder is allowed to
output a small list of codeword such that the transmitted codeword is
present in the list. Even though combinatorial limitations on list decoding
had been known since the 1970’s, there was essentially no algorithmic
progress till the breakthrough works of Sudan [I4] and Guruswami-
Sudan [I] in the mid to late 1990’s. There was again a lull in algorithmic
progress till a couple of recent papers [12l8] closed the gap in our knowl-
edge about combinatorial and algorithmic limitations of list decoding (for
codes over large alphabets). This article surveys these latter algorithmic
progress.

1 Introduction

Under the list decoding problem (introduced in [IIT6]), given a code C' C X™, an
error parameter 0 < p < 1 and a received word y € X™; the decoder should out-
put all codewords in C' that are within Hamming distance pn of y. Suppressing
the motivation for considering such an error recovery model for the time being,
let us consider the following natural trade-off: Given that one wants to correct
p fraction of errors via list decoding, what is the maximum rate R that a code
can have?

Before we address this question, let us formally define the notion of list de-
coding we will consider in this survey. For a real 0 < p < 1 and an integer L > 1,
we will call a code C C X™ to be (p, L)-list decodable if for every received word
vy € X" [{c € ClA(c,y) < pn}| < L where A(c,y) denotes the Hamming dis-
tance between the vectors ¢ and y. Note that the problem is interesting only
when L is small: in this survey L is considered to be small if it is polynomially
bounded in n.

Using a standard random coding argument it can be show that there exists
(p,O(1/e)) list decodable codes over alphabets of size ¢ with rate R > 1 —

Hy(p) — o(1) where Hy(x) = —xlog, (qfl) — (1 —x)log,(1 — x) is the g-ary
entropy function (cf. [I7)2]). Further, a simple counting argument shows that R

must be at most 1 — Hy(p) (for R > 1 — Hy(p) the list size L needs to be super-
polynomial in n). In other words, the maximum fraction of errors that can be
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corrected (via list decoding) using a rate R code (or the list decoding capacity),
is given by the trade-off H,'(1 — R). For ¢ =2°1/9) H-1(1-R)>1-R—¢
(cf. [13]). In other words, for large enough alphabets, the list decoding capacity
is peap(R) =1 — R.

Now is a good time to compare the list decoding capacity with what can be
achieved with “usual” notion of decoding for the worst-case noise model (called
unique decoding), where the decoder has to always output the transmitted word.
Note that list decoding is a relaxation where the decoder is allowed to output
a list of codewords (with the guarantee that the transmitted codeword is in
the list). It is well known that unique decoding can only correct up to half the
minimum distance of the code, which along with the Singleton bound implies the
following limit on the fraction of errors that can be corrected: py(R) = (1—R)/2.
In other words, list decoding has the potential to correct twice as many errors
than unique decoding.

However, in order to harness the real potential of list decoding, we need ex-
plicit codes along with efficient list decoding algorithms that can achieve the list
decoding capacity. For this survey, a list decoding algorithm with a polynomial
running time is considered to be efficient. (Note that this puts an a priori re-
quirement that the worst case list size needs to be bounded by a polynomial
in the block length of the code.) Even though the notion of list decoding was
defined in the late 1950’s, there was essentially no algorithmic progress in list
decoding till the breakthrough works of Sudan [14] and Guruswami-Sudan [11]
which can list decode Reed-Solomon codes up to the trade-off pgs(R) = 1 —v/R.
One can check that pgs(R) > pu(R) for every rate R (with the gains being more
pronounced for smaller rates). This fact lead to a spurt of research activity in list
decoding including some surprising applications outside the traditional coding
domain: see for example [I5], [, Chap. 12]. However, this result failed to achieve
the list decoding capacity for any rate (with the gap being especially pronounced
for larger rates).

The bound of pgg resisted improvements for about seven years till in a recent
breakthrough paper [12], Parvaresh and Vardy presented codes that are list-
decodable beyond the 1 — /R radius for low rates R. For any m > 1, they
achieve the list-decoding radius pgq\l,)(R) =1— ""/mmRm. For rates R — 0,
choosing m large enough, they can list decode up to radius 1 — O(Rlog(1/R)),
which approaches the capacity 1 — R. However, for R > 1/16, the best choice
of m is in fact m = 1, which reverts back to RS codes and the list-decoding
radius 1 — v/R. Building on works of Parvaresh and Vardy [12], Guruswami and
Rudra [8] present codes that get arbitrarily close to the list decoding capacity
peap(R) for every rate. In particular, for every 1 > R > 0 and every ¢ > 0,
they give explicit codes of rate R together with polynomial time list decoding
algorithm that can correct up to a fraction 1 — R — € of errors. These are the
first explicit codes (with efficient list decoding algorithms) that get arbitrarily
close to the list decoding capacity for any rate. This article surveys the results
of [I2I8] and some of their implications for list decoding of explicit codes over
small alphabets.
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2 Folded Reed-Solomon Codes and the Main Results

The codes used in [§ are simple to state. They are obtained from the Reed-
Solomon code by careful bundling together of codeword symbols (and hence, are
called folded Reed-Solomon codes). We remark that the folded RS codes are a
special case of the codes studied by [12]. However, for the ease of presentation, we
will present all the results in terms of folded Reed-Solomon codes: this would be
sufficient to highlight the algorithmic techniques used in [I2]. See the survey [5] in
these proceedings for a more detailed description of the Parvaresh-Vardy codes.

Consider a Reed-Solomon (RS) code C' = RSp = [n, k| consisting of evaluations
of degree k polynomials over some finite field I at the set F* of nonzero elements
of F. Let ¢ = |F| = n+1. Let y be a generator of the multiplicative group F*, and
let the evaluation points be ordered as 1,7,72,...,7" !. Using all nonzero field
elements as evaluation points is one of the most commonly used instantiations
of Reed-Solomon codes.

Let m > 1 be an integer parameter called the folding parameter. For ease of
presentation, it will assumed that m divides n = ¢ — 1.

Definition 1 (Folded Reed-Solomon Code). The m-folded version of the
RS code C, denoted FRSF ~,m i, is a code of block length N = n/m over F™. The
encoding of a message f(X), a polynomial over F of degree at most k, has as its
3 th symbol, for 0 < j < n/m, the m-tuple (f(7™), f(7™ L), | f(7mTm=1)).
In other words, the codewords of C' = FRSy y,m i are in one-one correspondence
with those of the RS code C' and are obtained by bundling together consecutive
m-tuple of symbols in codewords of C.

The following is the main result of Guruswami and Rudra.

Theorem 1 ([8]). For every ¢ > 0 and 0 < R < 1, there is a family of folded
Reed-Solomon codes that have rate at least R and which can be list decoded up
to a fraction 1 — R — e of errors in time (and outputs a list of size at most)
(N/EQ)O(fllOg(l/R)) where N is the block length of the code. The alphabet size
of the code as a function of the block length N is (N/52)0(1/52).

The result of [§] also works in a more general setting called list recovery, which
is defined next.

Definition 2 (List Recovery). A code C C X" is said to be ((,1, L)-list re-
coverable if for every sequence of sets S1,...,Sy, where each S; C X has at most
l elements, the number of codewords ¢ € C for which ¢; € S; for at least (n
positions i € {1,2,...,n} is at most L.

A code C C X™ is said to (¢,1)-list recoverable in polynomial time if it is
(¢, 1, L(n))-list recoverable for some polynomially bounded function L(-), and
moreover there is a polynomial time algorithm to find the at most L(n) code-
words that are solutions to any ((, 1, L(n))-list recovery instance.

Note that when [ = 1, (¢, 1,-)-list recovery is the same as list decoding up to a
(1 — () fraction of errors. Guruswami and Rudra have the following result for
list recovery.
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Theorem 2 ([8]). For every integer ! > 1, for all R, 0 < R <1 and e > 0, and
for every prime p, there is an explicit family of folded Reed-Solomon codes over
fields of characteristic p that have rate at least R and which can be (R+ ¢€,1)-list
recovered in polynomial time. The alphabet size of a code of block length N in
the family is (N/e2)0( logl/(1=R))

Theorem 2] will be put to good use in Section [l

3 Informal Description of the Algorithms

In this section, we will give an overview of the list decoding algorithms
that are needed to prove Theorem [II Along the way we will encounter the
main algorithmic techniques used in [T4UTTIT2]. We start by stating more pre-
cisely the problem that needs to be solved for Theorem [[I We need list-
decoding algorithms for the folded Reed-Solomon code FRSg, ~m of rate
R. More precisely, for every 1 < s < m and § > 0, given a received
word y = ((Yo,---sYm—1)s--+s Un—my---,Yn—1)) (where recall n = g — 1), we
want to output all codewords in FRSg,  m,k that disagree with y in at most

s/(s+1)
1— (149 (m:"il fraction of positions in polynomial time. In other

words, we need to output all degree k polynomials f(X) such that for at least

(14 9) (mTﬁrl)s/(sH)

ery 0 < j < m —1). By picking the parameters m, s and 6 carefully, we will get
folded Reed-Solomon codes of rate R that can be list decoded uptoal—R—¢
fraction of errors (for any € > 0). We will now present the main ideas needed to
design the required list-decoding algorithm.

For the ease of presentation we will start with the case when s = m. As a
warm up, let us consider the case when s = m = 1. Note that for m = 1, we
are interested in list decoding Reed-Solomon codes. More precisely, given the
received word y = (yo,...,Yn—1), we are interested in all degree k polynomials
f(X) such that for at least (1 + &)v/R fraction of positions 0 < i < n — 1,
f(v") = y;. We now sketch the main ideas of the algorithms in [T4TT]. The
algorithms have two main steps: the first is an interpolation step and the second
one is a root finding step. In the interpolation step, the list-decoding algorithm
finds a bivariate polynomial Q(X,Y’) that fits the input. That is,

fraction of 0 < i < n/m—1, f(y"™) = yjm+; (for ev-

for every position i, Q(y%,y;) = 0.

Such a polynomial @Q(-,) can be found in polynomial time if we search for
one with large enough total degree (this amounts to solving a system of linear
equations). After the interpolation step, the root finding step finds all factors of
Q(X,Y) of the form Y — f(X). The crux of the analysis is to show that

for every degree k polynomial f(X) that satisfies f(7%) = y; for at least
(1+6)V/R fraction of positions i, Y — f(X) is indeed a factor of Q(X,Y).
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However, the above is not true for every bivariate polynomial Q(X,Y") that
satisfies Q(v*,y;) = 0 for all positions i. The main ideas in [T4TT] were to intro-
duce more constraints on Q(X,Y). In particular, the work of Sudan [I4] added
the constraint that a certain weighted degree of Q(X,Y’) is below a fixed up-
per bound. Specifically, Q(X,Y’) was restricted to have a non-trivially bounded
(1, k)-weighted degree. The (1, k)-weighted degree of a monomial XY 7 is i + jk
and the (1, k)-weighted degree of a bivariate polynomial Q(X,Y") is the maxi-
mum (1, k)-weighted degree among its monomials. The intuition behind defining
such a weighted degree is that given Q(X,Y) with weighted (1, k) degree of D,
the univariate polynomial Q(X, f(X)), where f(X) is some degree k polyno-
mial, has total degree at most D. The upper bound D is chosen carefully such
that if f(X) is a codeword that needs to be output, then Q(X, f(X)) has more
than D zeroes and thus Q(X, f(X)) = 0, which in turn implies that ¥ — f(X)
divides Q(X,Y). To get to the bound of 1 — (1 + 6§)v/R, Guruswami and Sudan
in [11], added a further constraint on Q(X,Y") that requires it to have r roots at
(7%, yi), where r is some parameter (in [I4] r = 1 while in [L1], r is roughly 1/6).

We now consider the next non-trivial case of m = s = 2 (the ideas for this
case can be easily generalized for the general m = s case). Note that now given
the received word ((yo, 1), (Y2,Y3)s- - - (Yn—2,Yn—1)) we want to find all degree
k polynomials f(X) such that for at least (1 + &§)v/2R2 fraction of positions
0<i<n/2—1, f(*) = y2; and f(y***!) = y2;11. As in the previous case,
we will have an interpolation and a root finding step. The interpolation step is
a straightforward generalization of m = 1 case: we find a trivariate polynomial
Q(X,Y,Z) that fits the received word, that is, for every 0 < 7 < n/2 — 1,
Q(v*, y2i,y2i+1) = 0. Further, Q(X,Y, Z) has an upper bound on its (1,k, k)-
weighted degree (which is a straightforward generalization of the (1, k)-weighted
degree for the bivariate case) and has a multiplicity of r at every point. For
the root finding step, it suffices to show that for every degree k polynomial
F(X) that needs to be output Q(X, f(X), f(vX)) = 0. This, however does not
follow from weighted degree and multiple root properties of Q(X,Y, Z). Here we
will need two new ideas, the first of which is to show that for some irreducible
polynomial E(X) of degree ¢ — 1, f(X)? = f(vX) mod (E(X)) [§. The second
idea, due to Parvaresh and Vardy [12], is the following. We first obtain the
bivariate polynomial (over an appropriate extension field) (Y, Z) = Q(X,Y, Z)
mod (E(X)). Note that by the first idea, we are looking for solutions on the
curve Z = Y9 (Y corresponds to f(X) and Z corresponds to f(yX) in the
extension field). The crux of the argument is to show that all the polynomials
f(X) that need to be output correspond to (in the extension field) some root of
the equation T'(Y,Y?) = 0.

As was mentioned earlier, the extension of the m = s = 2 case to the general
m = s > 2 case is fairly straightforward. To go from s = m to any s < m requires
another simple idea from [8]: We will reduce the problem of list decoding folded
Reed-Solomon code with folding parameter m to the problem of list decoding
folded Reed-Solomon code with folding parameter s. We then use the algorithm
outlined in the previous paragraph for the folded Reed-Solomon code with folding
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parameter s. A careful tracking of the agreement parameter in the reduction,
brings down the final agreement fraction (that is required for the original folded
Reed-Solomon code with folding parameter m) from (1 + &) ™V/mR™ (which
can be obtained without the reduction and is the bound achieved by [12]) to

(1+6) s+§/(m_ﬂg+1) Re.

4 Codes over Small Alphabets

To get within € of capacity, the codes in Theorem [ have alphabet size N1/ &%)
where N is the block length. This leads to the following natural questions:

1. Can we achieve the list decoding capacity for smaller alphabets, say for
292(1/¢) (for which the list decoding capacity as we saw in the introduction
is1—R)?

2. Can we achieve list decoding capacity for codes over fixed alphabet sizes, for
example, binary codes?

The best known answers to both of the questions above use the notion of
code concatenation and Theorem 2l We now digress for a bit to talk about con-
catenated codes (and along the way motivate why list recovery is an important
algorithmic task).

Concatenated codes were defined in the seminal thesis of Forney [3]. Concate-
nated codes are constructed from two different codes that are defined over alpha-

bets of different sizes. Say we are interested in a code over [q] def {0,1,...,q—1}
(in this section, we will think of ¢ > 2 as being a fixed constant). Then the
outer code Cyyy is defined over [Q], where Q = ¢F for some positive integer
k. The second code, called the inner code is defined over [¢] and is of dimen-
sion k (Note that the message space of Cj, and the alphabet of C,,; have the
same size). The concatenated code, denoted by C' = Cyyr © Cyp, is defined as
follows. Let the rate of C,,; be R and let the block lengths of C\,; and Cj, be
N and n respectively. Define K = RN and r = k/n. The input to C' is a vector
m = (my,...,mg) € ([¢]*)%. Let Cous(m) = (21,...,25). The codeword in C
corresponding to m is defined as follows

C’(m) = <Czn($1), Cm(a:g), ey Cm(a:N)>

It is easy to check that C' has rate 7R, dimension kK and block length n/N.

Notice that to construct a ¢g-ary code C' we use another g-ary code Cj,. How-
ever, the nice thing about Cj, is that it has small block length. In particular,
since R and r are constants (and typically @ and N are polynomially related),
n = O(log N). This implies that we can use up exponential time (in n) to search
for a “good” inner code. Further, one can use the brute force algorithm to (list)
decode Cj,,.
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Fig. 1. Rate R of binary codes from [8l9] plotted against the list-decoding radius p
of their respective algorithms. The best possible trade-off, i.e., list-decoding capacity,
p = H;'(1— R) is also plotted.

Finally, we motivate why we are interested in list recovery. Consider the fol-
lowing natural decoding algorithm for the concatenated code Cyyt o Cjy. Given
a received word in ([¢]™)", we divide it into N blocks from [g]". Then we use a
decoding algorithm for Cj, to get an intermediate received word to feed into a
decoding algorithm for C,,;. Now one can use unique decoding for C;,, and list
decoding for Cy,¢. However, this loses information in the first step. Instead, one
can use the brute force list-decoding algorithm for C,, to get a sequence of lists
(each of which is a subset of [Q)]). Now we use a list-recovery algorithm for Cy,;
to get the final list of codewords.

By concatenating folded RS codes of rate close to 1 (that are list recoverable by
Theorem [2)) with suitable inner codes followed by redistribution of symbols using
an expander graph (similar to a construction for linear-time unique decodable
codes in [6]), one can get within e of capacity with codes over an alphabet of
size 20(c™ *log(1/e)) B]

For binary codes, recall that the list decoding capacity is known to be
poin(R) = Hy *(1 — R). No explicit constructions of binary codes that approach
this capacity are known. However, concatenating the Folded RS codes with suit-
ably chosen inner codes, one can obtain polynomial time constructable binary
codes that can be list decoded up to the so called “Zyablov bound” [§]. Us-
ing a generalization of code concatenation to multilevel code concatenation, one
can achieve codes that can be list decoded up to the so called “Blokh-Zyablov”
bound [9]. See Figure [Tl for a pictorial comparison of the different bounds.
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5 Concluding Remarks

The results in [§] could be improved with respect to some parameters. The
size of the list needed to perform list decoding to a radius that is within ¢ of
capacity grows as NOE '106(1/R) where N and R are the block length and
the rate of the code respectively. It remains an open question to bring this list
size down to a constant independent of N (recall that the existential random
coding arguments work with a list size of O(1/¢)). The alphabet size needed to
approach capacity was shown to be a constant independent of N. However, this
involved a brute-force search for a rather large (inner) code, which translates to a
construction time of about NOE *108(1/2) (instead of the ideal construction time
where the exponent of N does not depend on ). Obtaining a “direct” algebraic
construction over a constant-sized alphabet, such as the generalization of the
Parvaresh-Vardy framework to algebraic-geometric codes in [7], might help in
addressing these two issues.

Finally, constructing binary codes (or g-ary codes for some fixed, small value
of ¢) that approach the respective list decoding capacity remains a challenging
open problem. In recent work [I0], it has been shown that there exist g-ary linear
concatenated codes that achieve list decoding capacity (in the sense that every
Hamming ball of radius H 1(1— R—e¢) has polynomially many codewords, where
R is the rate). In particular, this results holds when the outer code is a folded
RS code. This is somewhat encouraging news since concatenation has been the
preeminent method to construct good list-decodable codes over small alphabets.
But realizing the full potential of concatenated codes and achieving capacity
(or even substantially improving upon the Blokh-Zyablov bound) with explicit
codes and polynomial time decoding remains a huge challenge.
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It is well known that there is an intimate connection between algebraic descrip-
tions of linear block codes in the form of generator or parity-check matrices, and
combinatorial descriptions in the form of trellises. A conventional trellis for a
linear code C is a directed labelled layered graph with unique start and final
nodes, and all paths from the start to the final node spell out codewords. The
trellis can be thought of as being laid out on a linear time axis. There is a rich
theory of conventional trellises for linear block codes. Every linear block code has
a unique minimal trellis, and several seemingly different constructions proposed,
all yield this minimal trellis, which simultaneously minimizes all measures of
trellis complexity. Tail-biting trellises are defined on circular time axes, and the
underlying theory is a little more involved as there is no unique minimal trellis.
Interestingly, the complexity of a tail-biting trellis can be much lower than that
of the best possible conventional trellis. We extend the well-known BCJR con-
struction for conventional trellises to linear tail-biting trellises, introducing the
notion of a displacement matrix. This implicitly induces a coset decomposition
of the code. The BCJR-like labeling scheme yields a very simple specification for
the tail-biting trellis for the dual code, with the dual trellis having the same state-
complexity profile as that of the primal code . We also show that the algebraic
specification of Forney for state spaces of conventional trellises has a natural
extension to tail-biting trellises. Finally we provide an automata-theoretic view
of trellises and display some connections between well known results in finite
automata and trellis theory.
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The well-known Tsfasman-Vladut-Zink (TVZ) theorem states that for all prime
powers g = (? > 49 there exist sequences of linear codes over F, with increasing
length whose limit parameters R and 6 (rate and relative minimum distance) are
better than the Gilbert-Varshamov bound. The basic ingredients in the proof
of the TVZ theorem are sequences of modular curves (or their corresponding
function fields) having many rational points in comparison to their genus (more
precisely, these curves attain the so-called Drinfeld-Vladut bound). Starting with
such a sequence of curves and using Goppa’s construction of algebraic geometry
(AG) codes, one easily obtains sequences of linear codes whose limit parameters
beat the Gilbert-Varshamov bound.

However, this construction yields just linear codes, and the question arises if
one can refine the construction to obtain good long codes with additional nice
properties (e.g., codes with many automorphisms, self-orthogonal codes or self-
dual codes). This can be done. We give a brief outline of some results in this
direction.

Our starting point is the sequence of function fields (F;);>o over F, which are
defined as

L

i

1—2x

T

Fi = Fq(ajo,ajl, veny a:n) with the relation .I‘erl — Ti41 = 0

%

1

for all 4 > 0. It is known that the curves corresponding to these function fields
have many rational points; in fact they attain the Drinfeld-Vladut bound. The
idea is now to replace the fields F; by their Galois closure over some basis field
(it is well-known in algebra that Galois extensions of fields have often much nicer
properties than ”ordinary” extensions).

We proceed as follows: we fix the element u := (zf — z0)"1 € Fy = Fy(x0)
and consider the fields

E; := Galois closure of F; over Fy(u), i =0,1,2,...
This sequence (E;);>o has particularly nice properties, e.g.

— all extensions E;/F,(u) are Galois,

— the corresponding curves attain the Drinfeld-Vladut bound,

— the Galois groups operate transitively on a large number of rational points,
— only 2 points of F,(u) are ramified in F;.

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 48[49] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Using these (and some other) properties of the function fields E;, one can
then construct AG codes in the usual manner and obtains:

Theorem 1. The following classes of linear codes over F, are better than the
Gilbert- Varshamov bound for all ¢ = ¢2 with £ > 7:

1. self-orthogonal codes,
2. self-dual codes,
3. transitive codes.

Here a transitive code means one, whose automorphism group acts transitively
on the coordinates. Note however that we cannot construct asymptotically good
cyclic codes in this way (cyclic codes are a subclass of transitive codes).

The above theorem works over quadratic fields F, (i.e., ¢ = ¢?). If one starts
with a similar sequence of function fields over a cubic field F, (i.e., ¢ = £3) one
can prove an analogous result.
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Abstract. We generalize Sudan’s list decoding algorithm without mul-
tiplicity to evaluation codes coming from arbitrary order domains. The
number of correctable errors by the proposed method is larger than the
original list decoding without multiplicity.

1 Introduction

Hgholdt et al. [6] proposed the new framework for algebraic code construction,
which they called evaluation codes. Evaluation codes are defined by either gen-
erator matrices or parity check matrices. Evaluation codes defined by parity
check matrices include many classes of algebraic codes, including generalized
Reed-Muller, Reed-Solomon, and one-point geometric Goppa codes Cq (D, G),
and they provided lower bounds on the minimum Hamming distance and de-
coding algorithms in a unified manner, while relatively little work was done for
evaluation codes defined by generator matrices in [6]. The framework of evalua-
tion codes and order domains was later generalized by O’Sullivan [7], Geil and
Pellikaan [3].

Andersen and Geil [I] studied the evaluation codes defined by generator ma-
trices, which also include generalized Reed-Muller, Reed-Solomon, and one-point
geometric Goppa codes Cz (D, G), and they also provided lower bounds on the
minimum Hamming distance in a unified manner. Their work [I] can be regarded
as a generator matrix counterpart of [6]. In this paper we study evaluation codes
defined by generator matrices.

On the other hand, Sudan [I0] and Guruswami-Sudan [5] proposed the list
decoding algorithms for Reed-Solomon and one-point geometric Goppa codes,
and the latter method dramatically increased the number of correctable errors of
the conventional bounded distance decoding algorithm, such as the Berlekamp-
Massey algorithm. Following those work, Shokrollahi and Wasserman [9] gener-
alized the Sudan method [10] to one-point geometric Goppa codes, and Pellikaan

* This research is in part supported by the Danish National Science Research Coun-
cil Grant FNV-21040368 and the MEXT 21st Century COE Program: Photonics
Nanodevice Integration Engineering.
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and Wu [8] generalized the Guruswami-Sudan method [5] to generalized Reed-
Muller codes as the first algorithm among three new list decoding algorithms in
[8]. Augot and Stepanov [2] improved the estimation of error-correcting capabil-
ity of the first algorithm in [§].

However, up to now, nobody has successfully generalized the list decoding
algorithms [TOJ5] to evaluation codes from arbitrary order domains. The diffi-
culty lies in the fact that existing methods [LO5I8] deal with codes coming from
polynomial rings or their factor rings and utilize their polynomial structure such
as the degree of a polynomial and the pole order of an algebraic function.

We will distill essential ingredients from Sudan’s original decoding method
[10], which allow us to carry over it to evaluation codes from arbitrary order
domains. After that, we examine the error-correcting capability of the proposed
generalization when we apply it to generalized Reed-Muller and one-point ge-
ometric Goppa codes, and show that the proposed method can correct more
errors than [9] and the first algorithm in [§]. We have to note that the proposed
method usually cannot correct more errors than the Guruswami-Sudan method
[B] with multiplicity.

The paper is organized as follows. In Section Blwe present the modified Sudan
decoding algorithm without multiplicity. Our description does not require that
the reader has any previous experience with order domains. Some knowledge
about generalized Reed-Muller and one-point geometric Goppa codes should do.
In Section [l we study decoding of generalized Reed-Muller codes. We compare
our findings to the results by the first algorithm of Pellikaan and Wu in [8] and
by Augot and Stepanov in [2]. Then in Section @l we apply our method to some
codes coming from norm-trace curves.

2 Decoding of Order Domain Codes

In this section we state the modified decoding algorithm for a large family of
codes defined from order domains. We provide translations into the case of gen-
eralized Reed-Muller codes and one-point geometric Goppa codes. Our presen-
tation relies on [TI3I7].

Definition 1. Let R be an F4-algebra and let I' be a subsemigroup of Ny for
some r. Let <ny be a monomial ordering on Nj. A surjective map p : R —
I' o := I' U {—oc} that satisfies the following siz conditions is said to be a
weight function

.0) p(f) = —oc0 if and only if f =0
(a

P
1) plaf) = p(f) for all nonzero a € F,

2) p(f +9) <, max{p(f), p(g)} and equality holds when p(f) <w; p(g)
3) If p(f) <wy p(g) and h # 0, then p(fh) <n; p(gh)

4) If f and g are nonzero and p(f) = p(g), then there

exists a nonzero a € Fy such that p(f — ag) <y p(g)

5) If f and g are nonzero then p(fg) = p(f) + p(g)-

(W.
(W,
(W
(W.
(W.
W.

(
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An Fy-algebra with a weight function is called an order domain over Fy. The
triple (R, p,I") is called an order structure and I is called the value semigroup

of p.

We have the following two standard examples of weight functions.

Ezample 1. Consider the polynomial ring R = F,[X1,..., X;,] and let <z be
the graded lexicographic ordering on Ni* given by (i1, ..., im) <ng (j1,-- -, Jm)
if either i1 4 - + dm < j1 4+ -+ + jm holds OF i1 4 -+ + G = j1 + - + jm
holds, but left most non-zero entry of j; — i1, ..., jm — im) is positive. The map
p: R— NjtU{—o0}, p(F) := max<N6,L{(i1, ceeyip) | X7H o Xim € Supp(F)} if
F # 0 and p(0) := —oo is a weight function.

Example 2. Let @ be a rational place of a function field in one variable over
F,. Then R = U_,L(mQ) is an order domain with a weight function given
by p(f) = —vg(f). Clearly, in this case the value semigroup I" is simply the
Weierstrass semigroup corresponding to ) and the monomial ordering is the
unique monomial ordering on Nj.

For the code construction we will need a few results.

Theorem 1. Let (R,p,I") be an order structure. Then any set B = {f, |
p(fy) = v}~yer constitutes a basis for R as a vector space over Fy. In particular
{f» € B| X =~} constitutes a basis for Ry :={f € R| p(f) = ~}.

A basis as in Theorem [I] is known in the literature as a well-behaving basis.
In the remaining part of this section we will always assume that some fixed
well-behaving basis has been chosen for the order domain under consideration.

Definition 2. Let R be an Fy-algebra. A surjective map ¢ : R — Fy is called
a morphism of Fq-algebras if ¢ is Fq-linear and ¢(fg) = o(f) * ©(g) for all
f,9 € R, where x denotes the componentwise multiplication of two vectors.

The class of codes E(\) below includes as we shall recall generalized Reed-Muller
codes as well as one-point geometric Goppa codes.

Definition 3. Consider an order domain R over IFy and a corresponding mor-
phism ¢ : R — Fy. For A € I' we define E()\) := ¢(Ry).

Ezample 8. This is a continuation of Example[ll Consider ]Fgm ={P,...,Pm}
and let ¢ : F[X1,...,X,n] — F2" be given by o(F) = (F(P1)...,F(Pym)).
If we choose A = (u,0,...,0) then E()\) is simply the generalized Reed-Muller
code RM,(u, m) no matter how the well-behaving basis for the order domain
R = Fy[Xi,...,X;] has been chosen. For simplicity we choose in this paper
always the well-behaving basis B to be the set of monomials in Xy, ..., X,,.

Ezample 4. This is a continuation of Example @l Let {Pi,...,P,} be ratio-
nal places different from @ and consider the morphism ¢ : R — F} given by
o(f) = (f(P1),..., f(Pn)). The code E(N) is the one-point geometric Goppa
code Cr(D,A\Q) where D =P, +---+ P,.



Generalized Sudan’s List Decoding for Order Domain Codes 53

We next consider some terminology from [I].

Definition 4. Let (1) := 0 and define for i =2,3,...,n recursively o(i) to be
the smallest element in I that is greater than a(1), a(2),...,a(i—1) and satisfies
(p(R’Y) g ()O(Roc(z)) fO’f' all 7 < O[(Z) Write A(Ra P 90) = {(1(1)70[(2)7 LR a(n)}

Definition 5. Forn € A(R,p,¢) = {a(l),a(2),...,a(n)} define
M(n) = (n+ )N AR, p, ¢)
where n+ I" means {n+ X | X € I'}. Let o(n) := #M(n).

The first part of the following theorem plays a fundamental role in our modifi-
cation of the Sudan decoding algorithm without multiplicity.

Theorem 2. If ¢ € E()\) but ¢ ¢ E(n) for any n with n <n; A then wg(c) >
o(X) holds. In particular we have d(E(X)) > min{o(n) | n € AR, p,p),n < A}.

Example 5. The above bound gives the true minimum distances of generalized
Reed-Muller codes and of Hermitian codes. For the case of one-point geomet-
ric Goppa codes the bound is an improvement to the usual bound by Goppa
which states that the minimum distance of a one-point geometric Goppa code
Cr(D,AQ) is at least n — A\. More precisely, we have o(A) > n — A for any
A € A(R, p, ¢). For high dimensions the inequality is in general sharp.

Theorem [2] suggests the following improved code construction.

Definition 6. Given any fized basis B = {f, | p(fy) = v} yer as in Theorem [l
we define E(®) = Spans, {¢(fain) | ali) € A(R. pr) and o(a(i)) > o).

We have
Theorem 3. d(E(6)) > 6.

The codes E(6) are sometimes very much better than the corresponding codes
E(X). This is for instance the case for the improved generalized Reed-Muller
codes known as hyperbolic codes (or Massey-Costello-Justesen codes). Regard-
ing one-point geometric Goppa codes the picture very much relies on which
particular curve we consider, but the improvement may also in this case be sig-
nificant. The idea of controlling the minimum distance of a code by choosing the
functions fy to be used in the code construction in a clever way will be one of the
main ingredients of our modified Sudan decoding algorithm without multiplicity.

We now describe the modified Sudan decoding algorithm without multiplicity
for the codes E()\) and E(6). To ease notation we state the algorithm for a larger
class of codes, namely for any code C' of the form

C:SpanFq{‘p(f/h)u'"790(f/\k)} where {A1,..., A} C AR, p, ). (1)

The first part of the decoding algorithm is to find a proper interpolation poly-
nomial Q(Z) with coefficients from the order domain R. To set up the decoding
procedure for a given fixed code C' we first need to describe sets from which
we will allow the coefficients to be chosen. To this end consider the following
definition.
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Definition 7. Given a code C as above let E be some fized value (representing
the number of errors we would like to correct). For s € Ny define

L(E,s):={X € A(R,p, ) | for all i1,...,is € {1,...,k} we have

I H I, € Span{ faqrys - -+, fam)} and (2)
v=1
a(Xi) > E for all fx, € Suppg(fa H )b (3)
v=1

where Suppg(f) of f € R is the set of g € B that appears in the unique linear
combination of f by elements in B.

Note, that there is no requirement that i1, ..., s are pairwise different. Note also
that the set L(E),s) relies on the actual choice of well-behaving basis { fx}aer-
Further we observe that for large values of s we have L(E,s) = (. What we
will need for the modified version of Sudan type decoding without multiplicity
to work is a number E such that Y . #L(E,s) > n. As indicated above the
value E will be the number of errors we can correct and therefore we would of
course like to find a large value of E such that the above condition is met. On
the other hand the smallest value ¢ such that

t

> #L(E,s)>n (4)

s=0

holds will to some extent reflect the complexity of the decoding algorithm. So
in some situations it might be desirable to choose a smaller value of E than
the largest possible one to decrease the complexity of the algorithm. Choosing
parameters E and ¢ and calculating the corresponding sets L(E,0),..., L(E,t)
is something that is done when setting up the decoding system. Hence, the
complexity of doing this is not of very high importance. However, as we will
demonstrate in the case of generalized Reed-Muller codes, there are often tricks
to ease the above procedure. We are now able to describe the modified Sudan
decoding algorithm without multiplicity.

Algorithm 1

Input: A code C as in (), parameters E, ¢ such that () is met and corresponding
sets L(E,0),...,L(E,t). A received word r

Output: A list of at most ¢ codewords that contains all codewords within distance
at most E from r

Step 1. Find Qo, . .., Q¢ € Rnot all zero such that Qs € Spang {fx | A € L(E, s)}
for s =0,...,¢ and such that Zizo(cp(Qs)) * 7® = 0 holds. (Here 7° means the
component wise product of r with itself s times and ° = 1.)

Step 2. Factorize Zizo QsZ° € R[Z] and detect all possible f € R such that
Z — f appears as a factor, which can be done by the method of Wu [I].

Step 3. Return {¢(f) | f is a solution from step 2}.
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Theorem 4. Algorithm [ gives the claimed output.

Proof: Condition (@) ensures that the set of linear equations in step 1 has
more indeterminates than equations. Therefore Qo, ..., Q; as described in step
1 indeed do exist.

Consider any code word c. That is, let ¢ = ¢(f) where f is of the form

f= 25:1 Bvfa,- From the conditions [2]) and @]) we get that

> Qif" € Span{ fa(r)s - fa(m} (5)
i=0
holds and that
all fo(w) € SuppB(Z Qif") satisfies o(a(v)) > E. (6)
i=0

Assume now that ¢ = ¢(f) is a code word within Hamming distance at most

E from 7. But then Zizo(cp(Qs)) * (p(f))*® differs from Zizo(go(Qs)) x1r® =0
in at most E positions implying

wir(p()_Q:f*) < E (7)

Combining (B, (@) and (@) with the first part of TheoremPllead to the conclusion
that W(Zi:o Qs /%) = 0 must hold, and Eq. (@) implies ZE:O Qsf° = 0. That
is, f is a zero of Q(Z). But order domains are integral domains and therefore
Quot(R) is a field. It follows that Z — f divides Q(Z) € Quot(R)[Z]. As the
leading coefficient of Z — f is 1 we conclude that Q(Z) = (Z — f)K(Z) for some
K (Z) with coefficients in R. Hence, indeed Z — f appears in the factorization in
step 2 of the algorithm. Finally, as Q(Z) has degree at most ¢ the list in step 3
is of length at most ¢. O

Remark 1. We have used the Hamming weight to ensure Q(Z) = 0 in the above
argument. The conventional method [I0/9] used the degree of a polynomial and
the pole order of an algebraic function to ensure Q(Z) = 0. The use of Hamming
weight allows us to list-decode codes from any order domains.

The following example illustrates the nature of our modification.

Ezample 6. Consider a one-point geometric Goppa code E(n) where n < n. Let,
g be the genus of the function field or equivalently let g = #Ng\I". The set

L'(E,s)={ el |X+sp<n-—E}

is easily calculated and we have L'(E,s) C L(E,s). Replacing L(E,s) with
L'(E, s) in Algorithm [ gives the traditional algorithm [9] without multiplicity
for the one-point geometric Goppa code E(n). Hence, for one-point geometric
Goppa codes the modified algorithm can correct at least as many errors as the
original one and in cases where the sets L(F, s) are larger than the sets L'(E, s)
we will be able to correct more errors by the modified algorithm.
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3 Generalized Reed-Muller Codes

In this section we consider the implementation of Algorithm [ to the case of
generalized Reed-Muller codes of low dimensions. Recall, from Example[Ilthat we
have a weight function p : Fy[Xq,..., X, — N§* given by p(F) = (i1,...,4y) if
X ... X is the leading monomial of F with respect to the monomial ordering
from Example[ll Recall from Example[3that we always choose the well-behaving
basis B of Fy[X1, ..., X,,] to be simply the set of monomialsin X, ..., X,,. From
Definition [ for the weight function under consideration the o function is easily

calculated as follows .

o ((i1, ... im)) = [ [ (g = i)

v=1

We get the following Lemma that significantly eases the job with finding L(E, s).

Lemma 1. Letu < q and consider the generalized Reed-Muller code RM,(u, m).
The description of L(E,s) simplifies to

L(E,s) ={(l1,...,lm) € N§" |
Iy + sty ...y by + su < q, (8)
(=l —su)(g—1l2)- (¢ —1lm) > E,
: 9)

(g—1) - (q—lm=1)(g =l — su) > E}

Proof: To see that (@) corresponds to (B]) we observe that the o function from
this section is concave. The fact that () corresponds to ([2)) follows from similar
arguments. ([

To decide how many errors our algorithm can correct we should according to ()
look for the largest possible E such that a t exists with Zi:o #L(E,s)>n=q".
Of course such an E can always be found by an extensive trial and error. For the
case of m = 2 that is, codes of the form RM,(u, 2) we now give an approximative
trial and error method that requires only few calculations. It turns out that this
approximative method is actually rather precise.

For a fixed s the conditions to be satisfied are

l1 4 su < q, lo+ su<gq (10)
(g—1lh —su)(g—13) > E, (g—l)(qg—1la—su)>F (11)

We make the (natural) assumption
0<1y,lp < q. (12)

Equations () and (IZ) imply (I0) which we therefore can forget about. When
E < g, it is easy to lower-bound the number of solutions to (1) and (I2)). Under
the assumption F > ¢ we now want to count the number of possible solutions
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to () and [I2)). The number of such solutions is bounded below by the area in
the first quadrant of the points that are under both the curve

FE
lo = q— 13
2=4 q—11— su (13)
as well as are under the curve
lo =q— su— 14
2=¢ i (14)

By symmetry these two curves intersect in two points of the form (~,~). We
have to use the point closer to the origin, which we calculate to be

2q — su — /s2u?2 + 4FE
Y= 9 .

Therefore (again by symmetry) the area is

v E 1
2 — su— dly — 2
([ams= =)

— 2(v(q - su) — E(In(g) — In(g — 7)) — L2

57)

A rougher but simpler estimate is found by approximating the above area with
the area of the polygon with corners (0, 0), (0,q — ];3 —su), (v,7), (g— ZJ —su,0).
Here the second point is found by substituting {; = 0 in ([I4]) and the fourth
point is found by substituting lo = 0 in ([I3]). The estimate can serve as a lower
bound due to the fact that both functions in ([I3]) and ([{[d) are concave. The
area of the polygon is found to be (¢ — (E/q) — su). Whether we use the first
estimate or the second estimate we would next like to know the largest value of
t such that L(E,t) # (). But this is easily calculated from the requirement vy > 0
implying t = | (¢ — (E/q))/u]. Combining the above results with Theorem M we
get.

Proposition 1. Consider the code RMy(u,2) with w < g. For E > q Algo-
rithm [ can correct at least E errors if the following holds

[(e=E/q)/u] 1,

(2(v(g = su) = E(In(q) —In(g = 7)) = ,7°)) > 7.
s=0

Corollary 1. Consider the code RMy(u,2) with uw < q. For E > q Algorithm [l
can correct at least E errors if the following holds

[(e=E/q)/u]
s=0 4

Augot and Stepanov in [2] gave an improved estimate of the sum of multiplicities
in terms of the total degree of a multivariate polynomial as follows
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Theorem 5. The sum of multiplicities in Fy* of an m-variate polynomial of
total degree d is upper bounded by dg™~"'. The number of zeros with multiplicity
r of such a polynomial is upper bounded by dg™ = /r.

The above bound is better than the combination of Lemmas 2.4 and 2.5 in [§].
As noted by Augot and Stepanov Theorem [G] allows us to use more monomials
in the first list decoding algorithm in [§], and the resulting decoding algorithm
has the larger error-correcting capability.

The error correcting capability of the modified list decoding algorithm with
Theorem Blis compared with ours and the original Pellikaan-Wu. The multiplic-
ity used in Augot and Stepanov’s estimate is 10. Epyw, Epwa, Eours are the
error correcting capability of the original Pellikaan-Wu, Augot-Stepanov, and
our method, respectively. Finally, Epy 41 respectively Epy a2 are the error cor-
recting capability of the Augot-Stepanov modified the Pellikaan-Wu algorithm
when multiplicity is 1 respectively 2. ¢ = 16, m = 2, n = 256.

U 2 345 6 7 8 9 1011 12
Epw 63 46342619 14 10 7 5 3 2
Eours 76 554434 27 21 15 13 11 9 6
Epwa 11899 8370 59 49 41 33 25 19 11
Epwar 47 3115 -1 -17-33 -33 -49 -49 -65 -65
Epwaz 87 63473123 7 -1 -9 -17-25-25

Remark 2. The authors of the present paper have done a lot of computer experi-
ments regarding the error correcting capability of the proposed decoding method
for generalized Reed-Muller codes. In all of these experiments we were able to
correct as many errors as Remark 2.1 in [8] guarantees Pellikaan-Wu algorithm
(with multiplicity) to be able to.

4 One-Point Geometric Goppa Codes

As already mentioned our proposed decoding algorithm applies among other
things to one-point geometric Goppa codes. In this section we will be concerned
with codes defined from the norm-trace curve introduced in [4]. These are defined
by the polynomial X (@' ~D/(a=1) _ya"™" _yd"* _...y € F,.[X, Y]. We consider
codes

C[;(Pl —+ - +Pq2r—1,8POO) (15)

where Pp,..., Ppr-1, P are the rational places of the corresponding function
field and P, is the unique place among these with vp_(z) < 0. We do not go
into detail with how to implement the proposed algorithm but present only some

examples.

Ezxample 7. In this example we consider the norm-trace curve corresponding to
g =2 and r = 6. These are of length n = 2!, In the table below s is the value
used in ([IE) whereas E,,, is the error correcting capability of the proposed
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method and Eggp is the error correcting capability of Sudan’s algorithm [10]
without multiplicity. By 900-929 we indicate that maximal performance is a
number between 900 and 929. With multiplicity, Guruswami-Sudan’s algorithm
[5] outperform the proposed method.

s 64 96 192 288 480
Eour 1008 900-929 660-669 527 346
Egs1 962 804 479 237 14

Ezample 8. In this example we consider the norm-trace curve corresponding to
q = 3 and r = 3. These are of length n = 35. In the table below s is the value used
in (I8) whereas E,,, is the error correcting capability of the proposed method
and Egg1 is the error correcting capability of Sudan’s algorithm [10] without
multiplicity. With multiplicity, Guruswami-Sudan’s algorithm [5] outperform the
proposed method.

s 63708088
Eour 555143 38
Egs1 534739 33
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Abstract. In this paper, codes which reduce the peak-to-average power
ratio (PAPR) in multi-code code division multiple access (MC-CDMA)
communication systems are studied. It is known that using bent
functions to define binary codewords gives constant amplitude signals.
Based on the concept of quarter bent functions, a new inequality
relating the minimum order of terms of a bent function and the
maximum Walsh spectral magnitude is proved, and it facilitates the
generalization of some known results. In particular, a new simple proof
of the non-existence of the homogeneous bent functions of degree m in
2m boolean variables for m > 3 is obtained without invoking results
from the difference set theory. We finally propose a new coding approach
to achieve the constant amplitude transmission of codeword length 2™
for both even m as well as odd m.

Keywords: CDMA, multi-code, Walsh-Hadamard transform, PAPR,
bent function.

1 Introduction

Code-Division Multiple-Access (CDMA) in one form or another is likely to be
at the heart of future cellular wireless communications systems, third genera-
tion and beyond, and the orthogonal multi-code system has been drawing much
attention in the last two decades.

The orthogonal multi-code system can achieve the code division multiplexing
by assigning each orthogonal code to each user, and one user can utilize plural
orthogonal code sequences. This means that the peak signal power in an MC-
CDMA system can be as large as n times the average signal power. Typically
n = 2™ where m lies between 2 and 6 [I]. Thus, an MC-CDMA signal can have a
significantly higher peak-to-average power ratio (PAPR) than a basic rate signal.
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Usually, the high power amplifier(HPA) that has non-linear characteristic is
used to obtain the high power efficiency. Particularly, the high power efficiency is
required on the reverse link (mobile to base station), where low cost components
and low power consumption are vital. Thus, transmitting MC-CDMA signals
without distortion requires either a more expensive power amplifier that is linear
across a wider range of amplitudes, or the signal with low PAPR. In [TI8J9IT0],
it is shown that using bent functions to define binary codewords gives constant
amplitude signals. Constant amplitude binary codes of length n = 2% and 2* are
classified in [8], which can also be obtained by computer search. However, binary
constant amplitude codes of length n = 2™ exist only for m even.

In this paper, we first review a simple communication model proposed in [I]
for MC-CDMA which captures the key features of an MC-CDMA reverse link
in Section 2. The concept of quarter bent functions is presented in Section 3.
Based on the new concept, a simpler method to find all 30 homogeneous bent
functions of degree 3 in 6 boolean variables is given.

It is proved in [7] that homogeneous bent functions of degree m in 2m variables
do not exist for m > 3 . The proof uses a certain decomposition of a Menon
difference set, which corresponds to any bent function. In section 4, it is proved
that if the order of every term in a Boolean function f(x) with 2m variables
is more than m — k, and [S(y)(w)| < 27™*", where m,k and t are positive
integers, then (2(;?:1@@) < 2m*t from which it follows that there do not exist
homogeneous bent functions of degree m in 2m boolean variables for m > 3 .
Thus the result obtained here generalizes the main work in [7]. The property
obtained here implies that the order of terms in spectrally bounded f(x) over
V,, is distributed flatly, or can not limited in a small range, under the condition
that deg(f(z)) is almost . Thus it can be used to guide the construction of
bent functions.

We finally present a new coding approach to achieve the constant amplitude
transmission of codeword length 2™ for both even m as well as odd m in Section 5.

2 Preliminaries

In this section we first review the communication model of the reverse link of an
MC-CDMA system. Throughout Section 2 and Section 5 n will be a power of 2.
We write n = 2™.

The Walsh-Hadamard matrix W H,, can be defined recursively by WH; = (1)
and

o WHQj—l WHQj—l
WHy = (WH2j1 —WH2j1>

This matrix is a {41, —1}-matrix and is symmetric and orthogonal, so that:
WH, -WH, =nl,, where I,, denotes the n x n identity matrix. Thus, the rows
(or columns) of W H,, are orthogonal vectors of length n, called Walsh-Hadamard
sequences.
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It is easy to show by induction that

m—1
> dktk
k=0 .

WHyn = ((-1)5 "),

m—1 m—1

where j = 3 ji2% and t = Y 2% are radix-2 decompositions of j and ¢,
k=0 k=0

respectively.

Letj = (jovjla s a.jm—l) and t = (t07t1a v 7tm—1)- Then,
s T
W Hom = (=11 )4

where superscript T denotes the transposition, subscripts j and ¢ still denote
integers.

We start with considering an MC-CDMA system without coding. We have
n parallel streams of bits and the signal transmitted by a user on the re-
verse link corresponding to a vector ¢ = (cp,¢1,...,¢n—1) of data bits (one
bit ¢; € {0,1} from each stream) is the time-domain vector of real values
S(c) = (S(c)o, S(c)1,-..,5(c)p—1) where

n—1 ne1
S(e)r =Y (1) (WH,);: = Z(—l)cj(_1)j-tT 1)
j=0 j=0

Writing (—1)¢ = ((—=1)%, (=1),...,(=1)*»1), we have S(c) = (—1)¢-WH,
In a real MC-CDMA system, the power required to transmit a signal is pro-
portional to the square of the signal value. Since we are interested only in the
peak-to-average power ratio, we define the instantaneous power of the signal
S(c) at time ¢ to be P(c); = S(c)7. From (), the peak (i.e. largest) value of

P(c); can be as large as n?.

= n(=1)°- (1)) =n-n=n?

It follows that the average value of P(c); over 0 < ¢ < n is equal to n. Therefore
we define the peak-to-average power ratio of the vector of data bits ¢ (and the
corresponding signal S(c)) to be

PAPR(c) = ! max P(c);
n 0<t<n
From the above discussion we know that 1 < PAPR(c) < n.

Now we consider coding for MC-CDMA. We let C be an arbitrary binary
code of length n and rate R, that is a set of 2" binary length n vectors. An
encoder for C' maps k = nR information bits at a time onto vectors ¢ € C. In
MC-CDMA with coding, we have k parallel data streams that are fed into an
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encoder for C' and hence to a Walsh-Hadamard transform. Thus, only codewords
¢ in C are selected for transmission, though () still describes the transmitted
signal.

We define the PAPR of the code C to be PAPR(C) = max PAPR(c). A code
C with PAPR(C) =1 is called a constant amplitude code. Such a code attains
the lowest and therefore best possible value of PAPR. The main focus of this
paper is the construction of codes for MC-CDMA with low PAPR.

Let V;,, be the vector space of k-tuples of element from GF'(2). Let o =(ay,

©+, @) and x = (x1, -+ ,Ty,). The inner product of z and « is defined as

QA -X=a101 D D a4mTm-

The Walsh-Hadamard transform of Boolean function f : V,, — Vj is defined
as follows,

Sipw)=2"" Z f("” 1) where weV,
[L‘e‘/ﬂl

Definition 1. The function f(x) is bent if |Sif)(w )\ =272 for all w € V.
The function f(x) is semi bent if |S(sy(w)| =0 or 27" " for all w € V,.

Comparing this definition with those of S(c), we see that
S(e)y = é(toytiy .o ytmo1),t =Yy tx2"

The following lemma is now immediate [I].

Lemma 1. Let ¢ be a word of length n = 2™. Then PAPR(c) = ! max le(u)]?.
ueVm

Moreover ¢ has PAPR equal to 1 if and only if ¢ is a bent function. In particular,
constant amplitude codes of length n = 2™ exist only for m even.

In the discussion that follows, we will occasionally refer to a Boolean function
f Vi, — Vp as a codeword of length 2™.

3 The Quarter Bent Functions and Homogeneous Bent
Functions

Let f(x) be a boolean function: V;, — Vj. The support set of its spectrum is
defined as follows:

suppS(y) = {w € V,|S(p(w) # 0}

Obviously, the support set of spectrum for a bent function f(x) in n variables
is Vi,

From Parseval identity, ZS( f)( w) = 1, we know that the support set of
spectrum for a semi bent function f(z) has 2"~! elements, namely | suppSs)| =
n—1
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Lemma 2. Let X1 = (v1,22, ,&n-1), X = (X1,2,),91(X1) = f(X1,0), and
92(X1) = f(X1,1). Then f(X) is a bent function if and only if both g1 and g2
are semi bent functions in n — 1 variables, and g1 and g2 have disjoint support
sets of spectrum.

Proof. As g1(X1) = f(X1,0),92(X1) = f(X1,1), hence f(X) = g1(X1)(zn +
Let Wl - ('lU],'lUQ,"' 7wn71)7W - (lewn)le = (1’171'27"' wrnfl)v and
X = (X1,2,) . Then,

SipyW)y=2"" 3" (~1)f & ("X

Xev,

—9n Z (_1)91(Xl)(:vn+1)+gz(X1)$n(_1)W1-X1+wna:n
Xev,

=27 3 (FpnCOII g (e BT () mine)
XeV,_a XeV,_1

=27 (S(gy) (W1) + (=1)" g,y (W1)) (2)

Since f(X) is a bent function, and w,, is 0 or 1, thus,

{S(gl)(Wl) +8(g) (Wh)| = 2272
S(g1)(W1) = S(gp) (W) =2-272

n—

It is easy to show that (|S(y,)(W1)|,[S(ge)(W1)]) = (27 "2",0) or (IS¢ (W),
1S (g0) (W1)[) = (O, 2_"52). Therefore, both g1 and g2 are semi bent functions in
n — 1 variables, and ¢; and g have disjoint support sets of spectrum. On the
. _n-2
other hand, if (S, W)l S0 (W)]) = (27"2",0) or (184, (W),
1S (g0) (W1)]) = (0, 2-"27) , then it is easy to show that f(X) is a bent function.
O

Definition 2. The function f(x) is quarter bent if the Walsh-Hadamard trans-
Jorm |S( ) (w)] =0 or 272 or 2="2" for allw € V.

In a similar way to the above discussion, it is easy to prove the following lemmas.

Lemma 3. Let X1 = (v1,72, - ,2,1), X = (X1,2,),01(X1) = f(X1,0),
92(X1) = f(X1,1), and f(X) be a semi bent function, then both g1 and g
are quarter bent functions in n — 1 variables.

Lemma 4. Let X = (z1,m2, - ,2,1), X = (X1,2,),01(X1) = f(X1,0),
92(X1) = f(X1,1), and both g1 and g2 be bent functions. Then f(X) is a semi
bent function.

We now discuss the homogeneous bent functions of degree k(k > 1) over V,, .
Let f(X) be a bent function over V,, . It is known that the degree of f(X) is

not greater than n/2 . If only we ensure that f(X) does not contain the terms

with a degree less than n/2, then f(X) must be a homogeneous bent function.
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Suppose that f(X) has the following unique algebraic normal form:

flxr, @2, - ,xp) = ao + a1y + agxa + - - + anty

+a120122 + -+ Ap—1pTn-1Tn + -+ A1,2,... nT1T2 " Ty

Let f(X) be a homogeneous bent functions of degree k, then ag =0, which is
equivalent to f(0,0,---,0)=0.

Similarly, as ag =0, then a1 =0 is equivalent to f(1,0,---,0) =0, ag =0 is
equivalent to f(0,1,---,0)=0,---,a, =0 is equivalent to f(0,0,--- ) 0.

As ag,a1,a2, - ,a, are 0, then a; o = 0 is equivalent to f( ,17 -,0) =
0,a1,3 = 0 is equivalent to f(1,0,1,0---,0)=0,---

Similarly, if one term with a degree less than k is not contained in f(X), then
there must exists a o € V,,, such that f(a) = 0.

From LemmaIZL f(X) = gl(Xl)(QJn + 1) + gg(Xl)ajn = gl(Xl) + (gl(Xl) +
g2(X1))n

Let f(X) be a homogeneous bent functions of degree k, then g1(X7) does not
contain any term with a degree less than k, correspondingly ¢;(X7) is zero on
those points of V,,_1 ; g2(X7) does not contain any term with a degree less than
k — 1, correspondingly g2(X1) is zero on those points of V;,_1.

Let I(xq,m2,--,1,) = >, ;2771 here the addition is in general mean-
i=1

ing. Then I : V,, — {0,1,2,---,2" — 1} is a one-to-one mapping. Therefore

(z1,22, - ,x,) € V, can be represented by an integer I(x1,x2, - ,x,). For

example, (1,1) can be represented by 3

Now we can discuss the homogeneous bent functions of degree 3 over Vg .

Let f(X) be a homogeneous bent functions of degree 3. From the discussion
above, the points belonging to {0,1,2,3,4,5,6, 8,9,10,12,16,17, 18,20,24, 32,33,
34,36,40,48} are zero points of f(X). For example, as f(0,0,0,0,1,1) = 0, thus
48 is one of the zero points of f(X).

Let f(X) = gl(Xl) + (gl(Xl) + gg(Xl)).I‘G. Then gl(Xl) does not contain
any term with a degree less than 3, thus the points belonging to {0,1,2,3,4,5,6,
8,9,10,12,16,17,18,20,24} must be zero points of g1 (X71); g2(X1) does not contain
any term with a degree less than 2, thus the points belonging to {0,1,2,4, 8,16}
must be zero points of go(X1).

From Lemma[2 we know that g1(X7) is a semi bent function, therefore,

| |_2 5 E 91(X1) 0X1 — 95 E 91 (X1) — g or 272
X1€V5 X1€Vs

If S(g,)(0) = —272 = — 2 then g;(X;1) must take on the value 1 with 20
points and take on the value 0 with 12 points. This contradicts the fact that the
points belonging to {0,1,2,3,4,5,6,8,9,10,12,16,17,18,20,24} must be zero points
of g1(X1).

If S(4,)(0) = 0, then g;(X;) must take on the value 1 with the points not
belonging to {0,1,2,3,4,5,6,8,9,10,12,16,17, 18,20,24}. It is easy to show that the
g1(X7) with these conditions is not a semi bent function.
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If Sy)(0) =272 =, then g1(X1) must take on the value 0 with 20 points
and take on the value 1 with 12 points. It is easy to verify by computer that
there are 15 cases that g (X;) with these conditions is a semi bent function.

As S(4,)(0) =272, from Lemma [l hence S(,,)(0) = 0. Therefore g(X1) must
take on the value 0 with 16 points and take on the value 1 with 16 points. It is
easy to verify by computer that there are 64056 cases that g2(X7) is a semi bent
function with these conditions.

For every g1(X1) of the 15 cases, there is only 2 g2(X7) in the 64056 cases
that g1(X1) and g2(X1) have disjoint support sets of spectrum. Therefore, for
every g1(X7) of the 15 cases, there are 2 homogeneous bent functions of degree
3. Thus there are totally 30 homogeneous bent functions of degree 3.

For example, let g1 (X1)={7,11,13,14,19,21,23,26,27,28,29,30}. Then the spec-
trum set of 225, (W) is {8,8,8,0,8,0,8, -8, 8,8,0,-8,0,-8,-8,8, 8,0,0,0,0,0,-8,0, 0,-
8,0,0,0,0,0,8}, where W is in the sequence of 0,1,2,---,2% — 1;g2(X;) can be
{3,6,7,9,11,12,13,14,17, 18,20,21,22,24,2526}, the spectrum set of 25S(g2)(W) is
{0,0,0,8,0,8,0,0, 0,0,8,0,8,0,0,0, 0,8,8, -8,8,8,0,-8, 8,0,8,-8,-8,-8,-8,0}, where W is
in the sequence of 0,1,2,---,2% — 1.

Obviously, ¢1(X1) and g2(X7) have disjoint support sets of spectrum, hence
constructing a homogeneous bent functions of degree 3, namely f(X)= {7, 11,
13, 14, 19, 21, 23, 26, 27, 28, 29, 30, 35, 38, 39, 41, 43, 44, 45, 46, 49, 50, 52,
53, 54, 56, 57, 58}, with the following unique algebraic normal form: f(X) =
T1X2X3 + L1X2L4 + T1T2T5 + T1T2Tg + T1X3L4 + T1X3X5 + T1X4Xe + T1XT526 +
T2T3T4 + T2X3T6 + T2T4T5 + T2T526 + T3T4T5 + T3T4Te + T3T5T6 + T4T5T6.

4 Spectrally Bounded Functions of Degree m over V5,

It is easy to verify by computer that there are 28 homogeneous bent functions
of degree 2 over V . For example, 2129 + 2123 + 2124 + o3 + Loy + 1324 =13,
5,6,7,9,10, 11, 12, 13, 14} is a homogeneous bent functions of degree 2.

We know that there are 30 homogeneous bent functions of degree 3 over Vg .

However, we will prove that homogeneous bent functions of degree m over
Vo do not exist for m > 3.

Let f(X) be a homogeneous bent function of degree m over V,, , where n = 2m.
Then f(X) does not contain the terms with a degree less than m.

Since f(X) = g1(X1) + (91(X1) + ¢2(X1))zp, then ¢1(X1) is a semi bent
function that does not contain the terms with a degree less than m.

From Lemma Bl ¢1(X1) = h1(X2) + (h1(X2) + ho(X2))zn—1, where Xy =
(1, 2n2), X1 = (X2, 2n-1), h1(X2) = 91(X2,0), ha(X2) = g1(X2, 1), thus
hi1(X2) is a quarter bent function that does not contain the terms with a degree
less than m.

In hy(X32), the biggest number of the terms with a degree 0 is 1;

The biggest number of the terms with a degree 1 is ("12) = (2(7"171)); ~~~~~~ ;

The biggest number of the terms with a degree m — 1 is (2("‘_1)).

m—1
Therefore, the biggest number of the terms with a degree less than m is,
2(m—1 2(m—1 2(m—1 2(m—1
CO:((O))+((1))+((2))+...+(( ))

m—1
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Since 22— = (141)27=D) = ¢ (2m=D) ... @Ezjg) = 2¢o— (3m)
Thus

QQZQWWD+(WW‘”) (3)

m—1

Moreover, the fact that hq1(X2) does not contain a term with a degree less
than m, is equivalent to that there exists a o € V(,,,—1) that hy(a)=0, thus the
number of points o € Va(,—1) that hy(a)=0 is not less than co .

On the other hand, as hi(X32) is a quarter bent function over V5(,,_1), hence
22(m71)S(h1)(0) — Z (_1)h1(X2) < 92(m—1)9—m+2 _ gm

X2€Vo(m—1)

Suppose the number of points a € V5(,,—1) that hi(a)=0 is y, then y —
(22(m=1) ) < 2™ namely y < (220"~1) 4 2™)/2. Hence, the number of points
& € Vo(m—1) that hi(a)=0 is not more than (2201 4+ 2m) /2,

From equality (@), (22"~ + (2(7’:::11))/2 < (221 4 2™)/2 namely,

(ﬂm‘”)g2m (4)

m—1

For m = 3, (2(m—1)) = (;) = 6 < 2% = 8, inequality (@) holds. For m = 4,

m—1

(Q(mfl)) = (g) =20 > 2* = 16, inequality (@) does not hold.

m—1
Now we consider the case m > 3.

Since 2(m —1) — (m—2)=m >4=22 and 2m —2=2(m —1),2m — 3 >
2(m—2),---, s0 (2m7Y) = (2(27_21))((2721:233),::'17” > 2™ thus inequality @) does not
hold.

Hence we have the following theorem.

Theorem 1. Homogeneous bent functions of degree m over Va,, do not exist
for m > 3.

We now discuss a more general case. First we introduce a lemma.

Lemma 5. If a Boolean function f(z) overV,, , n = 2m, has a bounded Walsh-

Hadamard transform, say |S¢p(w)| < 2=+t Let g(z1, - omi)=F( @1, -,
Zom—k, 0,--+,0) be a Boolean function in 2m — k variables, where k is a positive
integer. Then [S(g) (w1, -+, wam—p)| < 27 FHE,

Proof. For k = 1, the proof is similar to that of Lemma [2]
Clearly we can continue in this way. a

The main result of this section is the following.

Theorem 2. If the order of every term in a Boolean function f(x) over Vo, is
more than m — k, and |S ) (w)| < 27"+, then (XM= P) < 2m+t,

Proof. Let g(x1,- -+, Tapm—i)) = f(x1, -, Ta(m—r), 0, -+ ,0) be a Boolean func-
tion in 2(m — k) variables, where k is a positive integer. We know that
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1S(g) (w1, Wagm_gy)] < 27" 2% and the order of every term in g(z1, -,
To(m—k)) is more than m — k.
Very similar to the discussion of Theorem[I we know that the biggest number

of the terms in g(x1, -+, @a,—k)) With a degree less than m — k + 1 is ¢o =
m—k m—k m—k m—k
() + () () (). T
- 2(m — k)
2co = 22(m—F) 5
o + m—k (5)
On the other hand, as g(x1,- -+, Za(m—r)) is a function over Vi, ), hence
22(m7k)5(9) (0) _ Z (_1)g(X2) < 92(m—k)g—m+t+2k _ gm+t
X2€Va(m—r)

Furthermore, the number of points a € Va(p,—p) that g(a)=0 is not more than
(220m=k) 4 gm+t) /2. From equality (&), we have (*!” (m kk)) < 2mt, |

Let t = 0 (here |S(s)(w)| =27"™), and k = 1. Then (2(7;” 11)) < 2™ implies that
m <= 3. Therefore Theorem [ is a corollary of Theorem Pl Let ¢ = 0 (here
|S()(w)] =27™), and k = 2. Then ( (7::’722)) < 2™ implies that m <= 5.

5 A New Coding Approach to Achieve the Constant
Amplitude Transmission

We now present a new coding approach to achieve the constant amplitude trans-
mission of codeword length 2" for both odd and even m.

Let us define the new code as a function g : V,,, — {—1,0,1}, which takes
m boolean variables and assigns a value from {—1,0,1}. The ternary Walsh
spectrum is defined as follows:

Let Sy = (54(0,0,...,0),584(1,0,...,0),...,5(1,1,...,1)), and g =
(9(0,0,...,0),9(1,0,...,0),...,g 1)). Then S2(0, 0, ... ,0) + S2(1, 0

S0) o+ 82 (1,1, 1) = g(WH)gm(WH)ng =2mggT.

Let wez’ght(g):|{ax|g(m) 75 0 and }|- Then the average value of S7(u)
over Vi, is gg7 = weight(g).

Now we can construct codes to achieve the constant amplitude transmission
for both odd and even m. Given integer k, suppose that 2m < k, and f(z) is a
bent binary function over Va,,. Let

)
T_
g =
€V

1)@ o
g(‘r7$2m+1,...,$k)—{( ]‘) s L2m+1 Tk 0

a 0, otherwise
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where x € V5,,. Then we have

PAPR(g)

= max Z g($,$2m+1,~~a$k)

U2 415Uk ) E Vi
(wtizm 1, ) €V (z,22m41,..,%k) EVi

2
(_1)(w7w27n+1;~~~7zk)(u7u27n+1w";uk)T> /weight(g)

T
= max (> ()@ ()2 2
(wsu2m 150005 ug ) E Vi (,0,...0)EVi

= max 22m /92m — |
(U U2t 14-- U ) E Vi

Now we consider the number of codewords with PAPR equal to 1. It is known
that xi2z9 is a bent function over Vs. x1x9 4+ c1x1 + coxo + ¢, Where ¢, c1, ¢
are in GF(2), are totally 8 bent functions, and the minimum distance of these 8
codewords is 2. The distance between z1x9 and z12xs + 1 is 4.

Let m = 5. Now we consider a code C of length n = 2°. Suppose g € C.
Let f be a bent function over Vo. We define g as follows: Weight(g)=4;
g(uo) = (=1)7C0; g(ur) = (~=1)7 05 g(uz) = (=1)/OV; g(us) = (1)1
Here {ug, u1,u2, uz} C Vs and ug < uy < ug < ug, such that PAPR(g) = 1.

Case A. Among {0, 1,2,...,2°—1}, select any two even integers 2i < 2j. Then let
up = 2i,u; = 2i+1,us = 25, uz = 2j + 1. There are totally (224) such codewords.
Based on the following example, it is straightforward to give the detailed
proof, which is omitted here.
Let i =2,5 =8, up =2,u; = 3,us = 8, ug = 9. Then the radix-2 decomposi-
tions of {wg, u1,us, us} are the following,

01000
11000
00010
10010

Thusa Sg<w07w1aw2aw37w4) - Z g(x07$1ax2ax3?x4) :
(zo,71,22,3,24)EV5
(_1)(‘%0@1,932,933,934)(w0,w1,wz,wa,wz;)T Z (_1)f(vo,v1)+w1(1+v1)_
(vo,v1)€EV2

(=1)wowD)(wo.ws)™ Gince f(vg,v1) 4+ wi(1 + v1) is still a bent function over Va,
(Sg(wo,w17w27w3,w4))2 = 22 = 4 for any (wo, w1, wa, w3, wy) € Vs.

Note that there are (126) ways to select two even integers 2i < 2j among {0, 1, 2,
...,2%—1}, hence it is easy to show that there are totally (126) codewords in this
case.

Case B. Among {0, 1,2, ...,2°—1}, select any two integers divisible by 4, namely,

44 < 44, then let 41 < up < u1 < 45 < ug < uz. There are totally (223) x 2% such
codewords.
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For example, let i = 4,5 = 16, ug = 4,u; = 6,us = 16, ug = 18. Then the
radix-2 decompositions of {ug, u1, us, us} are the following,

00100
01100
00001
01001
Thus, S, (wo, wr,wa,wg,we) = Y2 (—1) 0w tualion) (1))t wn)”
(vo,v1)EVa
Hence PAPR(g) = 1.
Let ug = 5,u; = 6,us = 16, ug = 19. Then the radix-2 decompositions of
{ug, u1,us, uz} are the following,

10100
01100
00001
11001

Thus,

Sg(wo, w1, wa, w3, wy)
_ Z (_1)f(vo,v1)+wo(1+vo+v1)+w2(1+v1)(_1)(v0,v1)(w1,w4)T

(vo,v1)EV2

Hence PAPR(g) = 1.

Suppose that f(vg,v1) is a bent function over V5. Then we know that f(vo, v1)
+ wo(covo + c1v1 + ¢2), co, 1, c2 € GF(2), is still a bent function over V5. Thus,
it is easy to show that there are totally (223) x 23 codewords in this case.

Case C. Among {0, 1,2, ...,2°—1}, select any two integers divisible by 8, namely,
2

8i < 87, then let 8 < ug < uy < 8 < us < usz. There are totally (22) x (23)2

such codewords.

Case D. Among {0,1,2,...,2% — 1}, select any two integers divisible by 16,
namely, 167 < 167, then let 167 < ug < w3 < 165 < ug < uz. There are totally
(2) x (2%)® such codewords.

Considering both Case A and Case B, it is easy to show Case C and Case D.

By using bent functions x1x2 and zize + 1, it is easy to verify by computer
that the size of C' is 2 x [(224) + (223) X 8+ (222) x x(8)2 + (3) x (8)%] = 2480. The
minimum distance of C' is 4 and PAPR(C)=1.

In a similar way, for general n we can have the following theorem.

Theorem 3. The following constant amplitude code can be constructed.
Case 1. If only using x1x2 + c1x1 + caxs + g and x1x9 + 11 + Ccowa + co + 1,

where cg,c1,co are in GF(2), then the size of C is 2 X [(Qn;l) + (22_2) x 8 4
St (g) x 8"72]. The minimum distance of C is 4 and PAPR(C)=1.
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Case 2. If using all x1x2 + c1x1 4 caxa + ¢o , where co, c1,co are in GF(2), then
the size of C'is [8 % [(2”272) + (2”272) x 8+ -+ (3) x8"72]. The minimum distance
of C is 2 and PAPR(C)=1.

Let m =5, f a bent function over V4. Suppose g € C. Let us define g as follows,

Weight(g)=16; g(ug) = (—=1)©000; g(u;) = (-1)7(10.0.0);
gluz) = (=1)TOL00 s g(urs) = (=1)7 BB Here {ug, ur, ug, -, urs} C Vs
and ug < u3 < ug < -+ < uys, such that PAPR(g) = 1. In a similar way, one
can consider a code C' of length n = 2.

It is shown in [§] that an information bit stream with 9 information bits can be
transmitted with constant amplitude by using the Hadamard code sequences of
length 24. It follows from the fact that the number of bent functions over Vj is 896.

From Theorem Bl by using all 8 bent functions over V3, we know that the

number of constant amplitude codewords of length 2% is 8 x [(2; )+ (222) X 8 +

(2 2] _
2) x 8% = 1120.

Note that 210 < 1120 < 2'!, thus 10 information bits can be transmitted with
constant amplitude codewords of length 2%

Similarly, we know that the number of constant amplitude codewords of length

2345 8 x [(3) + (3) x 8] = 112.

Thus, 6 bits can be transmitted with constant amplitude.
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Abstract. We compute the Walsh spectrum and hence the nonlinearity
of a new family of quadratic multi-term APN functions. We show that
the distribution of values in the Walsh spectrum of these functions is
the same as the Gold function.
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1 Introduction

Let L = GF(2") for some positive integer n and let Tr(z) denote the absolute
trace map on L. Let f: L — L be a function. The map f is said to be almost
perfect nonlinear (APN) on L if the number of solutions in L of the equation

flx+q)— f(z)=p (1)

is at most 2, for all p,q € L, ¢ # 0. If Equation (1) has at most r solutions,
then the function is called differentially r-uniform. Therefore APN functions are
also called differentially 2-uniform. It is clear that Equation (1) cannot have just
one solution in even characteristic: for any solution x(, there is a corresponding
solution xp + ¢. In odd characteristics, however, it is possible to have functions
permitting just one solution in the equation for all p,q € L, ¢ # 0. Such functions
are called perfect nonlinear.

Definition 1. The Walsh transform of f at (a,b) is defined by
YV (a,b) == (—1)lastbs @)
z€L

for each a,b € L.
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The Walsh transform of f(x) at (a,b) is the discrete binary Fourier transform
of g(z) = (—=1)C () at q.
The Walsh spectrum of f is the set

Ap = {f"(a,b): a,b€ L,b+#0}.

A quantity related to the Walsh spectrum is the the nonlinearity of f, defined
as
1
NL(f) :=2""1 - 5 max{|f" (a,b)| : a,b € L,b# 0}.

If n odd and Ay = {0, £2 S }, then the function has largest possible nonlinearity

2n=1_2"2" and we say that f is almost bent (AB) or mazimally nonlinear.

When n is odd, every AB function on L is also APN [7]. If f is quadratic (so
that each of its exponents is of the form 2¢427 for some integers 4, j) and f is also
APN; then f is necessarily an AB function [6]. However, for a quadratic APN
function defined on a field of even degree, the APN property does not determine
its nonlinearity.

Vectorial Boolean functions used as S-boxes in block ciphers must have high
nonlinearity and low differential uniformity in order to be resistant to linear [7]
and differential [T1] cryptanalysis. The AES (advanced encryption standard) uses
a differentially 4-uniform function on eight variables called the inverse function.
Defined on a field of odd degree this function is APN, however, for implemen-
tation reasons S-boxes use functions defined on an even number of variables. In
AES, the inverse function was chosen above the possible APN functions as it
is a permutation and at present there are no known APN permutations defined
on fields of even degree. This function also has the best known nonlinearity for
vectors of even length, that is 2"~1 — 22 .

Carlet-Charpin-Zinoviev (CCZ) equivalence, introduced in [6], is a standard
measure to determine whether or not two APN functions are essentially the
same. This relation generalizes extended affine (EA) equivalence. A pair of CCZ
equivalent functions have the same resistance to linear and differential crypt-
analysis. A family of APN functions is determined to be new if its members are
CCZ inequivalent to functions of any previously known family.

Until recently, all known APN functions had been found to be EA equivalent
to one of a short list of monomial functions, namely the Gold, Kasami-Welch,
inverse, Welch, Niho and Dobbertin functions. For some time it was conjectured
that this list was the complete list of APN functions up to EA equivalence. The
Gold and Kasami-Welch functions are APN on fields of even and odd degree.
When the field has even degree both these functions have the same nonlinearity
as the inverse function.

In 2006, new examples of APN functions began to appear in the literature.
In [I0] the function 2 + 0235, with 6 having order 3, was shown to be APN
on GF(2'Y%) and CCZ inequivalent to any power mapping. This function has
not been generalised to an infinite family. An infinite family of APN binomials
on fields GF(2™), where n is divisible by 3 but not 9, was presented in [2] and
shown to be EA inequivalent to any power mapping, and CCZ inequivalent to
the Gold, Kasami-Welch, inverse and Dobbertin functions in [3].
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It is shown in [4] that if the Walsh spectrum of a quadratic APN function is
limited to the five values {0,+25,+2"3" }, then the distribution of these values
is the same as the Gold function. Not all quadratic APN functions have this
property: a counterexample is given in [9]. Let u be primitive in GF(2%). Then

g<1.) _ 1,3 + U111'5 + ’U,131'9 + 1,17 + U111'33 4 $48

is a quadratic APN function on GF(2°%) whose Walsh transform takes 7 distinct
values.

In [I] two new APN families are presented, one a trinomial which generalizes
the binomial from [2] and the other a multiterm polynomial defined on all fields
of degree divisible by 2 but not 4. In this article we show that the second of these
two new functions has the same Walsh spectrum (and indeed the same spectral
distribution) as a Gold function.

2 A New Family of APN Functions

Let k, s be a pair of odd relatively prime integers. In [I] the following quadratic
function was shown to be APN over the field GF(22%):

k-1
s k k+s k k k+1i i
F(z):=ax* Tt +a® 2% T2 + 827 T + E yiw? 1 (2)
i=1

where a and 3 are primitive elements of GF(2%F) and v; € GF(2%) for each i.

Observe that since GF(2%%) has even degree, the Walsh spectrum of F' is not
determined even though it is APN. Our main result is that F' has the same
Walsh spectrum as a Gold function. Before we compute the Walsh spectrum of
this family of functions we need the following lemma and its corollary. While
both of these results are well-known, we include proofs here for the convenience
of the reader.

Let K be a field and let Hy, H be extensions of K that are both subfields of a
field extension M of K. We say that H; is linearly disjoint from Hs over K if any
set of K-linearly independent elements of H; forms a Hs-linearly independent
set in M.

Lemma 1. Let n, s be positive integers satisfying (n,s) = 1. Let K be a field
and let Hy, Ho be finite extensions of K of degrees n and s respectively. Let M
be the compositum of Hy and Hs. Then Hy and Hy are linearly disjoint over K.

Proof. Let § = {c1,...,ct} be a set of K-linearly independent elements of Hj.
We’ll show that S is linearly independent in M over Hs.

Let {a1,...,a,} be a K-basis of H; and let {by,...,bs} a K-basis of Hy. Then
the set {a;-b; | 1 <i<n,1<j<s}generates M as a vector space over K. It is
clear that the set {aj-by,...,a, b1} generates M as a vector space over the field
Hj, and hence [M : Hs] < n. On the other hand, since (n,s) =1, [M : Hz] = n.
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Moreover, without loss of generality we may assume that by = 1 from which we

conclude that {ai,...,a,} is a basis of M over Hy.
Now extend S to a basis {c1, ..., ¢, ..., cn} of Hy over K. Since this set forms a
Hy-basis of M, its subset {cy, . .., ¢t } is afortiori linearly independent over Hy. O

Corollary 1. Let d,n,s be positive integers satisfying (n,s) =1 and let

Then the equation g(z) = 0 has at most 2¢ solutions in L.

Proof. Let V denote the set of zeroes of g(z) in L. We may assume that V' # {0}.
Since g(x) is a linearized polynomial, V' is a vector space over GF(2) of finite
dimension v for some positive integer v. Let V' C GF(2%") denote the vector
space generated by the elements of V' over the field GF(2%). Since (n,s) = 1, by
Lemmal[Il V' is a v-dimensional vector space over GF'(2°). Furthermore, for all
c € GF(2%) and w € GF(2°") we have g(cw) = cg(w). Therefore all the elements
of V" are also solutions of g(x) = 0. Since the dimension of V' over GF(2) is v,
the size of V' is 2°¢ and it follows that there are at least 2° zeroes of g(z) in
GF(2°™). On the other hand, a polynomial of degree 2¢° can have at most 2%
zeroes. We conclude that v < d. O

We now prove our main result.

Theorem 1. Let n = 2k and let F(z) be defined on L = GF(2%) as in ().
The Walsh spectrum of F(x) is {0, +2% ,£2"3" }.

Proof. By definition, we have
FW(a, b) _ Z(_I)Tr(ax+bF(m))'
xEL
The square of which is given by
|FW a b Z Z Tr am+bF(z)+a(m+u)+bF(z+u))
zeLuel

An explicit representation of F(z) in the first of these expressions gives

k ok+s ok k kti ol
FW(a,b): E (_1)Tr(a"”+b(a$2s+l+a2 IR D DL TE S L+21)).

xEL

Using the fact that Tr(¢) = Tr(6?) for any 6 € L, this can be written as

k s —1 —1 k
W(a,b) = Z(_I)Tr<az+<b+b2 Jaz® T (bp+ 07y e )

xEL
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Therefore, the square is given by

IFY (a,b)]? = Z(_l)”[‘r(aqubF(u)) Z(_l)’I‘r(wl)b(u))

u€L €L
where .
Ly(u) =cu® +c* u? +eu?

for ¢ = (b+ b2 )a and e = b3 + b2 82" + (02 42+ 02" 72" ). First we
make some observations about the coefficients of this equation. As e = ezk, we
can say that e € GF(2F). Note also that as k is odd, all elements of GF(2F)
are cubes in L. It is clear that b+ b2° € GF(2%) and is therefore a cube. If

b¢ GF(2%) then ¢ = (b + b2k)a and hence c is not a cube since « is primitive.
On the other hand, if b € GF(2*) then ¢ = 0.
Recall that for any character y of a group G, we have

Z (g) = {|§| if x 1s.tr1V1al 3)

otherwise.
geG

We apply this simple principle twice here. First note that for any R € L, = +—
(—1)™(f2) js g character of L, which gives

S (aymm _ [20 0 R =0
= 0 otherwise.

and hence
‘FW(a,b)‘Q — 9n Z (_1)Tr(au+bF(u))7
u€ey
where /Cp is the kernel of £,(u). Secondly, it is easy to verify that

Xt (—1) ),

is a character of Ky, from which we deduce that

|FW (a,b)| = {\/2 K| if Xap(u) =1V ueky @

0 otherwise.

Furthermore, as n is even and |FW (a,b)| is an integer, we know that |K;| must
be an even power of 2. Therefore, in order to demonstrate that F'(z) has a five
valued spectrum, we need only to show that |KC;| < 16.

First we demonstrate that £,(u) = cu® +c2 ‘u2  + eu?" has no more than

4 zeroes when either ¢ or e is zero. If ¢ = (b + ka)a = 0 then b € GF(2%) and
hence
e — bﬂ + bzkﬂzk + Z([)szf}/iz—z + bzk—zr}/i2k71)

i=0

b(6 + %) ZbQ ) = b8+ 5,
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since v; € GF(2F) for each i. Then e # 0 since otherwise 3 € GF(2¥), contra-
dicting our choice of 8 as primitive in L. Then Ly(u) = eu?", which has only
u = 0 as a root.

Now suppose ¢ = 0. Then ¢ # 0 and £;(u) = cu? +c® "u?> . Then Ly(u) =0
implies ¢ 42" 4+ cu = 0. As (s,n) = 1, this has no more than 4 solutions by
Corollary [Tl

We now assume that both ¢ and e are non-zero. Let u be an arbitrary nonzero
element of ;. Consider

s —s —s k
uly(u) = cu® T+ w? T pen? T =0.

It is clear that eu?" +1 € GF(2%). Hence £y (u) = 0 implies cu? +14+¢2 "u2 "+l €
GF(2%) and that

s —s —s k k+s k k—s k—s k
CU2 +1 +62 'LL2 +1 _ 02 U2 +2 +62 U2 +2 )

Rearranging the terms gives

s k k+s k s k k+s k —s
CU2 +1 +02 U2 +27 _ (CU2 +1 +C2 U2 +2 )2 )

Then cu? 1 4 2" 42" +2" ¢ GF(2%) and as s and n are relatively prime, we
have cu2+1 + 20242 € GF(2). If cu 1 + 2 02 +2" = 0, then cu? *! €
GF(2%) which implies it is a cube in GF(22*). However, u?> *! is a cube (as s
is odd) which means ¢ must be a cube (when u # 0), contradicting an earlier
claim. Therefore, we may assume that u is a nonzero element of C;, if and only
if it is a root of

s k k+s k
Gu) :=cu* TV T 41

The following trick, taken from []], is useful when dealing with an expression
that contains non-linear terms but is known to have a solution set that forms
an additive group. It exploits the fact that the term cu?®" in v~ 'G(u) is a linear
power and will therefore cancel in the computations. Now choose some fixed
nonzero v € K that is different from u and consider the expression

wo(u +v)(u'Gu) + v GW) + (u+v) G (u+v)) =0,
which is equal to
2 (u2k+sv + Uzk+su)(u2kv 02 u) 4+ u? + v* + uv = 0. (5)

For fixed nonzero v # u in K, the expression on the left in (H) is a polynomial
in indeterminate u, whose set of zeroes S contains K. Let u = vw and divide
@) by v? to obtain

222t (w + w2k+s)(w + w2k) +uw?4+w+1=0. (6)

Observe that there is a one-to-one correspondence between the solution set v=1S
of (@) and the solution set S of (Bl). We will obtain an upper bound on the size
of ™18 in L and hence on |K,|.
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If wy € GF(2*) is a solution to (@) then substituting we?” = wo in [©]) gives
wo? + wp + 1 = 0, in which case wy € GF(4)\GF(2). Since k is odd, this
means wg ¢ GF(2F), giving a contradiction. It follows that any solution w to
@) satisfies w + w?" # 0.

Raising (@) to the 2F-th power and adding it to (@) we get
(w+w2k)(cv2s+1(w2k +w25)+02k o2 2t (w+w2k+s))+(w+w2k)2+(w+w2k) =0.

(7)
The assumption w + w?" # 0 means we can divide (@) by w + w2 to get

CUQS+1(UJ2k + wzs) + 22t (w+ w2k+s) + (w+ w2k) +1=0. (®)

As v € Ky, it obeys the expression G(v) = cv?+1 + 202" +2" 11 =0, and so

@) becomes
o w4+ w?) + 0 T W 4w 11 =0 ©

Any element of v~1S is a solution of (@), so an upper bound on the size of the
solution set of (@) will give an upper bound on the size of Ky.
Now return to our original equation £;(u) = 0 and replace u with vw to get

Ly(vw) = cv® w? + & v w4 ev? w2 = 0. (10)
From this we derive two equations. First, a simple rearrangement of (I0) gives

w? = e*I(CUQS*kaQS + 62_51)2_57216102_5). (11)

Next take ([I]) to the power of 2° to get

s

W =2 (025’022872“—5’[1}228 + w2 w). (12)

Substituting the expressions of w?" and w2 given by () and ([I2)) respec-
tively, into (@), we obtain the following:

s s k k+s k _ s_ok s —s —s_ok —s
v THw+w? )+ v T (e Hew? 2 w? +2 v TP w? )

28 225 _2k'+s
v

+e % (¢ w4 cvl_QHSw)) +1=0.

Take a 2°-th power of this equation to obtain an equation of the form
25 225 235 o
row + riw” 4+ row” +rsw” +1=0,

which has the same number of solutions as there are zeroes of the linearized
polynomial

Tow + r1w25 + r2w225 + r3w235. (13)
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Since, for example,

ro — C2k+s+1672sv2k+2572k+s+1 7& 0,

for nonzero ¢, e and v, the polynomial in ([I3)) is not identically zero. Then by
Corollary[[l (I3) can have no more than eight zeroes in w. Furthermore, as ||
must be an even power of 2, it follows that |Kp| < 4 and we conclude from ()

that FW (a,b) € {0,+25%,4+2"3"}. 0

Recall that if the Walsh spectrum of a quadratic APN function is limited to the
five values {0,422, 42 " }, then the distribution of these values is the same as
the Gold function. We therefore have the following immediate corollary to our

theorem.

Corollary 2. Let F(x) be defined as in ). Then the Walsh spectrum of F(x)
has the same distribution as the Gold function.

This is equivalent to saying that exactly 3(2” — 1) of the Boolean functions
Tr(bF(z)) are bent, the fewest number possible.

References

1. Bracken, C., Byrne, E., Markin, N., McGuire, G.: New Families of Quadratic Al-
most Perfect Nonlinear Trinomials and Multinomials (preprint, 2007)

2. Budaghyan, L., Carlet, C., Felke, P., Leander, G.: An Infinite Class of Quadratic
APN Functions Which Are Not Equivalent to Power Mappings. In: 2006 TEEE
Internation Symposium on Information Theory, IEEE Press, New York (2006)

3. Budaghyan, L., Carlet, C., Leander, G.: A Class of Quadratic APN Binomials
Inequivalent to Power Functions (preprint, 2007)

4. Carlet, C.: Vectorial Boolean Functions for Cryptography. In: Hammer, P., Crama,
Y. (eds.) Boolean methods and models, Cambridge University Press, Cambridge

5. Canteaut, A., Charpin, P., Dobbertin, H.: Weight Divisibility of Cyclic Codes,
Highly Nonlinear Functions on GF(2™) and Crosscorrelation of Maximum-Length
Sequences. STAM J. Discrete Mathematics 13(1), 105-138 (2000)

6. Carlet, C., Charpin, P., Zinoviev, V.: Codes, Bent Functions and Permutations
Suitable for Des-Like Cryptosystems. Designs, Codes and Cryptography 15(2),
125-156 (1998)

7. Chabaud, F., Vaudenay, S.: Links Between Differential and Linear Cryptanalysis.
In: De Santis, A. (ed.) EUROCRYPT 1994. LNCS, vol. 950, pp. 356-365. Springer,
Heidelberg (1995)

8. Dobbertin, H.: Another Proof of Kasami’s Theorem. Designs, Codes and Cryptog-
raphy 17, 177-180 (1999)

9. Dillon, J.: Polynomials over Finite Fields and Applications. Slides from talk given
at Banfl International Research Station (2006)

10. Edel, Y., Kyureghyan, G., Pott, A.: A New APN Function Which is not Equivalent
to a Power Mapping. IEEE Trans. Inform. Theory 52(2), 744-747 (2006)

11. Nyberg, K.: Differentially Uniform Mappings for Cryptography. In: Helleseth, T.
(ed.) EUROCRYPT 1993. LNCS, vol. 765, pp. 55-64. Springer, Heidelberg (1994)



An Improvement of Tardos’s Collusion-Secure
Fingerprinting Codes with Very Short Lengths*

Koji Nuida®, Satoshi Fujitsu?, Manabu Hagiwara!, Takashi Kitagawal,
Hajime Watanabe!, Kazuto Ogawa?, and Hideki Imai'-3

! Research Center for Information Security (RCIS), National Institute of Advanced
Industrial Science and Technology (AIST); Akihabara-Daibiru Room 1102, 1-18-13
Sotokanda, Chiyoda-ku, Tokyo 101-0021, Japan
{k.nuida, hagiwara.hagiwara, t-kitagawa, h-watanabe, h-imai}@aist.go.jp
2 Science & Technical Research Laboratories, Japan Broadcasting Corporation
(NHK); 1-10-11 Kinuta, Setagaya-ku, Tokyo 157-8510, Japan
{fujitsu.s-hc, ogawa.k-cm}@nhk.or.jp
3 Faculty of Science and Engineering, Chuo University
1-13-27 Kasuga, Bunkyo-ku, Tokyo 112-8551, Japan

Abstract. The code length of Tardos’s collusion-secure fingerprinting
code (STOC’03) is of theoretically minimal order with respect to the
number of malicious users (pirates); however, the constant factor should
be further reduced for practical implementation. In this paper we give a
collusion-secure fingerprinting code by mixing recent two improvements
of Tardos code and modifying their pirates tracing algorithms. Our code
length is significantly shorter than Tardos code, especially in the case
of fewer pirates. For example, the ratio of our length relative to Tardos
code in some practical situation with 4 pirates is 4.33%; while the lowest
among the preceding codes in this case (ékorié et al., 2007) is 9.87%.

1 Introduction

Recent development of computer and network technologies rapidly grows amount
of trades of digital contents. This has increased not only convenience for both
contents servers and users, but also risks of the contents being illegally copied
and redistributed without permission. Although many DRM technologies have
been introduced so far, most of them prevent copying of contents even by right
users, so these may decrease the convenience for innocent users too much.
Fingerprinting codes are technology that is hoped to be an alternative solu-
tion. It does not prevent an innocent user to copy his contents for his own use;
while any malicious user (called a pirate) illegally redistributing his contents
will be detected from the fingerprinting codeword embedded into each content
by the contents server beforehand. However, even if each codeword is embedded
as being unrecognizable by a single user, there exists a strong collusion-attack
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by two or more pirates [I]; they can recognize parts of the embedded codewords
from differences of their contents and then modify or erase these parts. Thus any
practical fingerprinting code should be prudently designed and be equipped with
a tracing algorithm, which can detect at least one pirate even from the modified
codeword (called a pirated codeword). A fingerprinting code is called c-secure
with e-error if the tracing algorithm fails (i.e. detects either no pirate or some
innocent user) with probability at most ¢ when there are up to ¢ pirates.

Tardos [9] recently gave a uniform construction of c-secure codes (Tardos
codes) for all ¢, whose code length is of theoretically minimal order with respect
to ¢. There have been several variants and improvements of Tardos codes; e.g.
[2BI5I6/7U8]. Their common idea in the tracing algorithm is to first assign a
“score” to each user, which measures how his codeword is similar to the pirated
codeword, and then output all users as pirates whose score exceeds a suitably
determined threshold. However, such a scheme seems not to be optimal, since if
the score of a pirate is much higher than the threshold and that of an innocent
user is only slightly higher than the threshold, then the latter user is also accused
though most suspect user is obviously the former.

In this paper, we modify such a tracing algorithm as outputting just one user
with highest score instead. Then we investigate sufficient code lengths to make
our code c-secure with e-error; e.g. in some practical setting, it is about 3.01%
of length of Tardos code for ¢ = 2 and 4.33% of Tardos code for ¢ = 4 (Table €.
Our numerical examples show that our code lengths are significantly shorter
than the preceding improvements of Tardos code.

This paper is organized as follows. Section 2] summarizes our model for fin-
gerprinting codes, with a slightly weaker version of the widely adopted Marking
Assumption (cf. [I]), and construction of Tardos codes. Section [ gives our code
construction, which is a mixture of [7] and []], and aforementioned tracing algo-
rithm. Section Bl also gives a bound of tracing error probability and a formula of
code lengths. Section [d] shows some numerical examples and comparison of code
lengths with Tardos code and preceding improvements. Finally, an appendix is
given in the last of this paper and devoted to the proof of our main results.

2 Preliminary

2.1 Our Model for Fingerprinting Codes

In our model, a contents server embeds a binary codeword w; = (w; 1, ..., Wim)
of length m into the content distributed to i-th user u;. When a pirated content
involving pirated codewordy = (y1,...,ym) is found, the contents server perform
some tracing algorithm with y and all the codewords w; as input for detecting
the pirates. It should be designed for decreasing as much as possible the tracing
error probability, i.e. the probability that either no pirate or some innocent user
is detected. Note that it is possible for some bits in y to be undecodable; such
bits are denoted by ‘7’

If there are two or more pirates, they can recognize some parts of the embed-
ded codewords by finding differences of their contents, and then modify or erase
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codewords in these positions by certain strategy. Here we put the following two
assumptions for the pirates’ strategy:

0-Marking Assumption. The number of positions 1 < j < m with w;; =
wy; = --- = wy; (such positions are called undetectable; where wy, ..., we
are the pirates’ codewords) and y; # w; ; does not exceed mé.

Pirates’ Knowledge. Pirates have no knowledge about innocent (non-pirate)

users’ codewords; so y is chosen independently of those codewords.

Remark 1. Our -Marking Assumption is a relaxation of the classical Marking
Assumption [I] (corresponding to the case § = 0). Our §-Marking Assumption
allows some undetectable bits in y to be flipped or erased. This is motivated by
difficulty of the Marking Assumption being satisfied in practical situations.

A fingerprinting code is called c-secure (with e-error) if the tracing error proba-
bility does not exceed a negligibly small value € whenever the number ¢ of pirates
isup to ¢; ie. £ <c.

2.2 Essence of Tardos Code and Its Generalizations

Essences of the construction and tracing algorithms of ¢-secure Tardos codes [9]
and its generalizations [2I6/7] required here are summarized as follows. See the
references for details.

First, the contents server chooses the random values p¥), 0 < pU) < 1, in-
dependently for every 1 < j < m according to a given probability distribution
P (referred to as the bias distribution). Tardos [9] used certain continuous bias
distributions, while those used in [2I6[7] are finite and symmetric; i.e. outputting
p and 1 — p with the same probability. In this paper we follow the latter choice.
The resulting sequence P = (p(l), e ,p(m)) should be stored and be kept secret
throughout the construction and the pirates tracing process (pirates are allowed
to guess the values pi¥) from their codewords and knowledge on the distribution
P, but not to know about the actual choices of pl)). Then, secondly, the server
chooses bits w; ; of the codewords independently, in the following probabilistic
manner: Pr(w; ; = 1) = p¥) and Pr(w; ; = 0) = 1 —p¥) for j-th position, where
Pr denotes the probability.

In the tracing algorithm, the server computes a score S; of each user u; by
S =>" SZ-(]), where SZ(J) = o(pW)) if (y;,w; ) = (1,1), sU) = —o(1 —p)

Jj=1 ) 7
if (y;,w;;) = (1,0) and SZ(J) = 0if y; € {0,7}, with o(p) = /(1 — p)/p. The
output of the tracing algorithm is the (possibly empty) set of all users u; with
S; > Z, where Z is a suitably determined threshold parameter.

3 Owur Contribution

3.1 Code Construction and Tracing Algorithm

Our c-secure fingerprinting code is constructed by slightly modifying the frame-
work given in Sect. First, we define the bias distribution P = P, as follows:
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Definition 1. Let Ly(t) = ()t — 1)*/(k!2¥) be the k-th Legendre polyno-
mial, and Ly (t) = Li(2t—1). Then define Pag_1 = Pay to be the finite probability
distribution whose values are the k zeroes of Li(t), with each value p taken with

probability C' - (p(l —p))73/25§c(p)*2, where C' is the normalized constant.

The above bias distribution was introduced in [6[7] for optimizing the memory
amount required to record the sequence P. Note that we would have to use some
approximation instead of the original P, in practical implementation, since the
values of P, and corresponding probabilities are irrational numbers in general.

Secondly, the scoring rule in the tracing algorithm is modified as follows: the
bitwise score Si(J ) s left unchanged if y; = 1, but it is changed in the case
y; € {0,?} so that SY) = o(1—pW) if w;; =0 and —o(p@) if w; ; = 1. (Such a
“symmetric” scoring rule was introduced in [BJ8] to reduce the lengths of Tardos
codes). Again, we would have to use approximated values of these bitwise scores
in practical implementation.

Moreover, in contrast with the original tracing algorithm that outputs all users
with S > Z, our tracing algorithm does not use the threshold Z and outputs
Just one user whose score is the highest. (The way of choosing one user in the
case that two or more users have the same highest score may be arbitrary, since
it is not relevant to our security proof below.) Then a simple and easy argument
can prove the following fact, which assures the merit of our modification.

Proposition 1. The tracing error probability of our code with the modified trac-
ing algorithm (i.e. without threshold) does not exceed that with the original trac-
ing algorithm (i.e. using threshold).

3.2 Tracing Error Probability and Code Lengths

From now, we give a bound of tracing error probability of our code, and then
show a formula of code length which makes our code c-secure with e-error.

Before stating the result, we prepare some further notations and terminology.
Let po denote the minimal possible output of a bias distribution P, and put
n=o0c(pp). For 1 </ <cand 0<xz </ put

Ry, = max {0, Ex [p*(1 — p)*~*(z0(p) — ({ —x)o(1—p))]} ,

where the expectation value Ex is taken over the values p of P. Let

—1
R¢ = (Ex {(1 —p)£71/2p1/2] - Z (i) Ry, .

r=1

Let &’ denote the approximation error of the bitwise scores, and put A = §’'+2n6,
which is referred to as the error tolerance rate of our code (where ¢ is the same as
that in 6-Marking Assumption). Then take a value R such that 2cA <R <Ry
for all 1 < /¢ < ¢. Moreover, define the following functions

eln + n267t/7}
7?41

et — 1 —tin

Bl (t) = 6772

, Bay(t) =1+ —2tR, &(t) = t(1 —logt),
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where log = log, denotes the natural logarithm, and put
T, = B1(Bc)Ba,c(B)e*e4 .

Now we state the following result, which will be proved in the appendix. Some
numerical examples concerning this result will be provided below.

Theorem 1. Assume that there are at most N users, involving up to ¢ pirates.
Let 0 <e <1, and let 3 > 0 be chosen so that NT.™ < 1.

1. If T, < Ty and NTy™ < 1, then the tracing error probability of our code is
less than or equal to ®(NTo™). Hence our code is c-secure with e-error if
S(NT,™) <e.

2. Let a > 1 such that e < ae'™® (e.g. a=10/9 if ¢ < 0.99). Then our code is
c-secure with e-error if

1 N a a
> — 1 1 log1 . 1
m > 1Och(ogg~t—oga_1+ogog€> (1)

Remark 2. If A = &' + 2nd is getting larger, then T, also becomes larger, so
Theorem [ infers that our code length becomes longer as well.

3.3 Choice of the Parameter 3

In order to reduce code lengths, the parameter 5 should be chosen so that the
value T, becomes as small as possible. Since it seems to be hopeless to express
the optimal § in a closed form for general case, here we give a “pretty good”
closed formula of § instead.

Let j1 = 2.40482--- be the smallest positive zero of the Bessel function
Jo(t) =Y po(—=1)%(t/2)?* /(k!)2. Then our formula of 3 is

1 2 .
ﬁformula = 9. IOg (1 + n(R - 77J1A)>
n-Ji c

It can be shown that this formula becomes optimal in the limit case ¢ — oo (the
proof is omitted here due to limited pages, and will appear in the full version
of this paper). Moreover, the following numerical example suggests that this
formula approximates the optimal § well, at least in the case ¢ € {2,4,6,8}.

4 Numerical Example

4.1 Owur Approximation of Bias Distribution

In this section, we consider the cases ¢ € {2, 3,4, 6,8}. We use the approximation
P = P, of the bias distributions defined in Definition [ in the former part of
Table [[l Here columns p and ¢ denote the values of P. and the corresponding
probabilities, respectively. On the other hand, the latter part of Table [ gives
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approximation of bitwise scores, where py < p; < - - - are possible values of P and
U; denotes the approximated value of o(p;). (Note that U o1—1_;, where [z]
denotes the smallest integer n with n > =, is an approximation of o(1—p;).) The
approximation error is ¢’ = 0 if ¢ = 1,2 and ¢’ = 107° if 3 < ¢ < 8. Moreover,
the values R and approximation of 7 for these cases are given in Table

Table 1. Approximations of bias distributions P = P, and bitwise scores

c p q c p q
1,2 0.50000 1.00000 7,8 0.06943 0.24833
3,4 0.21132 0.50000 0.33001 0.25167

0.78868 0.50000 0.66999 0.25167
5,6 0.11270 0.33201 0.93057 0.24833

0.50000 0.33598

0.88730 0.33201

Uop Uy U, Us

1
1.93187 0.51763
2.80590 1 0.35639
3.66101 1.42485 0.70182 0.27314

0 D= DN O

Table 2. Auxiliary values for our example

c 2 3 4 6 8
R 0.50000 0.40823 0.40823 0.37796 0.36291
1 1.00000 1.93188 1.93188 2.80591 3.66102

Table 3. Length comparison under §-Marking Assumption

Here A = 0.01. Lengths in parentheses are computed by using Btormula-

c Case 1 Case 2 Case 3 Case 4 [optimal
Ours 403 444 273
2 (404)  (444)  (274) 0.16921

Tardos 12400 14000 8400
% 3.25 3.17 325 297

Ours 1514 1646 1014
3 (1630) (1771) (1091) 0.057404
Tardos 28800 31500 18900
% 526 523 537 489

Ours 2671 2879 1774
4 (2672) (2880) (1775) 0.034093
Tardos 51200 56000 33600
% 522 514 528 481

Ours 7738 8244 5079
6 (7743) (8249) (5082) 0.013798
Tardos 115200 126000 75600
% 672 654 672 6.13
Ours 16920 17879 11015
8 (16934) (17894) (11024) 0.0071633
Tardos 211200 224000 134400
% 801 7.98 820 7.47
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4.2 Calculation and Comparison of Code Lengths

Table [ shows code lengths of our code under §-Marking Assumption. Here the
error tolerance late A = §’ + 216 is set to 0.01; so slightly fewer than m/(2007)
undetectable bits are allowed to be flipped or erased. We consider the following
three cases: (1) N = 100cand ¢ = 107 !; (2) N = 10° and e = 107%; (3) N = 10°
and ¢ = 1072, Our code lengths are calculated from Theorem (1) (instead of
slightly looser formula () in Theorem[I(2)) by using Stormula and the numerically
searched optimal parameter Soptimal. The table also gives the percentages of our
code lengths relative to lengths 100c?[log(N/¢)] of Tardos codes [9]. Moreover,
Case 4 in this table gives the percentages in the limit case N/e — oo (i.e. N — o0
or e — 0); by Theorem [2), the percentage m/(c*[log(N/e)]) converges to
—(02 log Tc)f1 when N/e — oo. Table Ml is a similar table under the Marking
Assumption; where A is equal to the approximation error ¢’ of bitwise scores.
These two tables show that our c-secure codes have lengths significantly
shorter than Tardos codes and its preceding improvements [2IBI56I7IS], at least
for the case of smaller c. For example, under the classical Marking Assumption,
the code lengths in [7] for Case 1 are 6278, 19750, 41594 and 71552, respec-
tively, when ¢ = 2, 4, 6 and 8. On the other hand, in [§], Skori¢ et al. proved
that the code lengths of Tardos codes under the Marking Assumption, with the
symmetric scoring rule same as our code, can be reduced to 72 =~ 9.87% of the

Table 4. Length comparison under Marking Assumption

Here A = §'. Lengths in parentheses are computed by using Stormula-

c Case 1 Case 2 Case 3 Case 4 Boptimal
Ours 373 410 253
2 (374)  (411) (253) 0.17549

Tardos 12400 14000 8400
% 301 293 301 274

Ours 1309 1423 877
3 (1390) (1511) (931) 0.061345
Tardos 28800 31500 18900

% 455 452 464 423

Ours 2190 2360 1454
4 (2190) (2360) (1454) 0.037405
Tardos 51200 56000 33600

% 428 421 433 3.95

Ours 5546 5909 3640

6 (5547) (5909) (3641) 0.016111
Tardos 115200 126000 75600
% 481 469 481 4.39

Ours 10469 11062 6815
8 (10469) (11062) (6816) 0.0089586
Tardos 211200 224000 134400
% 496 494 507 4.62
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original code lengths; and to 72/2 ~ 4.93% under certain statistical assumption
on scores of innocent users (see the reference for detail; see also [5]). Table [
shows that our code lengths are shorter than the latter lengths in almost all
cases considered here, without any statistical assumption.

5 Conclusion

In this paper, we give a c-secure fingerprinting code with very short code length.
This is done by mixing two preceding improvements [7J§] of Tardos code, and by
modifying its tracing algorithm so that it simply outputs one user with highest
score and thus does not use a threshold any more. In case of smaller ¢, our code
has indeed shorter length than Tardos code and its preceding improvements.
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Appendix: Proof of Theorem [

This appendix is devoted to give an outline of the proof of Theorem [I} due to
limited pages, details of the proof are omitted here and will appear in the full
version of this paper.

We prepare the following lemmas, whose proofs follow the arguments in [2].

Lemma 1 (cf. [2], Lemma 1). If z € R and « > 0, then for any fixred P and
y, the probability that the score S of at least one innocent user satisfies S > z is
less than or equal to p(z) = min{ N B;(a)™e™** 1}.


http://www.arxiv.org/abs/cs/0610036
http://eprint.iacr.org/2007/041
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Proof (Sketch). Since there are at most N innocent users, this probability is less
than or equal to NEx [e®] e=** by the Markov’s inequality. For bitwise scores
S;, by definition of py, an elementary analysis shows that

Ex [eaSj] = i)(j)eaa(ﬁ(j)) + (1 _ ﬁ(j))efao—(lfﬁ(j))
S poeao(PO) + (1 _po)e—aa(l—PO) — Bl(Oé) ,

where pU) = pl@) if y; = 1 and 1 — pl@) if y; € {0, ?}. Thus we have Ex [e*] <
Bi(a)™, so the claim follows.

Lemma 2 (cf. [2], Lemma 2). If z € R, § > 0 and there are { pirates, then
for any fized pirates’ strateqy satisfying Marking Assumption, the probability that
no pirate’s score exceeds z is less than or equal to Fy(z) = min{ B o(8)™e’** 1}.

Proof (Sketch). This probability does not exceed the probability that the sum
Spsum of € pirates’ scores is less than or equal to £z. By the Markov’s inequality,
the latter probability is less than or equal to Ex [e*ﬁspsum] ef% Now by a similar

argument to [209], we have Ex [e~#%psum] < (Zi:o (Z)Mac)m, where My = Ny,

x

My = Ny 4, My = max{Ny,, N1} for 1 <z <{—1, with
Noo = Ex [e”%22p®(1 = p)'=*] | Nio =Ex[e PForp®(1—p) ]

(the last two expectation values are taken over the values p of P) and £, , =
zo(p) — (0 — x)o(1 — p). Since |L, | < ¢n, an elementary analysis shows that
etPLer <14 BL, , +1(B0n)B* Ly %, respectively, where 7(t) = (e! — 1 —t)/t%.
Thus we have

M:v < Ex [pw(l - p)ffz] - ﬂEX [pw(l _p)eix‘cx,p]
+7(Ben)B*Ex [p"(1 — p)* "Ly %] + 26Res

for 1 < o < £ —1; so by the fact that >>°_, (“)p*(1 — p)*~*L, ,* = 1,0, for
k =0,1,2, respectively (cf. [2], Lemma 3), we have

e =
; <m) M, <1+ 20Ex [po(l _ p)z_oﬁo,p] + r(ﬂgn)ﬂzg 4 Qﬂ; (x) Res
=1+ 7(B0n)B*0 = 26R¢ < Ba(B) -

Hence we have Ex [e #%psum] < By ,(8)™, so the claim follows.

Now we come back to the proof of Theorem [I Let 3’ be obtained by modifying
y so that yi = wy; whenever j-th bits wi j,...,we; of the £ pirates coincide;
i.e. y' satisfies the Marking Assumption. Then y and 3’ differ at up to mé bits.
Let Simax denote the highest score of innocent users, and S}, .. be the highest

score of innocent users which is calculated by using precise bitwise scores and
the modified pirated codeword 3’ instead of . Write the corresponding scores for



An Improvement of Tardos’s Collusion-Secure Fingerprinting Codes 89

pirates by Spmax and Spmax Then we have |Simax — Sax] < MO-2n+mé’ = mA
and [Spmax — Spmax| < mA by definition of A; so the tracing error probability
does not exceed Pr(Simax > Spmax) < Pr(Sl’maX +2mA > S’

)
pmax
The following result is the key ingredient of our proof.

Lemma 3. Put G(z) = Pr(S}),,.x < 2) and ¢(z) = ¢(z — 2mA). Then we have
Pr(Sf o +2mA > 8] ) < [ $dG, where the last integral is the Lebesgue-

Stieltjes integral with respect to the function G (cf. [4)]).

Proof (Sketch). Now we only give an intuitive argument, since the formal proof
is too long to be included here (see the forthcoming full version of this paper for
details). We evaluate the probability that S! . +2mA < S/ the probability

imax pmax?

that this event occurs and S}, lies in a sufficiently minute interval (z, 2 + dz]

is > (1 —-¢(2))(G(z + dz) — G(z)) by Lemma[Il By taking the sum over these
disjoint intervals covering the whole of R, we have

(Sllmax + 2mA < S{)max > Z(l - @(Z)) (G(Z + dZ) - G(Z))
=3 (G(z +d2) - G(2)) - Z@(z)m”dg_mz)@
50 /jO P(2)G (2)dz =1 — /Rg.zdc:

(Note that lim, ..o G(z) = 1, lim,_,_« G(z) = 0; while the function G(z) is
piecewise-linear, since now the number of the user’s possible scores is finite).
This infers the claim.

Moreover, since ¢ > 0 is weakly decreasing and G(z) < F(z), we can derive the
following fact from general properties of Lebesgue-Stieltjes integral.

Lemma 4. We have [, $dG < [, ¢dF (see Lemmald for definition of F).

Hence the tracing error probability is bounded by fR @ dF. Moreover, by putting

= (3, a direct computation shows that [, ¢dF = ®(NT,™), where T, =
B1(B¢)Ba,¢(B)e?%*4. Now Theorem [[[(1) follows from the fact that T, < T, for
any 1 < ¢ < cand ¢(t) is increasing for 0 < ¢t < 1.

To prove Theorem [I[2), we consider the function @.(t) = &(t) — e, which is
increasing and concave up for 0 < t < 1. Since lim;_, 10 ®P-(t) = —e < 0 and
lim; 10 P:(t) =1 — e > 0, we have @.(tp) = 0 for a unique 0 < ty < 1. Now if
a>1and e < ae' %, then we have &.(¢/a) = (¢/a) (1 —log(e/a)) — e > 0 (note
that log(e/a) <1 —a), so ty < e&/a < 1. Then put

’ e P(efa) _a—-1 €

"o @l(e/a) a logla/e)’
which is the z-intercept of the tangent line of the curve y = &.(z) at x = ¢/a.
Since @.(t) is increasing and concave up, we have t; < ¢y and so P-(t1) < 0
(note that ¢; > 0). Thus we have ®(NT.™) < &(t1) < ¢ whenever NT."™ < 1,
i.e. m > —log(N/t1)/log T.. Hence Theorem [I}(2) is proved.
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Abstract. We study crossed product algebras of degree 4, and present a
new space-time code construction based on a particular crossed product
division algebra which exhibits very good performance.

1 Introduction

Wireless systems are nowadays part of every day life. However, to answer the
need of higher and higher data rate, researchers have started to investigate wire-
less systems where both the transmitter and receiver end are equipped with
multiple antennas. This new kind of channel required new coding techniques,
namely space-time coding [10]. Unlike classical coding, space-time coding in-
volves the design of families of matrices, with the property, called full diversity,
that the difference of any two distinct matrices is full rank.

Following the seminal work of Sethuraman et al. [7I8], codes based on division
algebras have been investigated. This algebraic approach has generated a lot of
interest, since division algebras naturally provide linear codes with full diver-
sity. Quaternion algebras [I] and their maximal orders [3], cyclic algebras [8/],
Clifford algebras [9] and crossed product algebras [6] have been studied.

In this paper, we study crossed product algebras of degree 4, and, unlike in
[6], we focus on the case where the Galois group is not cyclic. For this scenario,
we derive conditions for crossed product algebras to be division algebras, which
yields the full diversity property, and optimize the code design.

2 Crossed Product Algebras of Degree 4

Let L/K be a Galois extension. A central simple K-algebra is called a crossed
product algebra over L/K if it contains L as a maximal commutative subfield.
A crossed product algebra can be described nicely in terms of generators and
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L=KWNdVd)
N

Vd) K(
\K/

Fig. 1. A biquadratic extension of K

K( V')

relations, and when L/K has cyclic Galois group, we recover the concept of
cyclic algebra. Since in degree 2 and 3 Galois extensions have necessarily cyclic
groups, the first interesting example of crossed product algebra arises in degree
4. This is the case we focus on in this work. For definitions and basic facts on
crossed product algebras, the reader may refer to [2].

2.1 Definition and Examples

Consider a Galois extension L/K of degree 4. Its Galois group is either cyclic of
order 4 or a product of two cyclic groups of order 2. We focus on the latter, and
consider the case where L/K is a biquadratic extension (see Fig. [Il), namely

L=KWd,Vd).
We set G = Gal(L/K) = {1,0,7,07}, where 0,7 are defined by
o(Vd) = Vd,o(Vd') = —Vd
r(Vd) = —Vd, 7(Vd') =Vd'.

In this case, using a suitable change of generators, one can show that a crossed
product algebra A over L/K may be described as follows:

A=L®elL® fL®efL

with €2 = a, f2 =b, fe = efu, de =eo(N), A\f = fr()\) for all A € L, for
some elements a,b,u € L* satisfying

o(a) = a,7(b) = b,uc(u) = Ta ur(u) = Uéb). (1)

Definition 1. A crossed product algebra A over a biquadratic extension L/K
will be called a biquadratic crossed product algebra. We write A = (a,b,u, L/ K).
Remark 1. Note from () that we have that a € K (v/d) and b € K(V/d') .

Ezample 1. Take K = Q(i), d = 3 and d’ = 5, so that L = Q(i)(v/3,V/5). The
following choice of a, b, u is well defined:

a=V3,b=V5 u=i.
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We need to verify that the conditions () are satisfied. Recall that here
o(v5) = =5, 7(vV/3) = —V/3.
Clearly o(a) = a and 7(b) = b. Finally

V3 P4
= _ /3 and ur(u) = -1 = V5

Ezample 2. Take again K = Q(i), d = 5, but now d = 2. Let (g be a primitive

8th root of unity. Note that L = Q(4)((s, v/5) since (s = \}2 (1414). We have

o(V5) = =5, 7(V2) = —V2, 7(¢) = —(s.

uo(u) = —1

The following choice of a, b, u is also suitable:
a=C(s, b=+5, u=1i.
Clearly o(a) = a and 7(b) = b. Finally
_ V5
%

Remark 2. Tt is known that every central simple algebra over a number field
is isomorphic to a cyclic algebra. However, for coding purposes, the algebra
representation does matter, as it will be illustrated in the following (Remark []).

and ut(u) = —1

2.2 Matrix Formulation and Encoding

In order to design codewords, we now explain how to identify A to a subalgebra
of My(L), or in other words, how to get a correspondence between a matrix
X € My(L), which will be a codeword, and an element x € A. This is done by
associating to X its left multiplication matrix.

Proposition 1. Let © = z1 + ex, + fo, + efx,r € A. Its left multiplication
matriz X is given by

1 ao(z,) br(z;) abr(u)oT(zsr)

ZTo o(x1)  br(zer) br(uw)or(z.) @)
zr T(a)uo(zer) T(x1) T(a)oT(x4)

Tor uo(zy) 7(2,) or(x1)

Proof. 1t is enough to do the computation on the basis elements. We have
ae =xie+ expe+ frre+efr,.e =eo(x1) + ao(x,) + feo(x:) +efeo(xyr).
Now we have fe = efu, and efe = eefu = afu = fr(a)u. Hence

ae = ao(xy) + eo(x1) + fr(a)uo(zsr) + efuo(z,).
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We have also

af =x1f+texof+ forftefao [ = fr(z)+efr(zy)+bT(x,) + ebT(0r)
Hence,

af =br(x;) + ebr(x0r) + fT(z1) + efT(x0).
Finally,

aef = xief +exqef + freref +efeqref

=efor(x1) +afor(zy) + fefor(x,:)+efefor(zyr)
We have
fef =efuf = ebr(u),

and efef = e(ebr(u)) = abr(u). Thus,

aef =efor(x1) + fr(a)or(z,) + ebr(w)or(x,) + abr(u)oT(xyr)
Therefore,

aef = abr(w)or(xsr) + ebr(u)or(z,) + fr(a)oT(z,) + efor(xq)

For a matrix X of the form () to be a codeword, it further requires an
encoding, that is a way to map the information symbols to be transmitted into
the matrix X. This can be easily done as follows. Let {wy, wa, w3, w4} be a Q(7)

basis of L. Let G be the matrix of the embeddings of the basis

w1 w9 w3 Wy
o(w1) o(w2) o(ws) o(ws)

T(W1) T((.dg) T(wg) T((.d4) : (3)

oT(w1) o7T(w2) oT(ws) o7(wa)

Let x = (x1,2,23,24) be a vector containing 4 information symbols to be

transmitted. Let © = z1w1 + Tows + T3ws + 4wy be an element of L, which can
be seen as a linear combination of the 4 information symbols. We have

Gx = (z,0(x), 7(x),07(x))".
We can thus encode 16 information symbols into X as follows. Let
GX1 (1‘17 (1‘1) (

Gx, (l‘g, (330) (
Gx,

1), JT(xl))T.

o), 07(ws))"
= (zr,0(zr), 7(2r),07(r))".

GXG’T = (‘rUTv J(-TUT)

,T(I'G—T),O'T(I'UT))T.
Let I3, i =1,2,3,4, be given by I} = I, the identity matrix, and
0a0 O 0 0 b O 0 0 0 abo (u)
100 0O 10 0 0bo(u) |0 0 b 0
= 000 7(a) Ts=11 0 o o |1*7 07(a)r(u)0 0
001 0 Oocr(u)0 0

1 0 0 0



94 G. Berhuy and F. Oggier

The codeword X is encoded as follows:

X = Idiag(Gx1) + I'odiag(Gx,) + I3diag(Gx,) + Iydiag(Gxyr).

3 A Criterion for Full Diversity

For square codewords, the full diversity property [I0] is given by
det(X' —X") #£0, X' £X" € A,

where A is identified with a subalgebra of a matrix algebra. Therefore, in order
to satisfy this property, it is enough to require A to be a division algebra.

Theorem 1. Let K be a number field, and let A = (a,b,u, L/K). Then the

following conditions are equivalent:

1. A is a division algebra,
2. the quaternion algebra (d, Ny ( /4, (b)) is not split,
3. the quaternion algebra (d', N, \/d)/K( a)) is not split.

Proof. Since K is a number field, then the index of A is equal to its exponent.
Thus A is a division algebra if and only if its exponent is not 1 or 2, that
is 2[A] # 0 in the Brauer group Br(K). To conclude, it is enough to use the
following equalities, that we will not prove here by lack of space:

2[A] = (d, NK(\/d’)/K(b)) = (d',NK(\/d)/K(a)) in Br(K).
Lemma 1. Let u € L. The following conditions are equivalent:

(1) NL/K(U) =1
(2) There exists a € L™ such that

ere exists b € such that
(5’) Th ists b e L™ h th

7(b) = b, ur(u) = Ug’).

Moreover, if u satisfies one of the above conditions, then whether the quaternion
algebra (d', Ni¢(yay i (@) is split only depends on u, and not on the choice of a.

Proof. 1. If Np /i (u) =1, then
uo(u)r(u)o(r(u) =1,
so that
Ny vay xwo(w) =1, N gy g (ur(u)) =
and thus we get both (2) and (3) by Hilbert’s 90. Now, if (2) holds, then
a

Ne/ae) = wolwyr(otro) = ¢ r(0) =1

and similarly (3) implies (1).
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2. Let u be given, and consider a,a’ such that

so that
a'r(a) = ar(a') = 7(d'7(a)).

Since we further have that
o(d'm(a)) = o(d')(0(a)) = d'7(a)
we conclude that a’'7(a) = A € K, and thus

NK(\/d)/K(a/T(a)) = \2

In other words,

A

2
N (a)
NK(\/d)/K(a)> K(Vd)/K

NK(\/d)/K(a/) = (

and (d’,NK(\/d)/K(a)) is split if and only if (d', N k(v k(@ a')) is, which
concludes the proof.

Lemma 2. Let u € L such that Np/x(u) = 1. If uo(u) = —1, then we have

uo(u) = Tfa), where a = Vd, and (', Ng(vay i (@) = (=d.d). (4)

If uo(u) # —1, then we have uo(u) = (aa) , where
T

a=1+wuo(u), and (d', N \/d)/K(a)) =(2+ TrK(\/d)/K(ua(u)),d’). (5)

Proof. (@) is obvious. Now, assume that uo(u) # —1 and set a = 1 + uo(u). We
have that uo(u) + Np/x(u) = uo(u)7(1 + uo(u)), so that

wo(u) = uo(u) + Npk(u) _ uo(u) + 1 _a
7(1 4+ uo(u)) (1 +uo(u)) 7(a)

To conclude, for a = uo(u) + 1, we have
Ny vay (@) = (uo(u) + )7 (uo(u) +1)
=1+ TTK(\/d)/K(UU ) + Nk (u)
=2+ TTK(\/d)/K(uo(u))

Ezample 3. Consider the algebra defined in Example [l namely K = Q(i), L =
Q(i)(V3,v/5) with
a=V3,b=V5 u=i.

(u
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Since uo(u) = —1, by Lemma[2] we have to check whether (—3,5) is split. This
is equivalent to check whether —3 is a norm in Q(i)(v/5)/Q(i), namely whether
a? — 50> = —3 has a solution for a,b € Q(i). If such a solution exists, then
it is easy to see that the denominators of a and b are not divisible by (2 + 7).
Therefore, reducing modulo (2+1), we get that —3 is a square in Z[i]/(2+4). Since
5Z[i] = (2+41)(2—1), the inertial degree [5, p.84] of 2+i is 1, and Z[i]/(2+14) = Fs.
Since —3 is not a square modulo 5, we conclude that (—3,5) is not split.

Ezample 4. We now continue ExampleB] where K = Q(i) and L = Q(4)((s, V/5),
with (g a primitive 8th root of unity. Furthermore, we have

a = (g, b=+5, u=i.

Again uo(u) = —1, and we have to check, by Lemma 2] whether (—2,5) is split.
Since —2 is not a square modulo 5, we show as above that (—2,5) is not split.

4 Codes and Performance

From the above (see Examples [Il Bl B and H), we now have two examples of
division crossed product algebras:

1. (a,b,u, L/K) = (v/3,v/5,1,Q(i)(v/3,V5)/Q(i)),
2. (a,b,u, L/K) = (Cs, /5,1, Q(i)(v/2, v/5) /Q(3)).

We thus have two fully-diverse codes with a linear encoding. However, it is now
known that this is not enough to get efficient codes, and a crucial other parameter
is a good shaping (following the terminology of [4]), or in other words, the codes
should be information lossless [6]. Both requirements can actually be shown to
boil down to the same property: the matrices G and I, i = 2, 3,4 used for the
encoding (see Subsection [Z2) have to be unitary.

4.1 The Algebra on Q(i)(v/3,v5)/Q(3)

Recall that the encoding matrix I'5 is given by

0 0 b O

10 0 0bo(u)
=11 0 0 o
Oor(u)0 0

In order for I's to be unitary, we clearly need, since ¢ and 7 commute with the
complex conjugation, that |u|? = 1, |b|?> = 1. Since u = i, we focus on b = /5.
Of course b is not of modulus 1, but this can be remedied by normalizing it as

follows:
b_\/1+2i_1+2i
S V1-2i 5
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Similarly, we need |a|?> = 1 in order for I to be unitary, where

0a0 0
100 0
= 000 7(a)
001 0

Since such a normalization is not possible for 3, we focus on the other algebra.

4.2 The Algebra on Q(i)(v/2,v/5)/Q(%)

As seen in the previous subsection, we need |a|®> =1, |b]?> = 1, |u|? = 1. This is
however fine here, since a and u are roots of unity, while b can be normalized.

We thus finally take
14 2¢ .
a <87 \/1 o 27/’ u ?
Thus the encoding matrices I3, ¢ = 2,3,4 are unitary. We are thus left with
making sure that G is unitary. Recall from (@] that G is given by:

w1 w9 w3 Wy

_ | olwr) o(w2) o(ws) o(wa)
C=1 vl 7lwn) T(ws) T
oT(w1) oT(w2) oT(ws) o7(wa)

9

where {w1,ws,ws,ws} is a basis of L. We can obtain a matrix G unitary by
restricting to an ideal of L, as follows. Set

145

’ 2

, a=1+41—16.
Then the following basis

w1 =, wy = al, wz = alg, wy=adly

1
is such that G is unitary. This can be easily checked since

V10

G =Gy Gy with Gy = (a(oé) g(of;z(e)> ) G2 = G T(%s))

and G1, Gy satisfy
G1GT = 5l,, G2G5 = 2I,.

Remark 3. Note that the crossed product algebra described in this subsection is
isomorphic to the cyclic algebra (i,Q(i)(5'/4)/Q(i), o), where o(5'/4) = i51/4.
However, the code construction is not available on the cyclic representation,
since the orthonormal lattice does not exist.
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4.3 Minimum Determinant and Simulations

Once a code satisfies the full diversity property and the shaping constraint, its
performance is then governed by its minimum determinant [10], given by

min | det(X)[%.
X+#0

In the case of the code on Q(i)(v/2,v/5)/Q(i), we have that [4]
Nt 1 11

in | det(X)|? =
fpin | det(X)| 108 11 —2i2 4005
where the first equality comes from the following observations: the factor
ao(a) = N(«) appears squared in the determinant of X, while the terms in

1
V10 comes from the normalization of G, that is 10G. The term in 1 — 2¢

comes from the denominator of b. Note that 400 is actually the discriminant of
Q(i)(V2, V5) /Q(4).

The performance of this new code is shown in Fig. Bl compared to the best
known code built on division algebras, namely on a cyclic division algebra [4],
using a cyclic extension of discriminant 1125. The new code performs clearly
better when using 4-QAM (that is +1 + ¢ as information symbols). It looses
a bit of its advantage when using 16-QAM. This can be easily explained. The
discriminant of the new code is 400, and a further factor of 5 appears only when
the term involving b is non-zero. So on average, the new code still performs better
than the code based on cyclic algebra. However, when increasing the constellation
size, the event of having the term in b non-zero occurs with smaller probability,
and on average, the code still performs better, but with less advantage than in
the 4-QAM case.

e EEs Fa
223 —— eyelic, 16qam
—#— op,18qam

—p— eyelie, dqam

—+—cpdgam  |:

Fig. 2. New code from crossed product algebra, compared with the known code from
cyclic algebra, using 4-QAM and 16-QAM
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Conclusion

In this paper, we studied crossed product algebras of degree 4, in order to design
new space-time code constructions. We provided conditions for crossed product
algebras to be division algebras, and optimized the code design.
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Abstract. Here we study a weakness of the RC4 Key Scheduling
Algorithm (KSA) that has already been noted by Mantin and Mironov.
Consider the RC4 permutation S of N (usually 256) bytes and denote
it by Sy after the KSA. Under reasonable assumptions we present a
simple proof that each permutation byte after the KSA is significantly
biased (either positive or negative) towards many values in the range
0,...,N — 1. These biases are independent of the secret key and
thus present an evidence that the permutation after the KSA can be
distinguished from random permutation without any assumption on the
secret key. We also present a detailed empirical study over Mantin’s
work when the theoretical formulae vary significantly from experimental
results due to repetition of short keys in RC4. Further, it is explained
how these results can be used to identify new distinguishers for RC4
keystream.

Keywords: Bias, Cryptography, Cryptanalysis, Key Scheduling Algo-
rithm, RC4, Stream Cipher.

1 Introduction

RC4, one of the most popular stream ciphers till date, was proposed by Rivest in
1987. The cipher gained its popularity from its extremely simple structure and
substantially good strength in security, as even after lots of explored weaknesses
in the literature (see [T2IBABIGITOITOTTIT2IT3IT4] and the references in these
papers), it could not be thoroughly cracked. Studying weaknesses of RC4 received
serious attention in the literature and these studies are believed to be quite useful
in further development of stream ciphers that exploit shuffle-exchange paradigm.

Before getting into our contribution, let us briefly present the Key Scheduling
Algorithm (KSA) and the Pseudo Random Generation Algorithm (PRGA) of
RC4. The data structure consists of (1) an array of size N (in practice 256

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 100 2007.
© Springer-Verlag Berlin Heidelberg 2007
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which is followed in this paper) which contains a permutation of 0,..., N — 1,
(2) two indices i,j and (3) the secret key array K. Given a secret key k of [
bytes (typically 5 to 32), the array K of size N is such that K[i] = k[i mod []
for any i, 0 <i < N — 1. All additions used in the description of the algorithm
are modulo N additions.

Algorithm KSA Algorithm PRGA
Initialization: Initialization:
Fori=0,...,N —1 i=j=0;
Si] = 4 Output Keystream Generation Loop:
j=0; i=i+1;
Scrambling: Jj =7+ S[i;
Fori=0,...,N—1 Swap(S[i], S[1]);
j = G Sli) + K[]): t = S[i] + S[j};
Swap(S[i], S[J]); Output z = S[t];

RC4 KSA has been analysed deeply in [I3ITZI2ITT]. All these works discuss the
relationship of the permutation bytes after the KSA with the secret key. For a
proper design, the permutation S after the KSA should not have any correlation
with the secret keys. However, weaknesses of RC4 in this aspect have already
been reported [I3T4A2/TT]. These weaknesses, in turn, leak information about
RC4 secret key in the initial keystream output bytes [10].

Another approach of study is to look at the permutation after the KSA in
a (secret) key independent manner and try to distinguish it from random per-
mutations. In [9], the sign of the permutation after the KSA has been studied
(see [9] for the definition of the sign of a permutation). There it has been shown
that, after the KSA, the sign of the permutation can be guessed with probability
56%.

In [8, Chapter 6 and Appendix C] and later in [9], the problem of estimating
P(Sn[u] = v) has been discussed. A complete proof for these results has been
presented in [8, Chapter 6 and Appendix C|. We present an independent proof
technique in this paper which looks simpler. We argue in more detail in Section 2]
how our technique is different from that in [§]. Due to the small keys (say 5 to 32
bytes) generally used in RC4, some of the assumptions differ from practice and
hence the theoretical formulae do not match with the experimental results. We
also detail this over the already identified anomalies in [§]. Further, we discuss
applications to show how these results can be used to present new distinguishers
for RC4. The distinguishers discussed in this paper are different from the earlier

ones [IBITIT2].

2 Bias in Each Permutation Byte

We denote the initial identity permutation by Sy and the permutation at the
end of the r-th round of the KSA by S,, 1 < r < N (note that r = i + 1,
for the deterministic index i, 0 <4 < N — 1). Thus, the permutation after the
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KSA will be denoted by Sy. By j,., we denote the value of the index j after it
is updated in round 7. We consider the index j of each round to be distributed
uniformly at random. Further, we replace the joint probabilities with the product
of the probabilities of the individual events, assuming that the events under
consideration are statistically independent.

Lemma 1. P(S2[0] =1) = 2(]]\\[[;1).

Proof. In the first round, we have i = 0, and j; = 0+ S[0] + K[0] = K[0]. In
the second round, i = 1 and js = j; + S1[1] + K[1]. We consider two mutually
exclusive and exhaustive cases, namely, K[0] = 1 and K[0] # 1.

1. Take K[0] = 1. So, after the first swap, S1[0] = 1 and Si[1] = 0. Now,
jo = K[0]+ 0+ K[1] = K[0] + K[1]. Thus, after the second swap, S2[0] will
remain 1, if K[0]+ K[1] # 0. Hence the contribution of this case to the event
(Sa00] = 1) is P(K[0] = 1)- P(K[0] + K[1] £0) = & - M5! = Vil.

2. Take K[0] # 1. Then after the first swap, S1[1] remains 1. Now, jo = K[0] +
1+ KJ[1] = K[0] + K[1] 4+ 1. Thus, after the second swap, S2[0] will get the
value 1, if K[0] + K[1] 4+ 1 = 0. Hence the contribution of this case to the
event (S2[0] = 1) is P(K[0] #1)- P(K[0]+ K[1]+1=0) = ;' L = Nob

Adding the two contributions, we get the total probability as 2(]]\[\;1). a
We here calculate P(S,1[u] = v) for the special case u = 0, v = 1. Note that
the form of P(Sy41[u] = v) for v > u + 1 in general (see Lemma 2l later) does
not work for the case u = 0,v = 1 only. This will be made clear in Remark [
after the proof of Lemma [2

Proposition 1. P(S,[v] =v) = (V1) for v > 0.

Proof. In the rounds 1 through v, the deterministic index ¢ touches the permu-
tation indices 0, 1,...,v — 1. Thus, after round v, S, [v] will remain the same as
So[v] = v, if v has not been equal to any of the v many pseudo-random indices
J1,72, -+, Ju. The probability of this event is (N]\_,l)”. So the result holds for
v > 1. Furthermore, P(Sp[0] = 0) = 1 = (~;')°. Hence, for any v > 0, we have

P(S,[v] =v) = (V1) |
Proposition 2. Forv>u+1, P(Sy[u] =v) = 3 - (V') v L

Proof. In round u + 1, the permutation index u is touched by the deterministic
index ¢ for the first time and the value at index wu is swapped with the value at
a random location based on j,41. Hence, P(Syy1[u] =v) = ]{, The probability
that the index u is not touched by any of the subsequent v — v — 1 many j
values, namely, jy+2, ..., ju, is given by (N]\_,l)”_"_l. So, after the end of round
v, P(Sylul =v) = 4 - (V') L ]

Lemma 2. Forv > u+1 (except for the case “u=0and v =17), P(Sy+1[u] =
_ 1 N—1\v—u 1 N—1\v 1 N—1\2v—u—1
v) O+ N O (%) :

- N N N T N2 N
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Proof. Inround v+1, ¢ = v and jy41 = ju+Sy[v]+ K [v]. The event (Sy41[u] = v)
can occur in two ways.

1. Sy[u] already had the value v and the index w is not involved in the swap in
round v + 1.

2. Sy[u] # v and the value v comes into the index u from the index v (i.e.,
Sy[v] =v) by the swap in round v + 1.

From Proposition [l we have P(S,[v] = v) = ("')? and from Proposition [

we have P(S,[u] =v) = % - (Vy')""“ 1. Hence, P(Sy11[u] = v)
= P(Sy[u] = v) - P(ju + Sy[v] + K[v] # u)
+ P(Sy[u] # v) - P(Sy[v] = v) - P(ju + Su[v] + K[v] = u)

(except for the case “u =0 and v = 1", see Remark [I])
— (&[ . (Njgl)v—u—l) . (N]\—fl) + (1 _ ]1[ . (Njgl)v—u—l) . (N]\—rl)v . ]1[
_ ]b_(N];l)vfu_F]{[_(NA—]l)u_A}Z _(NJ\—]l)Qufufl. 0
Remark 1. Case 1 in the proof of Lemma 2l applies to Lemma [ also. In case 2,
i.e., when S,[u] # v, in general we may or may not have S,[v] = v. However,
for u=0and v =1, (S1[0] # 1) <= (S1[1] = 1), the probability of each of
which is NA_, ! (note that there has been only one swap involving the indices 0
and KJ0] in round 1). Hence the contribution of case 2 except for “u = 0 and
v = 17 would be P(S,[u] # v) - P(Sy[v] = v) - P(j, + Su[v] + K[v] = u), and
for “u = 0 and v = 1”7 it would be P(S1[0] # 1) - P(j1 + S1[1] + K[1] = 0) or,
equivalently, P(S1[1] = 1) - P(j1 + S1[1] + K[1] = 0).

Lemma 3. Let p? = P(S,[u] = v), for 1 <r < N. Giwen p;"*, i.e., P(Si[u] =
v) for any intermediate round t, max{u,v} < t < N, P(S,[u] = v) after the
r-th round of the KSA is given by

P O =) A (N (1= Oy ) < S N

Proof. After round t (> maz{u,v}), there may be two different cases: Si[u] = v
and Si[u] # v. Both of these can contribute to the event (S,[u] = v) in the
following ways.

1. St[u] = v and the index w is not touched by any of the subsequent r — ¢
many j values. The contribution of this part is P(Sy[u] = v) - (Vy')"™*
= (N]\—fl)r—t.

2. Si[u] # v and for some x in the interval [t,r — 1], S;[z] = v which comes into
the index u from the index x by the swap in round x + 1, and after that the
index u is not touched by any of the subsequent r — 1 — 2 many j values. So
the contribution of the second part is given by

r—1
P(Sifu] # 0) - (D2 PSula] = v) - Plinsr = w)(Ng ) =177).

Suppose, the value v remains in location v after round v. By Proposition [I]

this probability, i.e., P(S,[v] = v), is (Vy')". The swap in the next round
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moves the value v to a random location = j,41. Thus, P(Sy+1[z] = v) =
P(Sy[v] =) P(jus1 = z) = (Vy')"+ x- For all 2 > v, until z is touched by the
deterministic index i, i.e., until round x4+ 1, v will remain randomly distributed.

Hence, for all z > v, P(S;[z] =v) = P(Sy41[z] =v) = 4 (Vy')? and

P(St[u] #v) - (X_j P(Sala] = v) - Pljass = w)q(V5 1))

— (1= pivy. (z::J%/(NNl)U L (N];l)rflfz>

r—1

— (1 _p?;v) . ]\}2 (N];l)v . (Z(NJ\—]l)rflf:v> — (1 _pg,’u) . ]\}2 (NJ\—]l)’u ) (1—1£ia >’
r=t

where a = NA? . Substituting the value of a and simplifying, we get the above

probability as (1 — ) - L (¥g1)? - (1 - (Njgl)r—t).

Now, combining the above two contributions, we get
Pt = o (Ve (=) RO (1= (YY) 0
Corollary 1. Given p;"", i.e., P(Sifu] = v) for any intermediate round t,
max{u,v} <t < N, P(Sy[u] =v) after the complete KSA is given by
Pt (NN (=) L (Y (1= (DY),
Proof. Substitute r = N in Lemma [ O
Theorem 1.
(1) For0<u<N-2, u+1<v<N-1,

P(Sylu] = v) = pify- (Vg N (gl e ()P = (DY), where

P = 2(7\51) ifu=0andv=1;
v m (T (Y = e (NPT otherwise.

(2) For0<v<N-1,v<u<N-1,

P(SN[’LL] _ U) _ ]1[ . (N];l)N—lfu + ]1[ . (NJ\—]l)v+1 _ ]1[ . (NJ\—]l)N+v7u'

Proof. First we prove item (1). Since v > wu, so for any ¢ > v, we will have
t > max{u,v}. Substituting t = v + 1 in Corollary [T} we have
P(Sylu] = v) = pify - (NN (1= pigy) - H (Ve (1= (DY)
= o (Y DV (gl A (1) = (Y)Y 1) Now, from Lemmal
we get p:j—fl — ]{[ . (N];l)v—u + ]1{ . (N]GI)U _ ]\}2 . (N§1)2v—u—1
and v = 17. Also, Lemma [I] gives pg’l = 2(]]\[\;1). Substituting these values of
Pyr1s We get the result.

Now we prove item (2). Here we have u > v. So for any ¢ > u, we will have
t > max{u,v}. Substituting ¢ = u + 1 in Corollary[Il we have

P(Sn[u] =v) = py - (NN (1—pf) - L (VgL (1_(N]\71)N—1—u>.

, except for “u =0



On Non-randomness of the Permutation After RC4 Key Scheduling 105

As py’y = P(Sus1[u] = v) = 5 (see proof of Proposition ), substituting this

in the above expression, we get

P(SN[U] — U) — ]{[ . (NZGI)N_l_u + (1 _ Jir) . ]%[(N]GI)U . (1 _ (NJGI)N_l_u)

_ &.(Nﬁl)N—lfu_~_]b_(N]§1)v+1_ ]b_(N]\—fl)N+v7u. 0
We like to mention that our final formulae in Theorem [I] are very close to the
results presented in [§] apart from some minor differences as terms with N2 in
the denominator or a difference in 1 in the power. These differences are negligible
and we have also checked by calculating the numerical values of the theoretical
results that for NV = 256, the maximum absolute difference between our results
and the results of [§] is 0.000025 as well as the average of absolute differences is
0.000005.

However, our approach is different from that of [§]. In []], the idea of rel-
ative positions is introduced. If the current deterministic index is ¢, then rel-
ative position a means the position (i + 1 4+ a) mod N. The transfer function
T(a,b,r), which represents the probability that value in relative position a in
S will reach relative position b in the permutation generated from S by ex-
ecuting r RC4 rounds, has the following explicit form by [8, Claim C.3.3]:
T(a, b, 7") _ p(qa+qr—(b+1) _qa+r—(b+1)) ifa < band T(a, b, 7") _ p(qa+qr—(b+1))
if a > b, where p = J{, and ¢ = (Njgl). This solution is obtained by solv-
ing a recurrence [8, Equation C.3.1] which expresses T'(a,b,r) in terms of
T(a—1,b—1,r —1). Instead, we use the probabilities P(S;[u] = v) in order to
calculate the probabilities P(S,[u] = v) which immediately gives P(Sny[u] = v)
with » = N. When v > u, we take t = v + 1 and when v < u, we take t =u + 1
(see Theorem/[I]). However, the values u+1 and v+ 1 are not special. If we happen
to know the probabilities P(S;[u] = v) at any round ¢ between maz{u,v} + 1
and N, then we can arrive at the probabilities P(S,[u] = v) using Lemma
The recurrence relation in [§] is over three variables a, b and r, and at each step
each of these three variables is reduced by one. On the other hand, our model
has the following features.

1. It relates four variables u, v, t and r which respectively denote any index wu
in the permutation (analogous to b), any value v € [0,... N — 1] (analogous
to the value at a), any round ¢ > max{u, v} and a particular round r > ¢.

2. Though in our formulation we do not solve any recurrence relation and pro-
vide a direct proof, it can be considered analogous to a recurrence over a
single variable r, the other two variables u and v remaining fixed.

3 Anomaly Pairs and New Distinguishers

To evaluate how closely our theoretical formulae tally with the experimental
results, we use average percentage absolute error €. Let p;" and gy " respectively
denote the theoretical and the experimental value of the probability P(Sy[u] =
1,0 <u<N-1,0<v<N—1 We define e, = ("’N’qiﬁ”’ |) - 100%

N
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Table 1. The anomaly pairs for key length 32 bytes

w,v | u,v u,v

u v p}ffﬂ an PN T 9N | €u,v (in %)

38 6 0.003846 0.003409 0.000437 12.82

38 31 0.003643 0.003067 0.000576 18.78

46 31 0.003649 0.003408 0.000241 7.07

47 15 0.003774 0.003991 0.000217 5.44

48 16 0.003767 0.003974 0.000207 5.21

66 2 0.003882 0.003372 0.000510 15.12

66 63 0.003454 0.002797 0.000657 23.49

70 63 0.003460 0.003237 0.000223 6.89

128 0 0.003900 0.003452 0.000448 12.98

128 127 0.003303 0.002440 0.000863 35.37

130 127 0.003311 0.003022 0.000289 9.56
N—-1N-1

_ 1 . 11

and € = 4 €u,v- We ran experiments for 100 million randomly chosen

u=0 v=0

secret keys of 32 bytes and found that € = 0.22%. The maximum of the €, ,’s was
35.37% and it occured for v = 128 and v = 127. Though the maximum error is
quite high, we find that out of N? = 65536 (with N = 256) many €, ,’s, only 11
( < 0.02% of 65536) exceeded the 5% error margin. These cases are summarized
Table [ below. We call the pairs (u, v) for which €, > 5% as anomaly pairs.

The experimental values of P(Sy([u] = v) match with the theoretical values
given by our formula except at these few anomaly pairs. For example, q}n’f’”
follows the pattern predicted by p?’\?’” for all v’s, 0 < v < 255 except at v = 6
and v = 31 as pointed out in Table [

We experimented with different key lengths (100 million random keys for
each key length) and found that the location of the anomaly pairs and the total
number of anomaly pairs vary with the key lengths in certain cases. Table
shows the number ns of anomaly pairs (when €, , > 5%) for different key lengths
I (in bytes) along with the average € and the maximum €4, of the €,4’s. Umaz
and vyq. are the (u,v) values which correspond to €,,4,. Though for some key
lengths there are more than a hundred anomaly pairs, most of them have €, , <
10%. To illustrate this, we add the column m19 which shows how many of the
anomaly pairs exceed the 10% error margin. The two rightmost columns show

Table 2. The number and percentage of anomaly pairs along with the average and
maximum error for different key lengths

I & (in %) emaz (in %) wmaz vmaz n5 n10 n5 (in %) nig (in %)

5 0.75 73.67 9 254 1160 763 1.770 1.164

8 0.48 42.48 15 255 548 388 0.836 0.592
12 0.30 21.09 23 183 293 198 0.447 0.302
15 0.25 11.34 44 237 241 2 0.368 0.003
16 0.24 35.15 128 127 161 7 0.246 0.011
20 0.20 5.99 30 249 3 0 0.005 0.000
24 0.19 4.91 32 247 0 0 0.000 0.000
30 0.19 6.54 45 29 1 0 0.002 0.000
32 0.22 35.37 128 127 11 6 0.017 0.009
48 0.18 4.24 194 191 0 0 0.000 0.000
64 0.26 35.26 128 127 6 4 0.009 0.006
96 0.21 4.52 194 191 0 0 0.000 0.000
128 0.34 37.00 128 127 3 2 0.005 0.003
256 0.46 2.58 15 104 0 0 0.000 0.000
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what percentage of 2562 = 65536 (total number of (u, v) pairs) are the numbers
ns and nig.

These results indicate that as the key length increases, the proportion of
anomaly pairs tends to decrease. With 256 bytes key, we have no anomaly pair
with €,, > 5%, i.e.,, n5 = 0. It has also been pointed out in [§] that as the
key length increases, the actual random behaviour of the key is demonstrated
and that is why the number of anomaly pairs decrease and experimental results
match the theoretical formulae. In [8, Section 6.3.2] the anomalies are discussed
for rows and columns 9, 19 and also for the diagonal given short keys as 5 bytes.
We now discuss these results with more details and how they can be applied to
distinguish the RC4 keystream from random streams.

We denote the permutation after 7-th round of PRGA by S¢ for r > 1.

Lemma 4. Consider B C [0,..., N—1] with |B| = b. Let P(Sy[r] € B) = [ +e,
where ¢ can be positive or negative. Then P(SY |[r] € B) = Jl\’, + 0, where

§= (]l\)[ _|_€) . ((N];l)r—l_F (1_ (Njgl)r—l) . (]l\);_ll _ Jl\)})) _ ]l\)[ . (N];l)r—l’ r>1.
Proof. The event (S¢ ;[r] € B) can occur in three ways.

1. Sy[r] € B and the index r is not touched by any of the r — 1 many j values
during the first » — 1 rounds of the PRGA. The contribution of this part is
(y+€)- ()

2. Sy[r] € B and index r is touched by at least one of the » — 1 many j
values during the first r — 1 rounds of the PRGA. Further, after the swap(s),
the value Sy(r] remains in the set B. This will happen with probability
(v - (1= (D)) v

3. Sn[r] ¢ B and index r is touched by at least one of the  — 1 many j values
during the first 7 — 1 rounds of the PRGA. Due to the swap(s), the value
Sn[r] comes to the set B. This will happen with probability (1 — } —e) -

(=030 3
Adding these contributions, we get the total probability as ( } +e)- (( Nty
(1_<N§1)r71)_(]1\>;_11_§)>+§_§_(N§1)r71. 0

Lemma 5. If P(S¢  [r] € B) = b +6, then P(z, € C) = [ + %, where
C={d| =r—V where € B}, r > 1.

Proof. The event (z. € C') can happen in two ways.

1. 8¢ ,[r] € B and 2z, = r — S ,[r]. From Glimpse theorem [46], we have
P(z, =r =S¢ [r]) = % for r > 1. Thus, the contribution of this part is
200
~(n +0).

2. S¢ |[r] ¢ B and still z, € C due to random association. The contribution of
this part is (1 — 2) %

Adding these two contributions, we get the result. O
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Theorem 2. If P(Sy[r] € B) = } +¢, then P(z, € C) = 2 + 2 - {(;\’, +e)-
(N]\—fl)rq n (1_ (NA71)T71) ) (1%:11 _ 11\7[)) _ ]l\;r ) (N]\—fl)rfl}) where C = {¢|¢ =

r—b whereb € B}, r > 1.
Proof. The proof immediately follows by combining Lemma[@and LemmaBl 0O

From the above results, it follows that for a single value v, if P(Sy[r] = v) =
N e then P(z, =r—v) = \ + 2, where the value of § can be calculated by
substituting b = 1 in Lemma [l This presents a non-uniform distribution of the
initial keystream output bytes z, for small r.

In [9] Section 6], it has been pointed out that z; (referred as zp in [9]) may not
be uniformly distributed due to non-uniform distribution of Sy[1]. The experi-
mental results presented in [9, Figure 6] show some bias which does not match
with our theoretical as well as experimental results. According to our Theorem[2],
if P(Sy[1] =v) = & +¢ then Pz = (1 —v) mod 256) = 5 + 2 and this
presents the theoretical distribution of z;.

When the bias of Sy [r] towards a single value v is propagated to z, the final
bias at z, is very small and difficult to observe experimentally. Rather, if we
start with the bias of Sy[r] towards many values in some suitably chosen set
B, then a sum of b = |B| many probabilities is propagated to z. according to
Theorem 2], making the bias of z, empirically observable too. For example, given
1 < r <127, consider the set B as the set of integers [r + 1,...,r 4+ 128], i.e.,
b = |B| = 128. The theoretical formulae as well as the experimental results give
P(Sn[r] € B) > 0.5, and in turn we get P(z,. € C') > 0.5, which is observable at
the r-th keystream output byte of RC4. We have experimented with key length 32
bytes and 100 million runs for different r’s and the experimental results support
this theoretical claim. It is important to note that the non-uniform distribution
can be observed even at the 256-th output byte 256, since the deterministic
index i at round 256 becomes 0 and Sy[0] has a non-uniform distribution as
follows from Theorem[Il For random association, P(z, € C) should be 2, which
is not the case here and thus all these results provide distinguishers for RC4.

We have earlier pointed out that for short key lengths, there exist many
anomaly pairs. We can exploit these to construct some additional distinguishers
by including in the set B those values which are far away from being random.
We illustrate this in the two examples below. For 5 byte secret keys, we exper-
imentally observe over 100 million runs that P(Sy[9] € B) = 0.137564 (which
is much less than the theoretical value 0.214785), where B is the set of all even
integers greater than or equal to 128 and less than 256, ie., b = |B| = 64
and /= 0.25. Using Theorem B we get P(zy € C) = 0.249530 < 0.25,
where C' = {d|¢ = 9 — b/ where ¥’ € B}. Again, for 8 byte secret keys, we
observe that P(Sy[15] € B) = 0.160751 (which is much less than the theo-
retical value 0.216581), where B is the set of all odd integers greater than or
equal to 129 and less than 256, i.e., b = |B| = 64 once again. Theorem [ gives
P(z15 € C') = 0.249340 < 0.25, where C' = {/|¢/ = 15 —b" where I/ € B}. Direct
experimental observations also confirm these biases of zg and z15. Further, given
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the values of § approximately —0.1 in the above two examples, one can get new
linear distinguishers for RC4 with 5 byte and 8 byte keys.

It is interesting to note that since the anomaly pairs are different for different

key lengths, by suitably selecting the anomaly pairs in the set B, one can also
distinguish among RC4 of different key lengths.

Acknowledgments. We thank the anonymous reviewers for detailed comments
that improved editorial as well as technical presentation of this paper.
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Abstract. The number of correctable/uncorrectable errors of weight
half the minimum distance plus one for the first-order Reed-Muller
codes is determined. From a cryptographic viewpoint, this result
immediately leads to the exact number of Boolean functions of m
variables with nonlinearity 2™ 2 + 1. The notion of larger half and
trial set, which is introduced by Helleseth, Klgve, and Levenshtein to
describe the monotone structure of correctable/uncorrectable errors,
plays a significant role in the result.

Keywords: Syndrome decoding, Reed-Muller code, correctable error,
Boolean function, nonlinearity, larger half.

1 Introduction

In syndrome decoding, the correctable errors are coset leaders of a code. The
syndrome decoding performs maximum likelihood decoding if a minimum weight
vector in each coset is taken as the coset leader. When there are two or more
minimum weight vectors in a coset, we have choices of the coset leader. If the
lexicographically smallest minimum weight vector is taken as the coset leader,
then both the correctable errors and the uncorrectable errors have a monotone
structure. That is, when y covers x (the support of y contains that of x), if
y is correctable, then « is also correctable, and if @ is uncorrectable, then y
is also uncorrectable [I]. Using this monotone structure, Helleseth, Klgve, and
Levenshtein introduced larger halves of codewords and trial sets for codes to
describe the monotone structure of errors and gave an improved upper bound
on the number of uncorrectable errors using these notions [3].

The binary r-th order Reed-Muller code of length 2" corresponds to the
Boolean functions of m variables with degree at most r. The first-order Reed-
Muller code of length 2" denoted by RM,,, corresponds to the set of affine
functions of m variables. The nonlinearity of a Boolean function f of m vari-
ables is defined as the minimum distance between f and affine functions, and is
equal to the weight of the coset leader in the coset f belongs to. Hence the weight
distribution of coset leaders of RM,,, represents the distribution of nonlinearity
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of Boolean functions. When the number of coset leaders of weight ¢ is p, the num-
ber of Boolean functions with the nonlinearity i is given by p|RM,,| = p2™+1.
Nonlinearity is an important criterion for cryptographic system, in particular,
block ciphers and stream ciphers. There has been much study of nonlinearity of
Boolean functions in cryptography, see [4J5] and references therein. The weight
distributions of the cosets of RMj5 are completely determined in [6]. In general,
however, it is infeasible to obtain the weight distributions of the cosets (even
only the coset leaders) of RM,,. Since the minimum distance of RM,,, is 2™~
the problem is to know the number of the coset leaders of weight > 2™ ~2. The
explicit expression of the number of coset leaders of weight w, which is equal to
the number of correctable errors of weight w, is given only for w = 2™m~2 [1].

In this paper, we determine the number of correctable/uncorrectable errors
of weight 22 4+ 1 for RM,,,, from which the number of Boolean functions with
nonlinearity 272 + 1 is immediately obtained. To derive this result, we mainly
use the properties of larger halves and trial sets.

2 Larger Halves and Trial Sets

Let F™ be the set of all binary vectors of length n. Let C' C F™ be a binary linear
code of length n, dimension k, and minimum distance d. Then F" is partitioned
into 2" % cosets C1,Cs,...,Con—i; F" = Uf;lk C; and C; N C; = 0 for @ # j,
where each C; = {v; + ¢ : ¢ € C} with v; € F™. The vector v; is called the coset
leader of the coset C;, and any vector in C; can be taken as v;.

Let H be a parity check matrix of C. The syndrome of a vector v € F" is
defined as vHT. All vectors having the same syndrome are in the same coset.
Syndrome decoding associates an error vector to each syndrome. The syndrome
decoder presumes that the error vector added to the received vector y is the

coset leader of the coset which contains y. The syndrome decoding function
D :F"* — (' is defined as

Dy)=y+uv ifyeC.

If each v; has the minimum weight in its coset C;, the syndrome decoder performs
as a maximum likelihood decoder.

In this paper, we take as v; the minimum element in C; with respect to the
following total ordering =<:

w(x) < w(y), or

x =y if and only if {w(w) = w(y) and v(x) < v(y),

where w(x) denotes the Hamming weight of a vector @ = (21,22, ...,2,) and
v(x) denotes the numerical value of x:

’U(il:) = Zn: .7312”_2
i=1

We write x < y if x <y and « # y.
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Let E°(C) be the set of all coset leaders of C. In the syndrome decoding,
E°(C) is the set of correctable errors and E'(C) = F* \ E°(C) is the set of
uncorrectable errors. Since we take the minimum element with respect to =<
in each coset as its coset leader, both E°(C) and E'(C) have the following
well-known monotone structure, see [I Theorem 3.11]. Let C denote a partial
ordering called “covering” such that

x Cy if and only if S(x) C S(y),

where
S(v) ={i:v; #0}

is the support of v = (v1,ve,...,v,). Consider x and y with « C y. If y
is a correctable error, then « is also correctable. If x is uncorrectable, then
y is also uncorrectable. For example, let C' = {000,001} be a code. Then
E°(C) = {110,100,010} and E'(C) = {001,101,111}. In this case, even if
we only know the fact that the vector 110 is correctable, we can deduce the
vectors 100 and 010 are correctable, since they are covered by 110. A similar
thing happens when we know 001 is uncorrectable. Using this structure, Zémor
showed that the residual error probability after maximum likelihood decoding
displays a threshold behavior [2]. Helleseth, Klgve, and Levenshtein [3] studied
this structure and introduced larger halves and trial sets.

Since the set of uncorrectable errors E'(C) has a monotone structure, E*(C')
can be characterized by minimal uncorrectable errors in E'(C). An uncorrectable
error y € E*(C) is minimal if there exists no @ such that x C y in E*(C). If we
know all minimal uncorrectable errors, all uncorrectable errors can be determined
from them. We denote by M!(C) the set of all minimal uncorrectable errors in
C'. Larger halves of a codeword ¢ € C \ {0} are introduced to characterize
the minimal uncorrectable errors, and are defined as minimal vectors v with
respect to covering such that v + ¢ < v. Any larger half v of a codeword ¢ is
an uncorrectable error, since v + ¢ < v and they are in the same coset. The
following condition is a necessary and sufficient condition that v € F™ is a larger
half of ¢ € C'\ {0}:

vCec, (1)
w(e) < 2w(v) <w(e) + 2, (2)

=l(e), if 2w(v)=w(c),
') {> l(e),

~

( if 2w(v) =w(e)+ 2,

where () is the smallest element in S(x), that is, I[(«) is the leftmost non-zero
coordinate in the vector . The proof of equivalence between the definition and
the above condition is found in the proof of Theorem 1 of [3]. Let LH(c) be the
set of all larger halves of ¢ € C'\ {0}. For a subset U of C'\ {0}, let

LH(U) = | LH(c).
celU
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A trial set T for a code C is defined as follows:
T C C\ {0} is a trial set for C if M'(C) C LH(T). (4)

A codeword c¢ is called minimal if ¢/ C ¢ for ¢ € C implies ¢/ = 0. Let C* be
the set of all minimal codewords in C'. It is shown that a trial set can consist of
only minimal codewords [3, Corollary 5]. Therefore, C* is a trial set of C.

In the rest of paper, for u,v € F", we write w N v as the vector in F" whose
support is S(u) N S(v).

3 Uncorrectable Errors of Weight 2™~2 4 1 for RM,,,

In this section, we determine the number of correctable/uncorrectable errors of
weight half the minimum distance plus one for the first-order Reed-Muller code
of length n = 2" denoted by RM,,

RM,, is a code of dimension k = m + 1, and minimum distance d = 2™~ 1,
and is defined recursively as

RM, = {0, 1},
RM,, = U {coe,coc},
ceRM,,, 1

where u o v denotes the concatenation of u and v, and v £ 1 + v. Since all
codewords in RM,,, except all-zero and all-one codewords are minimum weight
codewords, RM; = RM,, \ {0,1}.

The weights of vectors in LH(RM;,) are 2™~ 2 and 2™~ 2 + 1 from the
condition ). Let LH™(c) and LH™(c) denote the sets of larger halves of
¢ € RM}, of weight 2™~2 and 2™~2 + 1, respectively. Also let LH~(RM},) =
Uecern: LH™ () and LH*(RM;,) = Uepn:, LH (€).

Let EQm 21 (RM,,,) be the set of uncorrectable errors of weight d+1 = 2™ ~2+4
1 in RM,,. The set, E,,_», (RMy,), contains LH*(RMj,), and LH*(RM;,)
contains all minimal uncorrectable errors of the weight from (). Therefore, the
remaining uncorrectable errors in E2m 5 +1(RMm) are non-minimal.

We will evaluate |Ej,. >, (RMy,)| by partitioning the set into two subsets.
The first subset consists of the vectors that is covered by some codeword in
RM},. Any v € F" of weight 22 + 1 covered by ¢ € RM,,, is uncorrectable,
since the coset to which v belongs contains the smaller weight vector ¢+ v. The
second one consists of the remaining non-minimal vectors.

Now, we evaluate the number of vectors in the first subset. It contains
(23::;1) vectors for each codeword in RMj,, and all [RM},| - (2" 2+1) such
vectors are distinct. This is because, if v C ¢; and v C ¢5 for a vector v in the
set, then we have w(e; Neg) > w(v) = 2™~ 2+ 1, which contradicts the following
Lemma [I1
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Lemma 1. Let ¢i,c2 € RM), with ¢1 # c2. Then, it holds that

_f2m72 ifer+en #£1,
w(er Neg) = {0, otherwise.

Proof. The statement follows from the fact that w(e; 4+ ¢2) = w(er) + w(ez) —
2w(e; Neg). That s,

w(er) + w(ez) —w(er + ¢2)

w(cr Neg) = 9
2mmh e 2mml —w(ey + ¢)
B 2
2™ —w(ey + €2)

2

O
Next, we evaluate the number of vectors in the second subset. The vectors in
the subset are non-minimal uncorrectable errors that are not covered by any
codeword in RM,. Such a error covers a minimal uncorrectable error of weight
2m=2in LH~(RM},), since 2™~2 is the smallest weight in uncorrectable errors.
Therefore, we consider the set of vectors obtained by adding a weight-one vector
to a larger half in LH—(RM;,) that are not covered by any codeword in RM.

Let

E" ={ecF":w(e) =1},
E'(c)={ec€E":enc=0}, forceRM,.

Then, the second subset can be represented as X, \ Y, where

X ={v+e:ve LH (c) withce RM},,e € E"(c)},
Y,, ={u e X, :uC cfor some c e RM} }.

From the above discussion, we have

2m—1

Besa (M) = 227 = 1) )+ X\ Yo 5)

2m=241

For X, and Y,,,, we define the corresponding multisets f(m and \?m. That is, f(m
is a multiset of vectors obtained by adding a weight-one vector e to larger halves
v € LH (c) satisfying ¢ N e = 0 for each ¢ € RM,,. The set Y, is a multiset of

vectors in X,, that are covered by some codeword in RM,. Then we have

. 2m—l 1
X, | = |RMZ | - .gm~—1
Kol = RN - (50 )

2m—1
__om—1/0om
ey (20),

since the number of larger halves of each codeword is (3::;:}) from ([I)—@).

(6)
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We will evaluate |X,, \\fm\ by using X,,, and Y,,. First, we will show that the
multiplicity of vectors in X,;, \ Y,, is not greater than 2 by using the following
lemma.

Lemma 2. Let ¢q,co,c3 be distinct codewords in RM,. Then it holds that

2m—2’ if01+62+03 = ]_7
w(epNexNes) =< 0, if ¢; +¢; =1 for some i,j with 1 <i # j <3,
2m=3  otherwise.

Proof. The statement follows from the fact that w(eq + ¢2 + ¢3) = w(er) +
w(ez) +w(es) —2(w(er Nes) +w(ea Nes) +w(er Nes)) +4w(ep Nea Nes) and
Lemma [T O

From the lemma, we see that w(c; Neg N e3z) = 2772 if and only if ¢1, ¢z, €3, 1
are linearly independent, that is, ajc1 + ascs + ases + a4l = 0 yields a1 = as =
a3 = a4 = 0.

Lemma 3. The multiplicity of any vector in Xom \?m 1s less than or equal to 2
form >5.

Proof. Let c1, ¢a, c3 be distinct codewords in RM,. For 1 < i < 3, suppose
there exist v;, €;, u such that v; € LH ™ (¢;), e; € E*(¢;), u = v; + e;, and there
exists no ¢4 € RM}, satisfying u C ¢4. First note that ¢, ¢z, €3, and 1 must be
linearly independent for existing the above v;, e;, u for 1 < i < 3 for m > 4.
If vy = vg, then v1 = c¢1Ne; C1+c¢+c2 and e;p = ex C 1+ ¢1 + e,
and thus v1 + e; € 1+ ¢ + ¢o, leading to the contradiction. Therefore vy,
vy, v3 are distinct, and so are e, ez, e3. Then w(v; Ny Nw3) = 2m72 — 2,
and thus w(e; Nex Neg) > w(vy Nwe Nwz) = 2m72 — 2. On the other hand,
w(e; Neg Neg) = 2™73 from Lemma Bl Thus we have 2773 > 2m~2 — 2. The
contradiction arises when m > 5. O

Thus, the size of X,,, \ Y,,, is represented as follows.
o\ Vol = (Ko = [F00 = ] )
where Zm is the multiset defined as
Zm ={v€X,, :v ¢ cfor any ¢ € RM},, the multiplicity of v is 2}.
We will determine |Y,,| and |Z,,|. The next lemma is useful to evaluate [Y,,|.

Lemma 4. Let ¢i,c2 € RM),. Then

1. there exist v € LH™ (¢1), e € E™(¢c1) such that v + e C ¢y if and only if

c1 #ca2 and l(Cl) S S(CQ); (8)
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2. if () holds,

{(v,e):ve LH (c1),e € E"(¢c1),v+ e C ¢}
={(c1Necg,e): e cE" S(e) C S(e2) \ S(er)}. (9)

Proof. (First part) The only if part is obvious. We prove the if part. Let v =
c1 Ney. Since ¢; # ¢z and ¢; + ¢ # 1 from ({), we have w(v) = 2™~ 2 from
Lemma [Il We have [(v) = l(¢1) from I(c1) € S(e2). Thus v € LH(¢1). Clearly,
we can take e € E"(¢q) such that v + e C cs.

(Second part) The D part is obvious, so we show the C part. Since v C ¢;
and v C ey, it holds w(e; Ney) > w(v) = 272, On the other hand, w(c; N
c2) = 2™~ 2. Therefore we have v = ¢1 N co. It immediately follows that S(e) C
S(ea)\ S(er) fromeyNe=0and v+ e C cs. |

From Lemmal v + e € X,, is covered by every ¢, € RM?, satisfying (§). The
number of codewords ¢y satisfying () is |RM,,|/2 — 2 = 2™ — 2. There are
|S(e2) \ S(e1)| =2m~2 choices of e from (). Thus we have

Yin| = RMy,| - (2™ —2) - 2772
=2m(2m™ —1)(2™ "t —1). (10)

The following lemma is useful to derive |Z,,|.

Lemma 5. Let u € X, of multiplicity 2. That is, u is represented as u =
V1 +e; = vy + ey where v; € LH_(CZ‘), C; € RM:T, e, € E"(cz) fO’f’i =1,2, and
C1 75 Ca. Then,

1. form >3, ¢c1+co #1,
2. for m > 5, there exists cg € RM; such that w C c3 if and only if e; = es.

Proof. The first part holds, since v; + e; = v2 + ez cannot hold for m > 3 if
c1 + co = 1. Now we prove the second part.

(Only if part) We have ¢; # ¢3 from v1 +e; € ¢1 and v1 + e; C c3. Since
v1 C ¢1, and v; C ¢3, we have v; = ¢ N ¢3. Equivalently, vo = ¢2 N ¢3. Then
v1 NYy = ¢ N ey Nes, and hence w(vy Nwa) = w(er N ez N es). Since ¢4, ¢,
c3 are distinct, w(e; Neg N e3) is either 2m72, 2m73 or 0. On the other hand,
w(vy Nwg) is 272 if v = vy, and is 22 — 2 otherwise, since v, +e; = vy +es.
Therefore w(v; Nvg) = 2™~2 for m > 5, since 2™~ 3 # 2m~2 — 2. Hence v = va,
and thus e; = es.

(If part) Since e; = e2 and ¢ # ¢, we have v1 =v2 =c¢1Nea C 1+ ¢ + co.
Since e; Ncy = exsNey = e Neg = 0, we have e C 1+ ¢1 + ¢2. By taking
c3 =1+ c + co, we have u = v1 + €1 C cs. O

From Lemma [ for each ¢; € RM?,, |Z,,| is obtained by counting all patterns
in {vy +ey:v; € LH (c1),e1 € E"(e1)} such that v1 + e; = vo + ey for some
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V9, €3 With vy € LH_(c2)7CQ € RM:n \ {Cl},eg S ]En(CQ) and e; 75 es. We will
count such v, + e; for each ¢; € RM;, .

We introduce some notations. Let S,, = {l(c) : ¢ € RM,,}. From the defini-
tion of RM,,, Sy, = {s1, $2,..., 8k}, where

], fori=1,
ST 27241, for2<i<k=m+ L

Also define
Cn(si) ={c€RM;, :l(c) = s;}.

Then, we have

2m —1, for i=1,
|Crn(8:)] = {2m+1i’ for 2<i<m+1. (11)

Now we are ready to evaluate \Zm| There are three cases to be considered.

1. When I(c;) = I(c2); we choose w such that w C ¢; N ez, w(w) = 2m"2 — 1,
and [(w) = l(c1Nez). We choose ez so that S(ez) C S(e1)\S(cz), and choose
e1 so that S(e1) C S(ez)\ S(eq). Then letting v1 = w+es and vo = w+e;
gives vectors as v; + e; = v + es. There are (2m72 — 1) -2m~2.2m~2 guch
v + er.

For each codeword ¢; in Cy,(s;), there are |Cp,(s;)] — 1 codewords ¢z in
RM;, satisfying I(c1) = I(c2).

2. When I(c1) > I(c2); since v1 € LH™ (¢1) and ve € LH ™ (c2), the I(cz)-th

bit of e is one.

(a) If the i(c1)-th bit of ¢ is one; we choose w such that w C ¢1Neg, w(w) =
2m=2 — 1, and l(w) = l(e1 N c2). We choose ez so that S(ez) C S(ep) \
S(cz2). Then letting v1 = w + ez and vo = w + e; gives vectors as
v) + e; = vy + e. There are (272 — 1) - 2™~ 2 such v; + e;.

For each codeword e¢; in Cp(s;) with ¢ > 2 there are
((Zj<i |Ch (85)] + 1) /2 — 1) codewords ¢2 in RM}, satisfying l(c1) €
S(CQ).

(b) If the I(cy)-th bit of ¢y is zero; then es must be the vector having one
in the I(e1)-th bit. We choose w such that w C ¢; N ez and w(w) =
2m=2 _ 1. Then letting v; = w + e» and vy = w + e; gives vectors as
v1 + e; = vy + ey. There are 2™~ 2 such v; + e;.

For each codeword e¢; in Cp(s;) with ¢ > 2 there are

((Zjd |Crm(s5)] + 1) /2 — 1) codewords ¢z in RM, satisfying l(¢1) ¢
S(e2) and ¢1 + ¢ # 1.

3. When I(c1) < I(c2); the number of vectors we should count is equal to that
for the second case.
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From the above analysis, we have

m—+1
Zunl = 3 1Cm(s)(|Crs)] = 1) - (2772 = 1) (272
i=1
m—+1

i—1
1
+2 Cn(si Con(s)+1] - =1 (@7 2-1)2m2
;I (54)] ;I (7)1 9 ( )

m—+1

1—1
1
+2 Cn(si Cn(s)|+1]-_—=1].2m2
;I (54)] ;I (7)1 9

= 92m=3 (2:> (12)

From (@), @), (@), (1), and ([IZ), we can determine the number of uncor-
rectable errors of weight 22 + 1 for RM,,,.

Theorem 1. For m > 5,

2m—1 om
1 _ m m—3 m—2
|Ednoyy (RM,,)| = 427 — 1)(2™ % + 1)(2m2 . 1) — +3)< ; )

The number of correctable errors of weight 2m~2 + 1, \Egm_2+1(RMm)|, is ob-
tained from the equation,

2m
B st (R 4 By (R = (5,7 ).

On the number of Boolean functions with m variables of nonlinearity 2m~2+1,
we have Corollary [T

Corollary 1. For m > 5, the number of Boolean functions with m variables of

nonlinearity 2™~2 + 1 is equal to 2m+1\Egm_2+1(RMm)|, which is

om 2m—1 om

gmtl —42m —-1)(2m 3 +1 4m=2 43 .
(<2m2+1> ( A + )(2m2+1) + +3) 3

The results of the calculation of |Ej,, » ; (RMy,)| and |Ej,. »; (RM,,)| for 5 <

m < 9 are listed in Table[ll These expressions can be approximated by Stirling’s
approximation, n! ~ v/27n(n/e)". Thereby,

-1

3 16 \*"
0 ~
|E2m_2+1(RMm)| ~ \/2m—3ﬂ- (3\/3> ’

2m m—
B (B 7 @7
The ratio, |E21m,2+1(RMm)\/|Egm,2+1(RMm)|, approaches zero as m increases.
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Table 1. The number of correctable/uncorrectable errors of weight 2m=2 1 1 for RM,,

correctable uncorrectable
m n k |E3m—2+1(RMM)| ‘E;m—2+1(RMM)|
5 32 6 21,288,320 6,760,480
6 64 7 1.378 x 10%° 1.283 x 102
7 128 8 4.299 x 103° 1.535 x 10%2
8 256 9 5.625 x 106? 7.938 x 10
9 512 10  1.329 x 10** 7.605 x 108°

4 Conclusion

In this paper, we have determined the number of correctable /uncorrectable errors
of weight half the minimum distance plus one for the first-order Reed-Muller
codes. We mainly use the notion of larger halves to derive this result.

Future work includes deriving the number of correctable errors of weight >
2m=2 1 2 for RM,,, using the larger half technique and applying the technique to
other codes, for example, the second-order Reed-Muller codes and BCH codes.
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Abstract. In this paper, we propose a new method for fault tolerant
computation over GF (2'“) for use in public key cryptosystems. In par-
ticular, we are concerned with the active side channel attacks, i.e., fault
attacks. We define a larger ring in which new computation is performed
with encoded elements while arithmetic structure is preserved. Com-
putation is decomposed into parallel, mutually independent, identical
channels, so that fault effects do not spread to the other channels. By
assuming certain fault models, our proposed model provides protection
against their error propagation. Also, we provide an analysis of the error
detection and correction capabilities of our proposed model.

1 Introduction and Motivation

The arithmetic structure of finite fields is utilized in public key cryptography
(smart card technology, e-commerce, and internet security), as well as in coding
theory (error-free communications and data storage). Public key cryptographic
applications rely on computation in very large finite fields (with more than 2169
elements for Elliptic Curve Cryptography, and more than 2'°?4 elements for
RSA). Unfortunately, a single fault in computation can yield an erroneous out-
put, which can then be used by an adversary to break cryptosystem—we describe
the details below. Since we require high reliability and robustness, fault tolerant
finite field computation in the public key cryptosystems is crucial. Security of
cryptosystems does not only depend on the mathematical properties; an adver-
sary can attack the implementation rather than algorithmic specification. In this
paper we are concerned with protecting finite field computation against active
side channel attacks, i.e., fault attacks, where an adversary induces faults into a
device, while it executes the correct program. After outlining the fault model, and
discussing a specific example of how fault-inducing attacks can be catastrophic
for public key cryptosystems, we make use of well-known error correcting codes
in order to provide countermeasures to some fault-inducing attacks.

1.1 Security of Public Key Cryptosystems

To quantify the security of public key cryptosystems, the concept of computa-
tional security is widely used. Here, an adversary is assumed to have limited
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computation time and memory available (polynomial in the input parameters)
and the security of the cryptosystem is based on the fact that the problem of
breaking the system is reducible to solving a problem that is strongly believed
to be computationally hard, such as factoring a product of two large random
primes and taking discrete logarithms in a large finite field. As a rule, one as-
sumes that an adversary always has access to all data being transmitted by two
communicating parties and exact knowledge of every aspect of the used cryp-
tographic scheme, except for the secret key—this is referred to as the Kerchoffs’
Principle. Moreover an adversary can request encryptions of polynomially many
(in the size of the input parameters) chosen messages to achieve his objective.
This scenario is usually referred to as a black-box assumption, since it allows
purely theoretical proofs on paper. However, cryptosystems are used in the real
world where cryptographic protocols are implemented in software or hardware,
obeying laws of physics. The circuits used leak information, e.g., power and tim-
ing information, over side channels. Thus, one has a gray box, where an adversary
has access to several side-channels.

2 Fault Models and Fault Attacks

2.1 Fault Models

Since smartcards are in exposed conditions and receive their power and clock
signals from the smartcard reader, they can be subjected to physical attacks by
using X-rays, heat/infrared radiation, power spikes, optical energy, etc. We refer
the reader to the CHES proceedings (in the Springer LNCS series) for many
papers illustrating such attacks. Our discussion of the fault models is broadly
based on [9]. The crucial point is how to model the faults which result from such
physical attacks. As a list of possibilities include:

— The attacker’s control of the location of the fault (hardware memory cell, or
software instruction) can be strong, weak, or nonexistent.

The attacker’s control of the timing of the fault can be precise, within an
interval, or nonexistent.

The type of fault can be, e.g., random, bit-flip, or stuck-at.

— The fault duration may be permanent or transient.

We now discuss some of these in more detail. Note that any fault induced
in a variable x can be described by means of an additive error term z — x’ =
x + e(z) but the error term e(x) can itself take on quite different characteristics,
depending on the type of the fault:

Stuck-at Faults. Let b be an arbitrary bit stored in memory. Assume that b is
modified by a stuck-at fault. Then b — b’ = ¢, where the constant ¢ = 1 or ¢ = 0.
The value of the affected bit is not changed any more, even if a variable z, which
uses these bits, is overwritten. Clearly stuck-at faults will have a noticeable effect
only if the variable is overwritten at some point.
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Bitflip Faults. Let b be an arbitrary bit stored in memory. Assume that b
is modified by a bitflip fault. Then b — b = b+ 1 (mod 2). The effect may
be transient, permanent or destructive. A bitflip fault is easy to visualize, and
always results in a fault on a variable using the bit which is faulty.

Random Faults. Let b be an arbitrary bit stored in memory. Assume that b is
modified by a random fault. Then b +— b where b’ is a random variable taking
on the values 0 or 1. The effect may be transient, permanent or destructive.
Since several physical methods of fault induction are difficult to control precisely,
random faults are considered to be the most realistic fault type. The random
variable which models the fault may be uniform or non-uniform.

Note that the above faults can be considered for an arbitrary but unknown
set of bits B, where assumptions about how the adversary controls the choice
of B can also model different attack scenarios, but we do not proceed further in
this direction due to space constraints.

2.2 An Attack on ElGamal Signatures

To generate a public/private key pair in this scheme, one first chooses a prime
p and two integers g,z such that both are in Z,, and g is a generator of Zy.
The private key is 2 while the public key is (y, g, p) where y = ¢g* (mod p). The
following attack is from [I].

To generate a signature on a message m the signer picks a random k with
ged(k,p — 1) =1, and computes

w = ¢g* (mod p) and s=(m—zw)/k (mod (p—1)).

The signature is the pair (w, s) and to verify the signature, the verifier confirms
that
yYw® = g™ (mod p).

If a fault leads to a change in bit x; of x by a bit-flip during the process of
signing a message, a corrupted version x’ of z will result and we will have the
outputs.

w = ¢* (mod p) and s = (m—2'w)/k (mod (p—1)).
Using w, s’, m and the signer’s public key (y, p, g) the attacker can now compute
T =y"w* (mod p) = g™g"*~*") (mod p).
Let R; = ¢*2' (mod p) for i = 0,1,...,t — 1 where ¢ is the bitlength of z. Then
TR; =¢g™ (mod p), if z; =0,

(since z; = 0 implies that x — 2’ = —2%) and

TR;lzgm (mod p), if ; =1,
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(since x; = 1 implies that z — 2’ = 27). The attacker can compute (TR;, TR; ")
fori =0,1,...,t—1 and checks to see if either equals ¢" (mod p) and if a match
is found then one bit of = is found.

By using the fault tolerant computation technique—applied to multiplying field
elements x',w defined above—discussed later on in this paper, it is possible to
detect the fault which leads to the attack described above, which could be used
to alert a higher level monitoring system that something has gone wrong in the
signature computation.

In related work, [6] presents fault-tolerant computation over the integers based
on the modulus replication residue number system, which allows modular arith-
metic computations over identical channels. [T1] presents multipliers for fields
GF(2%) whose operations are resistant to errors caused by certain faults. They
can correct single errors caused by one, or more faults in the multiplier circuits.
[5] introduces scaled embedding for Fault-Tolerant Public Key Cryptography
based on arithmetic codes and binary cyclic codes in order to achieve robust
fault tolerant arithmetic in the finite field.

3 Finite Field Encoding

We want to protect computation over the field GF(2*), which can be represented
as the set of polynomials modulo a primitive polynomial f(z), deg(f(z)) = k,
ie., GF(2)[z]/ < f(x) >={ao+...+ar_12""]a; € GF(2)}, and where f(a) =
0, so that GF(2%) = {0,1,0,02,...,02 =2}, The inputs to the computation
are elements from the field GF(2F) represented as a polynomials. The input
polynomials g; from GF(2)[x]/ < f(x) > are evaluated at the minimum required
number of distinct elements from the set 7' = {a;|a; € GF(2F)} such that there
are enough values to represent the polynomial resulting from the computation.
Evaluating input polynomials g; € GF(2)[z]/ < f(z) > at distinct elements
aj € T is same as taking remainder modulo z — «;. Let n be the expected
degree of the output, which is not reduced modulo f(z). Then, there exists a
mapping ¢

¢: GF(2)[z]/ < f(z) >—= GF(2")[z]/ < z—ap > x ... xGF(2")[z]/ < z—an >,
f

such that each input polynomial ¢;(z) € GF(2)[z]/ < f(x) > is evaluated at
n + 1 distinct elements from the set T = {aj|a; € GF(2¥)}, ie.,

gi(x) < (g9i(ao), gi(a1),. .., gi(an)), (1)

where, g;(a;) € GF(2%) (or equivalently g;(a;) € GF(2)*) are evaluations of the
input polynomials g; € GF(2)[z]/ < f(x) > at distinct elements from the set
T. Equivalently, g; (oj) is remainder of g;(x) on division by linear polynomial
(x — a), Le., gi(z) = gi (aj) mod (z — ).
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3.1 Computation in the Larger Ring

The computation of the finite field GF(2%) will be performed with encoded
operands (as in () in the direct product ring:

R=GF(2"[z]/ <2z —ap> x...x GF(2")[z]/ <z — o, >= GF(2F)"1, (2)

while preserving arithmetic structure. Note that R = GF(2¥)[z]/ < m(x) >,
where m(z) = [}, (x—ay), such that deg (m (z)) = 1+maxz {deg (g(x) * h(x))},
where g(z), h(z) € GF(2)[z]/ < f(x) > are input polynomials, and * is an oper-
ation (addition or multiplication) in the GF(2¥) without modulo f(z) reduction.
By the well-known Lagrange Interpolation Theorem (LIT), interpolating n + 1
output components 7(a;) € GF(2F) at distinct elements a; € GF(2%) will de-
termine a unique polynomial 7(z) € GF(2%)[z]/ < m(x) > of degree n.

4 Fault-Tolerant Computation

To protect computation in the finite field we add redundancy by adding more
parallel channels than the minimum required to represent the output polynomial
of a certain expected degree, i.e., see Figure [l Thus, input polynomials are
evaluated at additional distinct elements a; € GF(2F). Let n be expected degree
of the output polynomial without modulo f(z) reduction. We use a total of
¢ > n+1 evaluations so that computation now happens in the even larger direct
product ring

R =GF(2M[z]/ <z —ap > x ... x GF(2")[z]/ < & — a1 >= GF(2F)°.

9(x) h(x)
[ [

R i Voo R AL v . A v

N ECAI R ECAI N 8 ) I RO IO O N G
@ @ i
SR v 4y v S v
o ‘ S -
o I I | i

Ul gegon@y |1 T glo) o) | 1o b {9 ) 0 hleg )

Lagrange interpolation

¥ r

| Error detection and correction

¢ )

Fig. 1. Fault tolerant computation of the finite field GF(2¥) in the ring R’
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As before, let each input polynomial g;(z) be evaluated at ¢ > n + 1 distinct
elements from the set T = {a;|a; € GF(2F)}, i.e.,

gi(x) = (gi(a0), gi(r), .- -, gilan), gilans1), gi(any2), .., gi(ae—1)) € R,

where g;(ag), gi(a1),...,gi(an) are non-redundant components of i-th input
polynomial, and g;(@n11), gi(@nt2), ..., gi(ae—1) are redundant components of
i-th input polynomial. Now, let 7’ € R’ be an output vector of the computation
which is in the form

= (r(ag),r(ar),...,r(an), "(ani1), 7(na2), ... (1)) (3)

By the uniqueness of LIT, if there are no fault effects, the ¢ output components
r(a;) € GF(2F) at distinct elements will determine a unique polynomial r’(z) €
GF(2¥)[z]/ < m/(z) > of degree n with coefficients a; € GF(2), otherwise,
n < deg(r'(z)) with coefficients a; € GF(2F). This leads to:

Definition 1. The set of correct results of computation, where n is expected
degree of output polynomial of the computation without modulo f(x) reduction, is

C= {T/ () € GF (Qk) [z] ) <m'(x) > |deg (r' (x)) <n+1,a; € GF (2)}

4.1 Complexity of Interpolation and Evaluation

Input polynomials are only evaluated at the beginning, while interpolation is
performed at the end of the computation. We do modulo f(x) reduction only if
there are no errors.

Lemma 1. Computational complexity of evaluating input polynomials g; €
GF(2)[x]/ < f(x) > at ¢ > n+ 1 distinct elements from set T, where n is ex-
pected degree of the output polynomial without modulo f(x) reduction is O (ck),
since the required number of operations in GF(2F) is 2¢ (k — 1).

Proof. Let gi(z) = Y21~ a;a’ € GF(2¥), and use Horner’s rule
gi(z) = (... (ag—1x + ag—2)x + ...+ a1) & + aop.

Thus, g; can be evaluated at a single point a; € T by k — 1 addition and k — 1
multiplications. Therefore, evaluating g;(z) at ¢ > n+1 distinct elements from T’
it will require 2¢(k — 1) operations in GF(2¥). So the computational complexity
of input polynomial evaluation is O(ck). O

Lemma 2. Computational complexity of interpolating output vector v’ € R’ is
O(c?), e>n+1.

Proof. For a proof see, e.g., []. O
Theorem 1. Total computational complexity of evaluating input polynomials
gi(x) € GF(2)[z]/ < f(x) > at the beginning of computation, and interpolation
of the result of the computation at the end of computation is O(c?).

Proof. Since the computational complexity of evaluating inputs g¢; is O(ck),

where k < ¢, and complexity of interpolating the resulting vector is O(c?), then
total complexity is O(c?). ]
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5 Error Detection and Correction

There is one processor per independent channel, i.e., see Figure[Il Let us assume
that we have ¢ processors, where processor ¢ computes i-th polynomial evaluation
and all processors perform operations over the finite field GF(2F).

We define a fault attack as any method and/or algorithm which when applied
to the attacked processor return desired effects. We assume that a fault attack
induces faults into processors by some physical set up, exposing the processor
to a physical stress (x-rays, heat/infrared radiation, power spikes, clock glitches,
etc.) An adversary can run the attack several times while inducing faults into
structural elements of an attacked processor, till the desired effect occur. As a
reaction, the attacked processor malfunctions, i.e., memory cells change their
voltage, bus lines transmit different signals, or structural elements are damaged.
The processor is now faulty, i.e., it does not compute the correct output given
its input. We identify memory cells with their values, and we say that faults are
induced into variables, or bits.

We are concerned with the effect of a fault as it manifests itself in a modified
data, or a modified program execution. Therefore, we consider the following
fault models (inspired by [9], see also Section 2 for more general background on
modeling):

Random Fault Model (RFM) 2. Assume that an adversary does not know
much about his induced faults to know its effect, but he knows the affected poly-
nomial evaluation. Therefore, we assume that affected polynomial evaluation
f(a;) € GF(2%) is changed to some random value from the finite field GF(2F),
assumed to be uniformly distributed in that field.

Arbitrary Fault Model (AFM) 3. Assume that an adversary can target spe-
cific line of code, targeting specific channel, but without knowing the effects of
the fault. This is modelled as the addition of an arbitrary and unknown element
e; tor;.

Since, computation is decomposed into parallel, mutually independent channels,
adversary can use either RF'M , or AFM on each channel. Assume that at most
c—n—1 channels have faults. Let 7’ € R’ be computed vector with ¢ components
as in (@), where e; € GF(2") is the error at j -th position; then the computed
component at the j-th positions is

r; =r(a;) + ej, (4)
and each processor will have as an output component

oo rleg) ey g e i
/ r(ay), else.

Here, we have assumed that the set of error positions are {ji,...,j}, i.e., €; is
the effect of the fault in the channel j;. By LIT, the computed vector ' € R’



Fault-Tolerant Finite Field Computation in the Public Key Cryptosystems 127

with corresponding set of ¢ distinct elements a; € GF(2F) gives as a output
unique polynomial r'(x) € GF(2%)[z]/ < m/(z) >,

AOEND DR | B
7 J

0<i<e—1  0<j<c—1,i#j

Tr — Q4
=@+ e [ T =@ e, ©)
1<I<t  0<i<c—1,j#i It g

where r(z) is correct expected polynomial of degree < n with coefficients from
the ground field GF(2), and e(x) is the error polynomial which obeys the fol-
lowing;:

Theorem 4. Let effects of the fault ej, #0,...,¢e5, # 0 be any set of 1 <t <
c—n—1 elements of GF(2F), ¢ > n + 1, then deg(e(z)) > n whose coefficients
a; € GF(Qk)

Proof. We have that

> o
i I
Ji e

1<I<t  0<i<e—1j#i 7

H <x_ai)<(m—aﬁ) ' —ai)+”'

0<i<c—1 Hogigc—l,jl;éi (vjy

e()

€j

+ t
(@ —aj,) Hogigcq,jg&i (o, — ac_1)>

Since, deg (Hoszsc‘l(w)ai)) =c—1,...,deg (H(’Sis”‘l(mai)) =c—1,c¢>n+l
1270(]'1
then deg (e(x)) = ¢ —1 > n with coeflicients %k
(m_ajl) ITo<i<e—1 jlqéi(ajk- —0411)

GF(2F). O

in

Therefore, faulty processors affect the result in an additive manner. From here
on it is straightforward to appeal to standard coding theory results to show that:

Theorem 5. (i) If the number of parallel, mutually independent, identical re-
dundant channels is d+1t < c—n—1 (d > t), then up to t faulty processors can
be corrected, and up to d simultaneously detected. (ii) By adding 2t redundant
independent channels at most t faully processors can be corrected.

While it is true that arbitrarily powerful adversaries can simply create faults in
enough channels and overwhelm the system proposed here, it is part of the design
process to decide on how much security is enough, since all security (i.e. extra
channels) has a cost. We also remark that the Welch-Berlekamp algorithm is
suitable for correcting the faults induced by the attacks described in this paper.
Note that to specify the algorithm we choose a set of n + 1 indices

K ={0,1,...,n},and K ={0,...,c— 1} \ K.
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Algorithm 1. Welch-Berlekamp Decoding of the Output Vector.

Inputs: output vector of computation v = (ro,...,7n, Tnt1,-..,7c), set of ¢ distinct
points T' = {ajla; € GF(2F)}, set of indices K = {0,1,...,n}, polynomial g(z) =
HieK (x - xz)

Outputs: polynomials d(z), r'(z).

1. By Lagrange interpolation, interpolate output vector r’ in order to get polynomial
r'(x), if deg(r'(z)) < n and a; € GF(2) then STOP, else

for i € K find r’(z), where deg(r’) < n,

evaluate r'(z), at oy, | € K,

determine syndromes S; = r; — r'(:m), le K,

determine y; = g(szl”,

S ok N

solve key equation d(xz;)y; = r'(z1).

6 Conclusions and Current Work

We have described fault attacks on cryptosystems and proposed a means of pro-
tecting computation of the finite field GF(2*) against side-channel attacks, by
decomposing computation over parallel, independent, identical channels. This
offers a great advantage, since computations are mutually independent (fault
effects do not spread to the other channels), and they are performed over the
same field. Fault-tolerant computation is obtained by the use of redundancy. By
adding d +t, d > t redundant channels we can correct up to ¢ faulty processors,
and simultaneously detect d faulty processors. Either of two proposed fault mod-
els, RFM, or AFM can be used on each channel. Our method covers random
and burst errors that can be caused by malicious fault insertion by an adversary,
or transient faults. Also, efficient error correction is possible through the use of
Welch-Berlekamp decoding algorithm. Moreover, it is part of the design process
to decide on how much security is enough, since all security (i.e. extra channels)
has a cost.

In current work, we are directly applying the method developed in this paper
to the algorithm specific computations which are used in elliptic and hyperel-
liptic curve cryptosystems. Since the group addition in such cryptosystems is
built up of a specific sequence of finite field additions and multiplications—to
which the results of this paper directly apply—this is a natural progression in our
research.
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Abstract. Finding new classes of permutation polynomials is a chal-
lenging problem. Blockhuis at al. investigated the permutation behavior
of polynomials of the form ?;01 a; X?* over Fon. In this paper, we
extend their results and propose as a new conjecture that if n = 2° then

X? is the only unitary permutation polynomial of this type.

1 Introduction

Let Far be the field of order 2™ and Fon[X] denote the ring of polynomials in
the indeterminate X with coefficients in Fan. A polynomial P € Fon[X] which
permutes Fon under evaluation is called a permutation polynomial over Fan. For
a general introduction to permutation polynomials, we refer to [Tl2]. Discovering
new classes of permutation polynomials is an old problem with applications in
cryptography, coding theory and in combinatorial designs. For instance, Patarin
introduced the HFE cryptosystem [3] based on quadratic polynomials, which are
polynomials of the form

Z 2" 4-27
am‘X , Qg S an.
0<i,j<n—1

In his paper, he raised the problem of finding quadratic permutation polynomials
and stated that it seems to be difficult to characterize them. Only few families
of such quadratic permutation polynomials are known. We can cite for example
Dobbertin’s permutation [4] over Fan

X" L X3 L X, withn o= 2m + 1.

Also families of binomials have been found recently by Budaghyan et al. [5].
Quadratic polynomials restricted to j equal to 0,

§ a; X*H ., a; € Fon,
0<i<n—1

is an interesting subclass that has been introduced by Blockhuis et al. in [6]
where they studied their permutation behavior.

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 130 2007.
© Springer-Verlag Berlin Heidelberg 2007
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The purpose of this paper is to extend their results. In Section 2 we state the
definitions and notations. We will then define in Section 3 a new class of bilinear
permutation polynomials which will lead us to a new conjecture. Finally, in
Section 4, we discuss some related problems and give arguments supporting our
conjecture.

2 Preliminaries

For most cryptographic purposes, compositions with a linear application will not
change the properties of the function. We will therefore define linear equivalence.
First, let us recall the shape of polynomials corresponding to linear applications,
that is linearized polynomials.

Definition 1. A linearized polynomial P € Fan[X] is a polynomial of the shape

n—1
P(X)=> " a;X* with a; € Fan.
=0

Let L(n) be the set of all such polynomials.

We will consider equivalence classes under the action of bijective linearized poly-
nomials.

Definition 2. Two polynomials P and Q in Fan[X] are linearly equivalent if
there exists Ly and Lo linearized permutation polynomials in L(n) such that

L1OPOL2:Q.

We will now present the class of polynomials which we will study. According to
the work of Blockhuis et al., we will focus on a subclass of quadratic polynomials.

Definition 3. A bilinear polynomial P € Fon[X] is a polynomial of the shape
P(X) = L1(X)La(X) with L1, Ly € L(n).

Moreover, as we are only interested in equivalence classes, we can extract an
even smaller family.

Proposition 1 (cf. [6]). Fvery P € Fon[X] bilinear permutation is linearly
equivalent to a polynomial X L(X) with L € L(n).

Proof. To be a permutation, P(X) = L1(X)Ly(X) must have only 0 as a root.
Therefore Ly and Ly , as they are linearized polynomials, must be permutations
and thus invertibles.

Composing P with L;l which is also linearized, we obtain an equivalent

polynomial Po L7 (X) = XL(X) with L = Lyo L7 ". O
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This allows us to restrict ourselves to study only the permutation behavior of
polynomials of the shape

XL(X)= > aX?* with a; € Fn.
0<i<n—1

In the following, B(n) will denote the set of such polynomials.
Notice that all the terms of those polynomials are quadratic, except possibly
a term of linear degree 2.

3 Permutations Amongst B(n)

At the time being, only few permutations amongst B(n) are known. The only
study of this class of polynomials is found in the article of Blokhuis et al. [6] and
we will recall their results.

Theorem 1 (cf. [6]). Let k and n be any integer and set d = Ged(n, k). The
following three classes define permutations amongst B(n):

(i) X241 where n/d is odd.
(i) X2+ 4 aX2 " where n/d is odd and a®"—D/(2'=1) £ 1,
(iii) X2+ 4 (aX)2 1 +aX?  where n = 3k and a2" D/ =1 £ 1,

Moreover, (ii) and (iii) are linearly equivalent to (i).

All those classes are linearly equivalent to a monomial and the proof gives ex-
plicitly Ly and Ly such that

LioXL(X)oLy=X2"*" mod X" + X.

Blokhuis et al. also introduced a last family of bilinear permutation using the
trace function.

Definition 4. Recall the notation for the field trace:

k—1
it
Tr?(X) = Tr]FZkz /Fae (X) = Z X?
=0

Theorem 2. Let k be odd and ¢ be any positive integer. Set n = kf and
a € Foe \ Fo. Then the following polynomial is a bilinear permutation over Fon.

(i) X (Tréf(X) + aX).

We will now give an extension to their results, constructing recursively new
bilinear permutation polynomials.

Theorem 3 (a new class). Let k be odd and ¢ be any positive integer. Set
n = kl, a € Foe a non zero element of the subfield and L € L({) a linearized
polynomial over Foe such that X L(X) € B(¢) is a bilinear permutation over Fye.
Then the following polynomial is a bilinear permutation over Fon.
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() X (L(Tr’;(X)) +aTeh(X) + ax) .

Proof. The case (iv) is deduced from (v), with L(X) = X, by applying the
following transformation:

X (Tr;f(X) +aX) = (a+1)X (Tr’g(X) + ailTr;f(X) + ai 1X> .

Let’s now prove (v).
Let P(X) = X (L(Tr?(X)) +aTrh(X) + aX)) € Fan[X] with Q(X) = XL(X)
in B(¢) a permutation over Fye. For all z € Fan,

Te (P(x)) = Trj () Try (L(Try (2)))-

Moreover, as k is odd, L(Trf(z)) which lies in Fye is equal to its trace. We thus
obtain

Tr (P(x)) = Q(Trg (x)).
Let x and y be such that P(x) = P(y). We have in particular
Q(Trj () = Q(Trg (y)),

and since ) permutes Fye,
Tr? (z) = Tri?(y).

Let t denote this trace.

P(z) = P(y) & z(L(t) + at + ax) = y(L(t) + at + ay)
Sale+y)(a 'LEt)+t+z+y) =0
This implies that  +y = a 'L(t) + t or  +y = 0 which in both cases gives
Tz +y e Fo.

Finally, applying the trace operator, x +y = Trf (z4+y) = t+t = 0 and P(X)
is a permutation polynomial, which conclude the proof.

In order to clarify these results, we will give a few examples.

Example 1. In Fye, taking o as a primitive element, we obtain two classes of
bilinear permutations non linearly equivalent neither to monomials nor to each
other, one of type (iv) and one of type (v).

type (iv) X% + X9+ a™X? = X (Trj(X) +a?9X)
type (v) X2+ X% 4 X174+ X9 + X% = X (Tr(X)? + Try(X) + X)

Ezample 2. Starting from the type (iv) permutation polynomial in B(6)

Ps(X)= X"+ X° +aX?
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where a € Fy \ Fo and taking b € F%,; non zero, we construct the following
permutation of Fazo

Py (X) = X <P6§(X) o Trd(X) + bTr3(X) + bX)

_ X228+1 +X225+1 +X222+1 +X220+1 +X215+1 +X214+1 +X210+1 +X28+1
+X24+1 +X22+1 +(a+0) (X224+1 _|_X218+1 _|_X212+1 +X26+1) T aX2

Ezample 3. In Fais, the following polynomials are type (v) permutations.

X200 4 aX10% 4 X9 40 X% 4 X3 a € F3,
X4097 + aX1025 —|—X129 + aX33 + XE') ac ]F;,Q
X8193 + aX1025 + X257 + aX33 + X9 ac ]F;,Q
XB193 4 g X 4097 4 Y1025 4 X518 4 X129 4 g X605 4 X7 40X + X? a € F}
X16385 + aX1025 + X513 + aXSS + X17 a € ]ng

X16385 —|—aX4097 +X2049 —|—aX513 +X257 —|—aX65 +X33 -l—an +X5 a € ]Fg

Congjecture 1. The class (v) contains an infinite class of permutation polynomials
non linearly equivalent to monomials.

We can see that all the families (7) to (v) need the degree of the extension n to
have an odd factor. We also verified with an exhaustive search for n < 7 that,
up to linear equivalence, there are no other bilinear permutations. This leads us
to the two following conjectures.

Conjecture 2. Their is no other bilinear permutation than aX? in B(n) with
n = 2°.

Conjecture 3. Their is no non monomial bilinear permutation in B(p) with p
prime.

Moreover, we will give in the following section a result in the direction of Con-
jecture

4 Discussions

4.1 On Linearized Permutation

We would like to emphasize the role of linear permutations. They appear twice
in our context. First, we use them to define linear equivalences, as cryptographic
properties are mainly invariant under their action. Secondly, as stated in Propo-
sition[I], every bilinear permutation comes from a linearized permutation polyno-
mial. We can therefore deduce from Theorem[3a class of linearized permutation.

Corollary 1 (new linearized permutations). Let k be odd and ¢ be any
positive integer. Set n = kl, a € Fqe a non zero element of the subfield and
L € L(£) a linearized polynomial over Foe such that X L(X) € B({) is a bilinear
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permutation over Foe. Then the following polynomial is a linearized permutation
polynomial over Fan
L(Tef (X)) 4 aTrf (X) + aX.

It is also interesting to consider our problem as characterizing the permutation
behavior of modified linearized permutations.
Our main result treats X L(X). We will now look at L(X)/X and L(X)+aX.
The first result is a theorem from Payne [7I8]. Originally dealing with ovoids
in Desarguian planes, we can restate it as follows.

Theorem 4 (Payne). Let L(X) € L(n) be a linearized polynomial. Then

_ L0 _ iaixf’*l, a; € Fan
i=0
1s a permutation polynomial if and only if
P(z)=ao+ a; X2 !
with a; #0 and Ged(2' —1,2" — 1) = 1.
We can deduce from this theorem a nice corollary.

Corollary 2. Let L(X) € L(n) be a linearized polynomial. Then there exists
a € Fan such that L(X) + aX is a linearized permutation polynomial.

Proof. We have to consider three cases.

— If L(X) = apX then any a # ag is solution.

— If L(X) = aoX + a; X%, 0 < i < n with a; # 0, then taking a = ao we
obtain _

L(X)+aX = a; X%
which has clearly no other root than 0 and is thus bijective.

— If L(X) is not of the form apX +a;X?", then from Theorem H we know that
P(X)= L()?) is not a permutation. If we choose a € Fan \ Im(P) outside of
its image, then

LX)+ aX =X (P(X)+a)

has its kernel reduced to {0} and is therefore bijective.

4.2 The Case [Fy2n
We give here a result in the direction of Conjecture

Theorem 5. Let ng be an integer such that the only unitary bilinear permuta-
tion over Fosno is X2

Then for all n > ng, the only unitary bilinear permutation over Foan with
coefficients in Fyono is X 2.
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Proof. Suppose that it is true until n — 1, n > ng. Set t = 2"~ 1. Let

2t—1

P(X) =Y nX¥HL e BeY)
1=0

with A; € Foano be a permutation over Foz». P must in particular permute Fo:.
It follows from our hypothesis that P mod X 2 L X must be equal to X2 giving:

t—1
D A Aig) X = X2,
1=0

This allows us to write

t—1
P(X) = XH(X) with H(X) = X + Ty’ (Z AiXT) .
i=1
Note that H induces the identity over Fa:.
If P(X) # X2, there exists x € Fy2: \ Fo: such that H(z) +x = 8 # 0. We then
have

Plx+p)=P(x)+B(H(x)+z+ 6) = P(x)

proving that P is not a permutation polynomial.
The theorem follows by induction.

Corollary 3. For all n > 2, the only unitary bilinear permutation over Faan
with coefficients in Fqg is X2.

Proof. For ng = 2, we can establish the result by exhaustive search. We then
apply the previous theorem.

5 Conclusion

We described a new recursive family of quadratic permutation polynomials over

Fan. It enables us to construct easily many quadratic bilinear permutation polyno-

mials over binary fields. Due to the recursive structure, the more odd factors n have,

the more distincts permutation polynomials over Fon we will be able to construct.
On the other hand, if the degree of extension n is prime or if n = 2¢, we only

obtain monomials. We thus conjecture that there exists no others. Moreover, for

the case n = 2¢, we gave an argument supporting this conjecture.
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Abstract. We describe some constructions of orthonormal lattices in to-
tally real subfields of cyclotomic fields, obtained by endowing their ring of
integers with a trace form. We also describe constructions of quaternion
division algebras over such fields. Orthonormal lattices and quaternion
division algebras over totally real fields find use in wireless networks in
ultra wideband communication, and we describe the application.

1 Introduction

1.1 Algebraic Coding for Wireless Networks

We consider the problem of designing codes for a wireless relay network with
k + 2 nodes, each of them equipped with one antenna. Communication between
the source node and the sink node is done with the help of k relay nodes. Several
communication protocols have been proposed in the literature, and the one we
will consider [I] belongs to the family of amplify-and-forward protocols, where
each relay node just amplifies the signal it receives from the transmitter, before
forwarding it to the receiver.

This protocol [I] is composed of k phases. During phase j, the source transmits
in two steps. It sends a first signal to the jth relay and the destination. While the
relay forwards the signal to the destination, the source further sends a second
signal to the destination. This is repeated for each j, j =1,... k.

For this protocol, the code design [I6I2] consists of constructing invertible
2k x 2k codewords, defined by

C = diag(cla .. .,Ok),

where C} is a 2 X 2 matrix, j = 1,..., k, containing 4% information symbols. The
block diagonal form of C' reflects the sequential nature of the protocol. Division
algebras [T3I10] have proved useful to design such invertible codewords.
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Codewords are usually (in narrow band systems) built over the complex field,

but for ultra wideband communication, one needs to design them over the real
field. Complex code constructions based on cyclic division algebras are proposed
in [16]. In [2], examples of real codes are described for the case where the number
of relays is at most 5. In this paper, we provide systematic code constructions
for arbitrary number of relays, generalizing the approach in [2].

The general code design [2] consists of the following steps:

. Choose a totally real number field F' of degree k over @, which is cyclic,
with Galois group generated by o, and which is such that F and Q(v/5) are
linearly disjoint over Q. Let 7 : /5 — —+/5 be the generator of the Galois
group of Q(v/5)/Q. Then F(v/5) is Galois over Q with Galois group (o) x (7).
The Galois group of F(v/5)/F is hence generated by 7.

. Furthermore, choose F' such that one can find a trace lattice (M,b,) (see
Subsection [[2)) inside the ring of integers of F' that is isometric to the stan-
dard lattice ZF C R*. The orthonormal structure of M allows an efficient
encoding [2] of information symbols, as detailed in Steps [l and [l below.

. Now consider the cyclic algebra: A = (F(v/5)/F,7,7), where v is in F*,
and choose ~ such that A is a division algebra. This will give us invertible
codewords in Steps @ and B below. Note that since A is a cyclic algebra of
degree 2, it is also the quaternion algebra

A=(57). (1)

. Denote by Cy a codeword from A, that is of the form
o — Vax 0 a+ by c+dv
"\ 0 Var(y ) \etdr(v) a+br(v)

where v = 1+2\/5, a € Dy, defines the trace form b, and A\ = 2/(v/5 + 5),
chosen so that (V'A,vAv) and (/7(\),/7(\)7(v)) are orthonormal in R2.

Furthermore, if wy,...,wy is an orthonormal basis for (M,b,), then a =
k k k k

Doimi Wisi, b= 3 WiSktiy € = ) g WiSoktis d = Y ;g WiSsk+i, Where

81, ..,84) are information symbols from Q.

. We now define
C= dia‘g(g(co)a R O'k_l(co)a OO)

where o(Cy) is obtained by applying o to every entry of Cy. Furthermore

VA Vv 51
o (ww wwu)) we 0 .
vee(C)= P ( WA

0 V) MA)T(u)) 26 Nsu

where vec(C) denotes the matrix C' vectorized where the zero entries are
removed, P is a permutation matrix, G is the generator matrix of M. Effi-
cient encoding (or “shaping” [2/16]) requires the matrix that multiplies the
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information symbols vector to be orthonormal, for which it is sufficientl] that
G be orthonormal.

To implement these steps above for an arbitrary number of relay nodes k, we
thus need to find a totally real number field F' of degree k over Q that is cyclic
with generator o, and that is linearly disjoint from Q(+/5), whose ring of integers
allows the construction of an orthonormal trace lattice. Furthermore, we need
to find a v € F'* such that the algebra (F(v/5)/F,T,v) (which is the quaternion
algebra (5,7)) is a division algebra, where 7 is the map that sends v/5 to —/5.

We will discuss the cases where k is a power of 2 and a power of an odd prime
separately in Sections 2l and Bl and then combine the cases in Section [

1.2 Trace Lattices

Let F' be a totally real number field of degree k over Q, and denote by O its
ring of integers. Let 01, ..., 0 be the k embeddings of F' into R, and write Trr/q
(or Trp when the context is clear) for the trace from F to Q. We call an element
x € F totally positive if o;(x) > 0,4 =1,...,k. Let M C O be an integer
lattice, that is, a subgroup of the additive group of Op. Being a Z-submodule
of a finitely generated and free Z-module, M will also be finitely generated and
free. We will focus on those M whose rank as a free Z-module is exactly k (called
full lattices). We denote by DK} the codifferent of M, defined by

Dy} ={z € F | Trp(zM) € Z}. (2)

Definition 1. A trace lattice is an integral lattice (M,b,,), where M C Op
is a (full) integer lattice, « is some totally positive element in DX/[I, and by, :
M x M — Z is the bilinear form given by bs(x,y) = Trr(axy). We refer to by,
as a trace form on M. We say that the trace lattice (M,b,) is orthonormal if
there exists a basis {w1,...,wk} such that by (w;, wj) = bi 5, tn which case we say
that the basis above is orthonormal.

If {w1,...,wi} is a Z-basis of M, then the trace lattice (M, b,) can be embedded
isometrically in R¥ endowed with its standard bilinear form ( , ) (the “dot
product”) by the map w; — f(w;) = (\/alal(wi), Voo (wi), ..., \/akak(wi)),
where a; = 0j(e), j =1,...,k (note that « is totally positive). We may collect
the f(w;) into a matrix known as the generator matrix of M, given by

\/a10'1((.d1) \/OZQG'Q((Ul) e \/akok(w1)
G = : : . : : 3)
Vaioy(wr) Jagoa(wr) - .. ook (wr)
One easily verifies that GGT = {Trp(awiwj)}f)jzl, reflecting the fact that

bo(wi,wj) = (f(wi), f(w;)). The basis {wq,...,wi} is an orthonormal basis if
and only if GG” is the identity matrix.

! 5 should also be such that |y|* = 1, which here prevents A to be a division algebra.
This can be overcome, we refer the reader to [2 III.A.] for this discussion.
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2 Totally Real Fields of Degree a Power of 2

Consider the cyclotomic field L = Q(w), where w is the primitive 2"-th root of
unity e27/" for a positive integer n > 3. We write 6 for the element w + w™!,
so that the maximal totally real subfield of L is given by K = Q(6). Note that
[L:Q]=2""1and [K : Q] =2"2. Let k = 2" 2. We will work with the field K
in this section. We will first construct an orthonormal lattice in Ok, and then a
suitable quaternion division algebra with center K.

2.1 Og as an Orthonormal Lattice

We show here that O is an orthonormal lattice with respect to a suitable trace
form. We have constructed this lattice after studying the k = 2 case presented
in [2]. The existence of this lattice was sketched independently by Eva Bayer-
Fluckiger and Gabriele Nebe in [5, Prop. 4.3]. We provide expanded proofs and
some combinatorial remarks.

Note that O = Z[0] (see [9, Exer. 35, Chap. 2] for instance). We write 6;
(j = 0,1,...,) for the element w’/ + w™7; in particular, §; = 6 and 6, = 2.
Expanding each power 6° binomially and collecting terms we find

[s/2]
Z (‘;)GS,Qj if s is odd,
0 =9 Lo (4)
3 (;)93_2]' + (5;2) if s is even.
=0

Tt is easy to see that the relations @) can inductively be inverted to write 6
as a Z-linear combination of 8°. It follows that 1, 81 = 6, 6s,..., 0x_1 is also a
Z-basis for Ok.

We start by proving a property of the trace of the elements of the form 6;.

Lemma 1. For 1 < j < 2k,

Triq(6;) =0 (®)

and for 1 <i,j <k—1

0 fi#]

Trrcq(0:8;) = {zk i (6)

Proof. First consider the case where j is odd. Since w raised to any odd power is
also a primitive 2"-th root of unity, w/ has minimal polynomial 2* 41 over Q(z),
and consequently, w’ has trace zero from L to Q(z). The same reasoning holds
for w™7 = (w™1)7 since w™! is also a primitive 2"-th root of unity. It follows that
Tr /g (0;) = 0. Since Trgq(0;) = Trr /g (05), our result is proved when j is
odd. (Notice that these arguments for odd j hold even if j > 2k.)

When j is even, we first assume that j < k. (This case is vacuous if n = 3.)
If j = 2m, we write 2m as 2°a for some e > 1 and odd integer a. Then «w’ is a



142 B.A. Sethuraman and F. Oggier

primitive 2"~ ¢-root of unity, and [L : Q(w?)] = 2¢. Since, by assumption, e < n—
2, Q(w?) strictly contains Q(z). Now, Tr, jq() (w?) = Trgwi)/om TrL /i) (W) =
2°Trq(wiy/q) (w?). Just as in the previous paragraph, Trgwi g (w?) is zero
since the minimal polynomial of w’ is 22" L. Since similar arguments hold
for w7, we find Trp, g, (0;) = Tri,q(0;) = 0.

Now assume k < j < 2k. Note that w* = 2 and w™* = —s. Thus, when
Jj=k, Trp 90 (0;) = Trg/g(0;) =2 —1=0. For j >k, w? = wi™* and by the
considerations of the previous paragraph, TrL/Q(Z)(wj) = 1Trz 0 (wi=k) = 0.
Similarly, Trz, /@) (w™) = 0, so once again, Try g(,)(0;) = Trg,g(0;) = 0.

For the second assertion, note that 6;0; = 6;; 4+ 0;_;, where we can assume
without loss of generality that j — ¢ > 0. The result immediately follows from
the calculations of Trg /() above, noting that i + j < 2k, and 6 = 2.

Corollary 1. For all x in O = 7Z[0], the expression Trr;q(1/k —0/2k)x takes
values in 7.

Proof. Since trace is Z-bilinear, this assertion can be checked for x coming from
the basis 1, #; = 0, 05, ..., Or_1. For such x the assertion is immediate from
Lemma [T above.

Write « for 1/k — 6/2k. Any element o € Gal(K/Q) sends 6 to 6, for some
odd r, so 0(#)/2 is a real number strictly between 1 and —1. Hence, « is totally
positive, so as in Definition [I we have the trace form b, : Z[0] x Z[0] — Z given
by ba(2,y) = Trx o (1/k — 0/2k)zy.

We first calculate the value of this bilinear form on the basis elements 1,
01 =6, 0y, ..., 0_1. (Note that this is really [5, Prop. 4.3], except that the
authors in [5] work with the element 1/k + 0/2k.)

Lemma 2. For1<j <i<k—1, we have the formulas:

ba(1,1) =1 (7)

ity =0 ®
2 ifj=i

ba(0;,0;) =4 -1 ifj=i+1 (9)

0 ifj>i+1

Proof. The first two formulas arise from a direct application of the formulas in
Lemma [l For the third, we compute: b, (0;,0;) = Trg,o(1/k — 0/2k)0:0; =
(1/k)Trgg(0:05) — (1/2k)Trg (00;0;). Now the formulas in Lemma [I show
that (1/k)Trg/q(0:0;) is zero except when i = j, in which case it is 2. As for the
term (06,0;), note that like in the proof of Lemmalll 66,0; = 01(0;1,; +6,-;) =
9i+j+1 + 0i+j71 + ej,,;H + 9]‘71‘,1. When ¢ = j and when j > ¢ + 1, Lemma
(@ shows that (1/2k)Tr,q(00:0;) is zero. When i = j + 1 the term 6;_; | = 2
contributes —(1/2k)2k to the trace. This establishes the formula. O



Constructions of Orthonormal Lattices and Quaternion Division Algebras 143

The lemma above immediately leads to the following (see the remark in [5] at
the end of the proof of their Prop. 4.3):

Theorem 1. The vectors wg =1, w1 =1+61, wo =1+601+05, ..., wp_1 =
1461 +6:+ -+ 61 form an orthonormal basis for O with respect to the
trace form by (x,y) described above.

Proof. We prove this inductively. The assertion that b, (wg,wg) = 1 is just the
first formula in Lemma [2] above. Now assume that we have proved that the

vectors wy, ..., w; are orthonormal. First, for a given j < k and | < k, we
expand w; as 1 + 6; + --- + 6; and using the bilinearity of b,, we see that
bo(wj,0;) = 0 whenever I > j + 1, and bo(w;,60;) = —1if | = j + 1. From

this and the induction assumption, it follows that for j < i, bo(wj, wiy1) =
ba(wj7wj)+ba(wj79j+1)+- . -+ba(wj79i+1) =1-1=0. AlSO7 ba(thwiH) =
bo (Wi, w;) + 2ba(wi, 0i41) + ba(0it1,0i41) = 1 — 24+ 2 = 1. This proves the
theorem. O

To compute the generator matrix for this lattice, note that the Galois group
Gal(K/Q) is generated by the action on K of ¢ : w — w”, where r is some
generator of the multiplicative group (Z/2"~'Z)*. Thus, o(61) = 0, o(62) = 02,
o(1/k —6,/2k) =1/k — 0, /2k etc.

Some combinatorial remarks: There is a nice interplay between the two Z-bases
1,0, 6% ..., 051 (consisting of powers of ), and the basis 1, 8, = 6, 6, ...,
011, which leads to some interesting combinatorial considerations. For instance,
we can compute the codifferent of Ok in terms of the two bases, and doing so,
we are led to the Hankel transform of the binomial sequence (**): these have
been studied by various authors ([I2], [§],[15], for example) and is defined as the
sequence h,, n =1,2,---, where h,, is the determinant of the n x n matrix
0 AN (2(n—1))

)
2 n.—l 2.n . 4 n;l
( (n—l )) (n) e (227171;)
We will be exploring this connection in [I4].
In a different direction, one can check that the vectors w; described in Theorem
[ above can be defined in terms of the powers 6° by the following inductive

scheme: wg = 1, w; = Zi;lo agl)ws + 6! for | > 1, where

ol — { (D)=, %)) =26
° (-0 (25),  1=2t+1
(Indeed, this is the form in which we originally discovered our lattice. The
various expressions on the right side of the definition of the agl) above are all the
binomial coefficients of the form (;)7 starting from the middle and and working

(11)
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towards both ends, taking one alternately on each side.) Proving the orthonor-

mality of the w; directly in this form without invoking Theorem [I above leads
to the following interesting combinatorial identities:

v (o) = (17)

and, for j > 1,

i—1 ap s ..
> alVal) —a = (ff””/Q ) il s odd, (12)
s=0 ((H]f/Q) if 1 4+ j is even.

2.2 A Quaternion Division Algebra over K

We now need to build a suitable quaternion divison algebra A = (5,7) on K
(see ([@)). We will prove in this subsection the following result:

Theorem 2. The algebra A = (5,2 — 0) defined over K is a division algebra.

Proof. We need to show that 2 — @ is not a norm from K(v/5) to K. Observe
that 2 — 60 = (1 —w)(1 —w™1). It is a standard fact that there is a unique prime
ideal P in Oy, that lies over 2, that it has ramification index e = [L : Q] = 2"~
and inertial degree f = 1, and that it is generated by both 1 —w and 1 — w™!
(see for instance [9, Chap 3, Theo. 26]; note that w™! is also a primitive 2"-th
root of unity). It follows that there is a unique prime ideal lying over 2 in O,
call it P, and that POy, = P2. But P?2 = (1 —w)Or(1 —w 1O = (2 - 0)O;.
Since 2 — 6 is already in Ok, it follows that P = P2N Ok = (2-0)0Ok.

Now we consider how P extends to K (1/5). To do this, note that the prime
2 of Z stays prime in the field Q(v/5) (see [9, Chap. 3, Theo. 25] for instance.)
Call this prime of OQ(\/5) P’,so e(P'|2Z) = 1 and f(P’|2Z) = 2. Now if Q) is any
prime of Oy (/5 lying over P, then e(Q[2Z) = e(Q|P)e(P|2Z) > e(P|2Z) = k,
and f(Q[2Z) = f(Q|P")f(P'|2Z) > f(P'|2Z) = 2. Since k - 2 already equals
[K(v/5) : Q], we find that @ is the unique prime in K (v/5) lying over 2 and that
e(Q[2Z) = k and f(Q|2Z) = 2. In particular, this means that @ is the unique
prime of Ok lying over P, and that e(Q|P) =1 and f(Q|P) = 2.

Now assume that 2 — § = N(z), for some = € K(v/5), where we have written
N for the norm from K (v/5) to K. Further writing 2 = y/z for y and z in
Ok (vs)» we find N(2)(2 —0) = N(y). Assume that the ideal yOy /5 has the
factorization Q'- Q! - -- Qlr where the Q; are primes other than Q and [ and the
l; are nonnegatlve 1ntegers Assume similarly that 2O, K(V5) has the factorization
QY - (Q4)H ---(QL)%. Then the ideal N(y)Of in Ok has the factorization
p2. p/ih ---PJTZT, where the f; are the inertial degrees of the primes @;, and
P, = Q; N Ok. (This follows, for instance from [9, Chap 3, Exer. 14]; note that
we have used the fact that f(Q|P) = 2.) Similarly, N(z)Ok in Ok has the
factorization P2 . (P{)7i% ... (P.)%~4 . But then, since the ideal (2 — 0)Ok is
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just P, we find that the powers of P in the associated factorization of ideals
N(y)Og = PN(2)Ok do not match up, a contradiction. Hence, (5,2 — 6) is a
division algebra over K.

3 Totally Real Fields of Odd Degree

3.1 An Orthonormal Lattice in Ok

An example of an orthonormal lattice in totally real number fields K of degree
p an odd prime was given by Erez ([7]). It was later pointed out in [6] that Erez’
construction works, without any modification, for any odd degree k. We quote
the construction from [6] with minor changes in notation:

— Pick a (guaranteed to exist) odd prime p =1 (mod k).
27
— Set w=wp, =e » and let o denote the generator of the cyclic Galois group

Gal(Q(w)/Q).
— Find a primitive element r of the multiplicative group (Z/pZ)*.
— Form = P!, create o =[] (1 — ™).

— Find a (guaranteed to exist) A such that A(r — 1) = 1 (mod p) and let
2z =wha(l —w).
p—1 .
= Foro(w)=w", let z =3 % oIk (2).
The element x is hence in the field K, the subfield of Q(w) fixed by o, of degree
k over Q. Then the matrix G given below is unitary:

x o(x) - " 2(z) o1 (2)
o(z) o*x)-- o (x) =
G-l @ @) = o(z) |, (13)
p . .
U z) z eee oh (@) o2 (a)

Note that since k divides m as well, any element fixed by o is also fixed by
o™. Thus, K is contained in the fixed field of ¢, which is the totally real field
Q(w + w™h). K is hence totally real. Also, note that since z is integral over Q,
the element x is in Oy. The fact that this matrix above is unitary says that the
elements z, o(z), ..., c*~!(z) form an orthonormal basis for M with respect to
the trace form b, : M x M — 7Z given by b, (s,t) = Trg g(yst), where v = 1/p?
(see the matrix G in the remark following Definition [I).

Remark: For the field K = Q(w 4+ w™!), where w is a primitive p"-th root of
unity, and p is an odd prime, it would be interesting to see if, just as for p = 2
in Subsection Il there exists a suitable trace form for which Ok turns out
to be an orthonormal lattice. Such a trace form is known to exist if n = 1
[4], but this construction does not hold for n > 2. The existence of such trace
forms for general p and n is open as far as we know. For the special case of
K = Q(wg +wy '), where we have written wy for €27/?, one can check that the
vectors —(1 — )0, —0, —1 + 6 (where 6 = wg +wy ) form an orthonormal basis
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for Ok with respect to the trace form b, (z,y) = Tri(axy), where « is the
(totally positive) element (16 — 6 — 562)/9.

3.2 A Quaternion Division Algebra over K

To construct a quaternion division algebra A = (5,7) over K (as described in
(D)), it is sufficient to take a quaternion division algebra over Q and consider it
as an algebra over K: this follows from the result that if D is a division algebra
of index m over a field F and if L/F is a field extension of degree n relatively
prime to m, then D ®p L remains a division algebra ([I1, Chap. 13, §4, Prop.]).

For this, note, for example, that (5,2) is a division algebra over Q. For, if 2 is
the norm from Q(v/5) to Q of an element z = (a + bv/5)/m, where a, b, and m
are integers, then we find 2m? = a? — 5b%. If m is divisible by 5, so must a, and
then, so must b. Hence, we can repeatedly cancel 52 from both sides until m is
not divisible by 5. Now reducing mod 5 and noting m is not zero mod 5, we find
2 = (a/m)?. But this is a contradiction as 2 is not a square mod 5. Hence, we
may use (5,2) as our quaternion division algebra over K.

4 Totally Real Fields of Arbitrary Degree

Finally, to construct lattices and quaternion division algebras over totally real
number fields of arbitrary degree, we just have to combine the constructions
in the previous two sections. Given an arbitrary positive integer k > 2, write
k = 2™k’ where k' is odd. We may assume that m > 1 and k&’ > 3, else we are in
the situation of the previous sections. Write K, for the field obtained in Section
Plof degree 2™ over Q. Write M, for the lattice obtained in that same section, b,
for its bilinear form, and G, for the generator matrix that defines its isometric
embedding in R?” . Similarly, write K, for the field obtained in SectionBlof degree
k', M, for the lattice obtained in that section, b, for its bilinear form, and G,
for the generator matrix that defines its isometric embedding in R* . Then, since
the degrees of K. and K, are relatively prime, the compositum K = K K, has
degree k = 2™k’ over Q. It is totally real since both K, and K, are totally real.
(In fact, K is Galois over Q with Galois group Gal(K./Q) x Gal(K,/Q).)

If {¢;} (¢; € K.) is an orthonormal basis for M., and if {d;} (d; € K,) is
an orthonormal basis for M,, it is easy to see that the set {c;d;} is Z-linearly
independent, and hence generates a free submodule N of Ox. We have the
bilinear form b, q,, defined on the basis by

baa,(Cidy, csdi) = Trjg(aeaocidjcsdr) = T, jo(Trg )k, (Qeaocidjcsdy))
= TrKe/Q(aeCiCsTrK/Ke (Oéodjdt)) = TI‘KE/Q(O(eCiCSTI‘KO/Q(OéOdjdt))
= Trg, jolaccics) T, jo(aod;ds) = be(ci, cs)bo(dy, dy).

The basis {c;d;} is orthonormal: by, q, (cidjcsdi) = 6 j),(s,0)- Since Gal(K/Q

) =
Gal(K./Q) x Gal(K,/Q), we may write every element ¢ € Gal(K/Q) as a
product o7 of elements o € Gal(K./Q) and 7 € Gal(K,/Q). Hence, ¢p(aea,) =
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o(ae)T(ay), ¢(cid;) = o(ci)T(d;), ete. Using this, it is easy to see that the
orthonormal trace lattice (N, by, o,) embeds isometrically into R via the Kro-
necker product of the matrices G, and G,.

To obtain a quaternion division algebra over K, we simply consider the quater-
nion division algebra A obtained over K, in Section[las an algebra over K. Since
K is of odd degree over K., A®p, K remains a division algebra by ([I1, Chap.
13, §4, Prop.]).
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Abstract. New quaternary Plotkin constructions are given and are used
to obtain new families of quaternary codes. The parameters of the ob-
tained codes, such as the length, the dimension and the minimum dis-
tance are studied. Using these constructions new families of quaternary
Reed-Muller codes are built with the peculiarity that after using the
Gray map the obtained Z4-linear codes have the same parameters as the
codes in the classical binary linear Reed-Muller family.
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1 Introduction

In [13] Nechaev introduced the concept of Zy-linearity of binary codes and later
Hammons, Kumar, Calderbank, Sloane and Solé, see [7], showed that several
families of binary codes are Zs-linear. In [7] it is proved that the binary linear
Reed-Muller code RM (r,m) is Zgs-linear for r = 0,1,2,m — 1, m and is not
Zas-linear for 1 = m — 2 (m > 5). In a subsequent work, Hou, Lahtonen and
Koponen, [8] proved that RM (r,m) is not Zs-linear for 3 <r < m — 2.

In [7] the construction of Reed Muller codes, QRM(r, m), based on Z, linear
codes is introduced such that after doing modulo two we obtain the usual binary
linear Reed-Muller (RM) codes. In [2I3] such family of codes is studied and their
parameters are computed as well as the dimension of the kernel and rank. In [I5]
some kind of Plotkin construction was used to build a family of additive Reed-
Muller codes and also in [I7] the Plotkin construction was utilized to obtain
a sequence of quaternary linear Reed-Muller like codes. In both last quoted
constructions, images of the obtained codes under the Gray map are binary
codes with the same parameters as the classical binary linear RM codes.

Moreover, on the other hand, in [9JI0] all the non-equivalent Z4-linear ex-
tended 1-perfect codes and their duals, the Z4-linear Hadamard codes, are clas-
sified. It is a natural question to ask if there exist families of quaternary linear
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codes such that, after the Gray map, the corresponding Z4-linear codes have
the same parameters as the well known family of binary linear RM codes. In
this new families, like in the usual RM(r,m) family, the code with parame-
ters (r,m) = (1, m) should be a Hadamard code and the code with parameters
(r,m) = (m — 2,m) should be an extended 1-perfect code.

It is well known that an easy way to built the RM family of codes is by using
the Plotkin construction (see [I2]). So, it seems a good matter of study to try
to generalize the Plotkin construction to the quaternary codes and try to obtain
new families of codes which contain the above mentioned Z4-linear Hadamard
codes and Zg4-linear extended 1-perfect codes and fulfil the same properties (from
a parameters point of view) than the binary RM family.

The present paper is organized as follows. In Section 2] we introduce the con-
cept of quaternary code and give some constructions that could be seen as quater-
nary generalizations of the well known binary Plotkin construction. In Section[3]
we construct several families of Zs-linear RM codes and prove that they have
similar parameters as the classical RM codes but they are not linear. Finally, in
Section M we give some conclusions and further research in the same topic. The
family of codes presented in the paper contains codes from [I7].

2 Constructions of Quaternary Codes

2.1 Quaternary Codes

Let Zy and Z4 be the ring of integers modulo two and modulo four, respectively.
Let Z2 be the set of all binary vectors of length n and ZY be the set of all
quaternary vectors of length N. Any non-empty subset C' of Z is a binary
code and a subgroup of Z} is called a binary linear code or a Zs-linear code.
Equivalently, any non-empty subset C of Z}' is a quaternary code and a subgroup
of ZY is called a quaternary linear code. In general, any non-empty subgroup C
of Z§ x 7} is an additive code.

The Hamming weight w(v) of a vector v in Z% is the number of its nonzero
coordinates. The Hamming distance d(u,v) between two vectors u,v € Z3 is
d(u,v) = w(u — v). For quaternary codes it is more interesting to use the Lee
metric (see [I1]). In Zs the Lee weight coincides with the Hamming weight, but
in Z, the Lee weight of their elements is wy,(0) = 0,wr(1) = wr(3) = 1, and
wr(2) = 2. The Lee weight wr,(v) of a vector v in Z} is the addition of the
Lee weight of all the coordinates. The Lee distance dr, (u, v) between two vectors
u,v € ZY is dr,(u,v) = wr,(u — v).

Let C be an additive code, so a subgroup of Z§ x fo and let C' = &(C), where
b LG x Zf — Zy, n = a+ 20, is given by &(x,y) = (z,¢(y)) for any x
from Z§ and any y from Zf , where ¢ : Zf — Zgﬁ is the usual Gray map,
50 (y1,---,ys) = (0(y1),..-,0(ys)), and ¢(0) = (0,0),¢(1) = (0,1),¢(2) =
(1,1), ¢(3) = (1,0). Hamming and Lee weights, as well as Hamming and Lee
distances, can be generalized, in a natural way, to vectors in Z§ x fo by adding
the corresponding weights (or distances) of the Z$ part and the Zf part.
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Since C is a subgroup of Z§ x Zf , it is also isomorphic to an abelian structure
like Z3 x Z3. Therefore, we have that |C| = 274° and the number of order two
codewords in C is 274, We call such code C an additive code of type (a, 3;7,9)
and the binary image C' = @(C) a ZoZy-linear code of type (c, 3;7,6). In the
specific case a = 0 the code C is quaternary linear and the code C' is called
a Zg-linear code. Note that the binary length of the binary code C' = &(C) is
n=a+20.

The minimum Hamming distance d of a ZyZ4-linear code C' is the minimum
value of d(u, v), where u,v € C and u # v. Notice that the Hamming distance of a
ZoZ.4-linear code C coincides with the Lee distance defined for the additive code
C = ¢~ 1(C). From now on, when we work with distances it must be understood
that we are working with Hamming distances in the case of binary codes or Lee
distances in the additive case.

Although C could not have a basis, it is important and appropriate to define

a generator matrix for C as:
B
g— (B2 Q2 ’
B1 Q1

where Bs is a 7 X a matrix; Q2 is a v X § matrix; By is a § X a matrix and @1 is
a 0 x 0 matrix. Matrices By, B are binary and @)1, Q2 are quaternary, but the
entries in )2 are only zeroes or twos.

Two additive codes C; and Cy both of the same length are said to be monomial
equivalent, if one can be obtained from the other by permuting the coordinates
and changing the signs of certain coordinates. Additive codes which differ only
by a permutation of coordinates are said to be permutational equivalent.

We will use the following definition (see [16]) of the inner product in Z§ x Zf :

@ a+p
(u,v) = Q(Z uv;) + Z ujvj € Ly, (1)
i=1 Jj=a+1

where u,v € Z§ X Zf. Note that when o = 0 the inner product is the usual one
for vectors over Z4 and when 3 = 0 it is twice the usual one for binary vectors.
The additive dual code of C, denoted by C*, is defined in the standard way

Ct={ueZ§ =72 (u,v) =0 for all v € C}.

The corresponding binary code @(C*) is denoted by C and called the ZyZ,-
dual code of C. In the case a = 0, C* is also called the quaternary dual code of
C and C| the Z4-dual code of C.

The additive dual code C* is also an additive code, that is a subgroup of
75 x Zf . Its weight enumerator polynomial is related to the weight enumerator
polynomial of C by the MacWilliams identity (see [0]). Notice that C' and C.
are not dual in the binary linear sense but the weight enumerator polynomial of
C is the McWilliams transform of the weight enumerator polynomial of C.

Given an additive code C it is well known the value of the parameters of the
additive dual code (see [4] for additive codes with « # 0 and [7] for additive
codes with a = 0).
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From now on we focus our attention specifically to additive codes with a = 0,
so quaternary linear codes such that after the Gray map they give rise to Z4-
linear codes. Given a quaternary linear code of type (0,3;7,6) we will write
(N;7,6) to say that « =0 and = N.

2.2 Plotkin Construction

In this section we show that the well known Plotkin construction can be gener-
alized to quaternary codes. Let A and B be any two quaternary linear codes of
types (N;y4,64) and (N;~g,65) and minimum distances d 4, dp respectively.

Definition 1 (Plotkin Construction). Given the quaternary linear codes A
and B, we define a new quaternary linear code as

C*N = {(ulu+v):ue A v e B}

It is easy to see that if G4 and G are the generator matrices of A and B then

the matrix
Gp — (QA QA)
P 0 Gn

is the generator matrix of the code C?V.

Proposition 1. The quaternary code C*N defined above is a quaternary linear
code of type (2N;~,6) where v = y4 +v5, 6 = 64 + 65, binary length n = 4N,
size 2712% and minimun distance d = min{2d 4, dg}.

2.3 BQ-Plotkin Construction

Applying two Plotkin constructions, one after another but slightly changing
the submatrices in the generator matrix we obtain a new construction with
interesting properties regarding the minimum distance of the generated code.
We call this new construction BQ-Plotkin construction.

Let A, B and C be any three quaternary linear codes of types (N;7v.a,0.4),
(N;v8,68), (N;7¢,6c) and minimum distances d 4, dg, d¢ respectively.

Definition 2 (BQ-Plotkin Construction). Let G4, G and Ge be the gener-
ator matrices of the quaternary linear codes A, B and C. We define a new code
C*N as the quaternary linear code generated by

GaGa Ga Ga
U Y
P71 0 0 Gs Gs |’
0 0 0 Ge

where Gy is the matriz obtained from Gg after switching twos by ones in their
vg rows of order two and Gg is the matriz obtained from Gp after removing their
vg rows of order two.
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Proposition 2. The quaternary linear code generated by the BQ-Plotkin con-
struction in Definition [@ is a quaternary code of type (4N;~,8) where v =
Ya+c, 6 = 6a+v8+205+ ¢, binary length n = 8N, size 27720 and minimum
distance d = min{4d 4, 2dg,dc}.

3 Quaternary Reed-Muller Codes

The usual linear binary RM family of codes is one of the oldest and interesting
family of codes. The codes in this family are easy to decode and their combinatorial
properties are of great interest to produce new optimal codes from that.

For any integer m > 1 the family of binary linear RM codes is given by the
sequence RM (r,m), where 0 < r < m; RM (r,m) is called the 7" order binary
Reed-Muller code of length n = 2™ and

RM(0,m) C RM(1,m)C ---C RM(r —2,m) C RM(r—1,m) C RM(r,m).

Let 0 < r <m, m > 1 and use the symbols 0, 1 for the all zeroes and the all
ones vectors, respectively. According [12] the RM (r,m) code of order r can be
constructed by using the Plotkin construction in the following way:

1. RM(0,m) = {0,1}, RM (m,m) = F", @
2. RM(r,m) = {(ujlu+v) :u € RM(r,m—1),v€ RM(r—1,m—1)}.
Tt is important to note that if we fix m, once we know the sequence RM (r, m)
for all 0 < r < m, then it is easy to obtain the new sequence RM (r, m+ 1) using
the Plotkin construction ().
Codes in the RM family fulfil the basic properties summarized in the following
Theorem (see [12]):

Theorem 1. The binary linear Reed-Muller family of codes RM (r,m) has the
following properties:

length n = 2™;
minimum distance d =277, 0 <r < m;
m

di jon k = :

imension ; < ; ),
each code RM(r — 1,m) is a subcode of RM(r,m), r > 0. RM(0,m) =
{0,1}; RM(m,m) = F2" and RM(r — 1,m) is the even code (so the code
with all the vectors of even weight from ]FQm);
5. RM(1,m) is the binary linear Hadamard code and RM(r — 2,m) is the

extended 1-perfect Hamming code of parameters (2™,2™ —m — 1,4);

6. the code RM (r,m) is the dual code of RM(m — 1 —r,m) forr <m.

e o=

In the recent literature several families of quaternary linear codes has been
proposed and studied [TIT82/3] trying to generalize the RM codes, but when take
the corresponding Z,-linear codes they do not satisfy all the above properties.
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This is the main goal of the present work, to construct new families of quaternary
linear codes such that, after the Gray map, we obtain Z-linear codes with the
parameters and properties quoted in Theorem [I] except for the duality.

We will refer to the quaternary linear Reed-Muller codes as RM to distinguish
them from the binary linear Reed-Muller codes RM. Contrary to the linear
binary case, where there is only one RM family, in the quaternary case we have
| ™" | families for each value of m. We will distinguish the families we are talking
about by using subindexes s (s € {0,..., ™5 " |}).

3.1 The Family of RM(r,1) Codes

We start by considering the case of m = 1, so the case of codes of binary length
n = 2%, The quaternary linear Reed-Muller code RM (0, 1) is the repetition code
with only one nonzero codeword (the vector with only one quaternary coordinate
of value 2). This quaternary linear code is of type (1;1,0). The code RM(1,1)
is the whole space Zj, so a quaternary linear code of type (1;0,1).

These codes, RM(0,1) and RM(1,1), after the Gray map, give binary codes
with the same parameters of the corresponding binary RM (r, 1) codes and with
the same properties described in Theorem [II In this case, when m = 1, not only
these codes have the same parameters, but they have the same codewords. We
will refer to these codes as RMg(0,1) and RM,g(1, 1), respectively.

From now on and because we will need an specific representation for the
above mentioned codes we will agree in to use the following matrices as the
generator matrices for each one of them. The generator matrix of RM(0,1) is
Go(0,1) = (2) and the generator matrix of RM(1,1) is Go(1,1) = (1).

3.2 Plotkin and BQ-Plotkin Constructions

The first important point is to apply the Plotkin construction to quaternary
linear Reed-Muller codes.

Let RM(r,m—1) and RM (r—1,m—1),0< s < |™ "], be any two RM
codes with parameters (N;~/,¢") and (N;~”,§"); binary length n = 2~ num-
ber of codewords 2% and 2’“”; minimum distance 2"~ and 2™ respectively,

where
/m—1 — (m—1
k= "= .
(") e
i=0 =0
Using Proposition [[l we can prove the following result:

Theorem 2. For any r and m > 2, 0 < r < m, the code obtained by using the
Plotkin construction:

RMs(r,m) = {(u|lu+v):u € RMs(r,m—1),v € RMs(r—1,m—1)}
is a quaternary linear code of type (2N; ~y, §), where vy = ' +~" and § = §' +6";

binary length n = 2™; number of codewords 2%, where k = Z <T> , manimum
i=0
distance 2™~ and RMs(r —1,m) C RM(r,m).
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Forr =0, RM(0,m) is the repetition code with only one nonzero codeword
(the all twos vector). Forr = m, the code RM s(m,m) is the whole space Zf

7n—1)

Applying Theorem ] and the above mentioned codes RMq(r,m) with m = 1
we obtain the codes in Table [Th. The generator matrices for these codes are:

RMo(0,2) < (22); RMo(1,2) - (?f) RMo(2,2) : (2})

Table 1. RM,(r,m) codes for (a: m =2 and b: m = 3)

(r.m)
rm)
s
4 (1,0) (2,1) (1,3) (0,4) RMo(r,3)
2 (L0 D 0.2) RM2) 1 (1,0) (0.2) (1,3) (0.4) RM (r,3)

For m = 3 there exist two quaternary linear Hadamard codes. So, our goal is
to find two families of quaternary Reed-Muller codes as it is shown in Table [Ib.

Codes in the first row in Table [Ib can be obtained using Plotkin construction
from the codes in the first row of Table[Ih. But, codes in the second row can not
be obtained using only Plotkin constructions. It is in this point that we need to
use the new BQ-Plotkin construction.

The constructions of additive codes whose images are binary codes with pa-
rameters of RM codes using the Plotkin construction were initiated in [I5I17].

Let RMs_1(r,m—2), RMs_1(r—1,m—2) and 73/\/1571(7”—27 m—2),0<s<
™5 ], m > 3, be any three RM codes with parameters (N;~,¢'), (N;~",6")
and (N;~",6"); binary length n = 2™~2; number of codewords 2%, 28" and
2}“'”, minimum distances 2™~ 772, 27~"~1 and 2" respectively, where

" /m—2 D m—2 2 /m—2

k/ — " — " — .

> (") w5 () v-x (")
=0 1=0 1=0

Using Proposition [2] we are able to prove

Theorem 3. For any r and m > 3, 0 < r < m — 1, the code RMg(r,m),
s > 0, obtained by using the BQ-Plotkin construction and with generator matrix

Gs(r,m):

Gs—1(r,m —2) Ge_1(r,m—2) Gs—1(r,m —2) Gs—1(r,m — 2)
0 L (r—=1,m—=2)2G._{(r—1,m—2)3G._{(r—1,m—2)
0 0 Gon(r—1,m—2) Goa(r—1,m—2)
0 0 0 Gor(r —2,m—2)
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is a quaternary linear code of type (4N; v, §), where v = ' + " and § =
8 4 4" 4 26" + 6"; binary length n = 2™; number of codewords 2F, where
T

k= Z <T> , minimum distance 2™~" and RMs(r —1,m) C RM(r,m).
i=0

To be coherent with all the notations, for r = —1, the code RM (—1,m) is
defined as the all zero codeword code. For r = 0, the code RM (0, m) is defined
as the repetition code with only one non zero codeword (the all twos quaternary
vector). For r = m—1 and r = m, the codes RM(m—1,m) and RM(m, m) are
defined as the even Lee weight code and the whole space me_l), respectively.

Using both Theorems [2 and Bl we can construct the RM codes in two rows of
Table [Ib. We do not write the generator matrices for codes RM(r, 3) because
they can be directly obtained from the respective codes for m = 2 by using
the Plotkin construction. For the codes in the family RMs3(r, 3) we present the
generator matrices as a direct application of Theorem [3

2000

1111 1111

RM;3(0,3): (2222); RM;3(1,3): <0123>; RM;5(2,3) : 0123
0011

the remaining code RMs3(3,3) in the family is the whole space Zfz).

All these codes, after the Gray map, give binary codes with the same parame-
ters as the RM (r, 3) codes and with the same properties described in Theorem [T
In this case under consideration, when m = 3, like in the case m = 2 not only
these codes have the same parameters, but they have the same codewords. This
is not in this way for all the other values of m > 3.

Now, from Table[Ib and by using the Plotkin construction we can construct
the two families of RM(r,4) codes for s =0, 1, as it shown in Table

Table 2. RM(r,m) codes for m =4

From codes in Table[Ib and Table[2lapplying the BQ-Plotkin and the Plotkin
constructions, respectively, we can construct the three families of RM(r, 5) for
s=0,1,2, as it is shown in Table Bl

As it is proved in Theorems B and [J] the constructed families of RM codes
satisfy the same properties we stated for linear binary Reed-Muller codes in
Theorem [l except for the duality.
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Table 3. RM(r,m) codes for m =5

r,m)
(0,5) (1,5) (2,5) (3,5) (4,5) (5,5)
N (7,6)
16 (1,0) (4,1) (6,5) (4,11) (1,15) (0,16) RMo(r,5)
16 (1,0) (2,2) (2,7) (2,12) (1,15) (0,16) RM,(r,5)
16 (1,0) (0,3) (2,7) (0,13) (1,15) (0,16) RMa(r,5)

Notice that the constructed RM families of quaternary linear Reed-Muller
codes have not only the same parameters as the classical binary linear family of
RM codes, but the characteristic codes RM(1,m) and RM(m — 2, m) satisty
the following Lemma.

Lemma 1. For any integer m > 1 and 0 < s < m, the code RM (1,m) is a
Hadamard quaternary linear code and the code RMg(m — 2, m) is an extended
quaternary linear 1-perfect code.

4 Conclusion

New constructions based on quaternary linear codes has been proposed such that,
after the Gray map, the obtained Z4-linear codes fulfil the same properties and
characteristics as the usual binary linear RM codes. Apart from the parameters
characterizing each code an important property which remains in these new
presented families is that the first order RM code is a Hadamard quaternary
code and the (m — 2)-th order RM code is a quaternary code which give rise to
an extended 1-perfect code, like in the usual binary case. So the families of codes
obtained in the paper contain the families of quaternary perfect and Hadamard
codes from [9IT0].

There are several questions and subjects related to this work where would be of
great interest to go deeply. The first one is the generalization of the constructions
of RM codes to the case of general additive codes, so the case of additive
codes with « # 0. It is known that there exist additive non Z,-linear 1-perfect
codes [0] and the corresponding Hadamard additive dual codes. This observation
could be taken as the starting point to produce the new families of Reed-Muller
codes. Another important question is duality. It is well known that binary codes
RM (r,m) and RM(m —r — 1,m) are dual each other. The constructed RM
families have a similar, but not exactly the same, property. Code RM(m —r —
1,m) is equivalent, but not equal, to the additive dual of the code RM((r, m).
Given any RM family would be interesting to find the dual family, in the sense
that all the codes in the first family have the additive dual in the second family.
Other open questions are related to uniqueness (up to equivalence) of obtained
codes, their weight distribution, etc.
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Abstract. This paper proposes a joint coding with three functions:
source coding, channel coding, and public-key encryption. A codeword
is simply generated as a product of an encoding matrix and a sparse
information word. This encoding method has much lower encoding com-
plexity than the conventional coding techniques in which source coding,
encryption, and channel coding are successively applied to an informa-
tion word. The encoding matrix is generated by using two linear error
control codes and randomly generated nonsingular matrices. Encryption
is based on the intractableness of factorizing a matrix into randomly con-
structed factor matrices, and of decoding an error control code defined
by a random parity-check matrix. Evaluation shows that the proposed
joint coding gives a lower bit error rate and a superior compression ratio
than the conventional codings.

1 Introduction

Compact communication devices will play an important role in future network
systems such as sensor networks and ubiquitous computing networks. For an
efficient and reliable data transmission, these devices should have source and
channel coding capabilities. In addition, data should be encrypted when such de-
vices are used in an insecure environment. Many data compression techniques are
available for efficient source coding [1][2][3][4], and also strong error control codes
have been developed for channel coding [5][6][7]. In addition, some encryption al-
gorithms have been standardized for secure data transmission. Recent source and
channel codings and encryption algorithms require considerable computational
power for encoding and decoding. Compact communication devices, however,
usually have limited computational resources. Therefore, low-complexity joint
source-cryptographic-channel coding is preferable for such resource constrained
devices.

Techniques for joint source-channel coding have been proposed aimed at de-
coding noisy compressed data as reliably as possible. Unequal error protection
(UEP) coding can be used to protect important parts of compressed data, such as
header information, from errors. UEP coding techniques have been proposed for
several types of compressed data, such as compressed text [8] and video data [9].

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 158 [167, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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These coding techniques, however, generally increase the encoding complexity.
Another approach to this joint coding is to utilize source dependencies for a be-
lief propagation decoding algorithm of low-density generator-matrix code [10].
MacKay-Neal (MN) Code [6] can also be used for the joint source-channel coding
that efficiently encodes a sparse information word m to codeword ¢ = Am, where
m and c are column vectors, and A is a matrix generated from a low-density
parity-check (LDPC) matrix. The MN code provides joint source-channel cod-
ing capability with simple exclusive-OR (EX-OR) operations in encoding. The
above joint codings, however, do not have encryption capabilities.

This paper proposes a joint coding with three functions: source coding, channel
coding, and public-key encryption. The proposed joint coding encodes a sparse
information word m to a codeword c=Am, where A is defined as the product of
a generator matrix, a parity-check matrix, and randomly constructed nonsingular
matrices. Hence, the codeword ¢ can be generated from the information word m
by simple EX-OR operations, which means that the encoding complexity of the
proposed joint coding is comparable to that of the conventional linear error control
codes encoded by generator matrix or systematic parity-check matrix.

This paper is organized as follows. Section 2l reviews the related work of the
joint coding. Section Bl presents a system model, and Section [ shows a new joint
coding under this model. Sections Bl and [ demonstrate the security and the
entropy conversion of this coding, respectively. Section [0 provides an evaluation
of the proposed joint coding, and Section [§] concludes the paper.

2 Related Work
2.1 MN Code for Joint Source-Channel Coding

MN code [6] has been proposed for joint source-channel coding. Let m = (my,
mi,...,mx_1)7 be an information word of length K bits, where m;, i € {0,
1,..., K — 1}, is the i-th information bit. In general, the conventional error
control codes encode any input word m with arbitrary Hamming weight. On the
other hand, MN code encodes sparse information word m, i.e., the word with
low Hamming weight. Let H = [C;|C,,] be an M x N LDPC matrix, where Cj is
an M x (N — M) matrix, and C,, is an M x M nonsingular matrix. Information
word m with length K = N — M bits is encoded as ¢ = (C,'C;) m = Am,
where C;1C, = A, the probability of information bit m; being 1 is ¢; < 1/2,
the matrix [C;|C,] is an LDPC matrix over binary symmetric channel (BSC)
with crossover probability € = ¢1, and ¢ = (co,ca, .. .,cM,l)T is a codeword
of length M bits. Let ¢’ = ¢ 4+ n be a received word, where vector addition is
performed over GF(2) and n is a noise vector of length M. The received word
¢’ is decoded based on the following relation:

C,c¢ = C,c+C,n=C.m+C,n=[C.C,][").
n

From this, the information word m can be generated from C,c’ by the sum-
product algorithm [6] because m and n are sparse vectors and H = [C;|C,,] is
an LDPC matrix.
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2.2 McEliece’s Public-Key Cryptosystem (PKC) Using Linear
Block Code

McEliece has proposed a PKC based on Goppa code [I1]. This McEliece’s PKC
based on LDPC code has been proposed in [12]. Let G be a K x N generator
matrix of (N, K, 2t+1) linear code C, where C'is a random ¢-bit error correcting
code. Let Q be an N x N random permutation matrix, and let D be a K x K
random nonsingular matrix. Using the matrices G, Q, and D as a set of private-
keys, the public-key A is generated as A = QG”D, where A is an N x K matrix.
Binary plaintext m = (mg,m1,...,mx_1)7 is encrypted using the public-key
as ¢ = Am + n, where c is a ciphertext expressed by a binary column vector of
length N, and n is a random error vector with length N and Hamming weight
t. The ciphertext c is decrypted by using the private-keys as follows:

1. Calculate ¢/ = Q 'c = GTDm + Q 'n.

2. Decode ¢’ using the linear code C to correct errors Q 'n, and generate the
decoded word u = Dm.

3. Reconstruct the plaintext as m = D~ !u.

Although McEliece’s PKC is vulnerable to some practical attacks, modified ver-
sions of this PKC have proven to be semantically secure [13].

2.3 Niederreiter’s PKC for Joint Source-Cryptographic Coding

Niederreiter’s PKC [I4] is also based on linear block error control codes. Un-
like McEliece’s PKC, which can encrypt a plaintext m with arbitrary Hamming
weight, Niederreiter’s PKC can only encrypt m with Hamming weight less than
or equal to t. Let H be an M x N parity-check matrix of ¢-symbol error cor-
recting code C over GF(g), such as Reed-Solomon code. Let T be an N x N
random permutation matrix, and let D be an M x M random nonsingular ma-
trix. Using the matrices H, T, and D as a set of private-keys, the public-key A
is generated as A = DHT, where A is an M x N matrix. Information word
m = (mg,m1,...,my_1)7 is encrypted by using the public-key as ¢ = Am,
where the Hamming weight of m is less than or equal to ¢, and c is the cipher-
text expressed by a column vector of length M. Note that deriving m directly
from A and c is difficult because rank(A) < N and A has no visible algebraic
structure. The ciphertext c is decrypted using the private-keys as follows:

1. Calculate ¢/ = D7'c = HTm.

2. Find a column vector u that satisfies ¢’ = Hu and w(u) < ¢ using a decoding
algorithm for C', where w(u) is the Hamming weight of u.

3. Reconstruct the plaintext as m = T~ !u.

A security analysis has shown that McEliece’s and Niederreiter’s PKCs have
equivalent security [I5].

Table [[l summarizes the functions of the above coding techniques. Here, MN
code and Niederreiter’s PKC have a source coding function because sparser in-
formation word m gives shorter codeword c.
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Table 1. Functions of conventional coding techniques

Function MN code McEliece’s PKC Niederreiter’s PKC

Source coding Yes No Yes
Encryption No Yes Yes
Channel coding  Yes No No

3 System Model

Recent communication and storage systems sometimes require three functions:
source coding for data compression, cryptographic coding for data encryption,
and channel coding for error correction/detection. Figure [l (a) shows the con-
ventional sequential encoding process for source, cryptographic, and channel
codings, each performed independently, where the source coding contains pre-
processing and entropy coding steps. The preprocessing is dependent on the
type of input data. For example, still images are preprocessed by discrete cosine
transform, quantization, zigzag scan, and run length coding [3]. Video data are
first applied motion estimation/compensation, and then estimation errors are
encoded in a similar way to still image coding [4]. Text data are usually pre-
processed by dictionary coding [2] or block sorting. The preprocessing is usually
followed by an entropy coding step, such as Huffman coding [1] and arithmetic
coding. The compressed data is encrypted and then encoded by a channel code.

This paper proposes a new joint coding shown in Fig. [ (b), where the con-
ventional entropy, cryptographic, and channel codings are replaced by an entropy
conversion and a joint coding based on an encoding matrix A. Unlike conventional
PKC based on integer factoring problem or discrete logarithm problem which re-
quire many arithmetic operations, the proposed coding provides a PKC with sim-
ple EX-OR operations. In addition, this paper demonstrates in Section[flthat, for
some cases, the joint coding provides superior data compression ratio and higher
error correction capability than the conventional sequential coding.

This paper mainly focuses on the joint coding. The entropy conversion is
briefly described in Section

@_ Vld_qg _____ Still image  Text (b) _______ Vld_f_:p_ _____ Still image  Text
Motion e%tlmatlon/ Dictionary codmg Motion estlmatlon/ Dictionary codmg,
; compen@atlon Block sorting]: Compenﬁﬂtmﬂ Block sortin
@i |[DCT/ DWT / Predictive coding | i i |[Dcry DWT / Predictive coding |
Zis Y RIS Y
S5 | Quantization | S Quantization |
g —= — P —= —
5 |Z1gzag*scan,RLC| |B1t—p13ne scan| |Z1gzag&scan,RLC| |B1t—p13ne scan|
£ .
Entropy coding | Entropy conversion |
(Huffman coding, Arithmetic coding) ym
'. - - Joint coding: ¢ =Am
| Cryptographic coding || Channe& coding | A: Encoding matrix  ¢: Codeword
Channel, storage L, Channel, storage

DCT: discrete cosine transform  DWT: discrete wavelet transform  MV: motion vector RLC: run-length coding

Fig.1. (a) Conventional sequential coding. (b) Proposed joint coding.
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4 Joint Source-Cryptographic-Channel Coding

This section demonstrates a joint source-cryptographic-channel coding that
encodes a sparse binary information word m = (mg,ma,..., mNs,l)T with
Hamming weight ¢ to a binary codeword ¢ = (cg,c1,...,cno—1)7, where the
probability of m;,i € {0,1,..., Ng — 1}, being 1 is ¢1 = t/Ng < 1/2. Here,
the joint coding has source coding capability because the code rate Ng/N¢ is
determined based on both the source entropy H(S) = —qologqo — ¢1 log g1 and
the channel capacity C, where gg =1 — ¢;.

4.1 Code Construction and Encoding

Let Hg be an MgxNg parity-check matrix of either a ¢-bit error correcting Goppa
code or an LDPC code over BSC with crossover probability e=gq;. Let Ho be an
Me x Ne parity-check matrix of linear error correcting code C¢ designed for a
given communication channel C, where K¢ = Nc—Mo= Mg. Generator matrix
G for C¢ is expressed as a binary Ko xN¢e matrix. Square matrices D, Q, and
T are defined as follows: D is an Mg x Mg random nonsingular matrix, Q is an
NexNe random permutation matrix, and T is an NgxNg random permutation
matrix. The encoding matrix A is generated as follows:

A=Q 'GID'HsT !,

where A is an N¢ X Ng matrix. The matrix A is a public-key for encoding, and
the other matrices are private-keys for decoding. Figure [ illustrates how the
encoding matrix A is generated.

Using the matrix A, binary sparse information word m = (mg, mi,...,
mpys—1)T is encoded to a codeword ¢ = (cg,c1,...,cno—1)7 as ¢ = Am, where
the probability of m; =1,i € {0,1,...,Ng —1},is ¢1 < 1/2.

4.2 Tandem Decoding
Let ¢/ = (cf, ¢}, ..., ¢y,_1)" = c+mn be areceived word, where ¢,i € {0,1,...,
N¢ — 1}, is an element of the channel output alphabet, and n is a noise vector

Ne Ne Ny
Parity-check . Parity check
Permutation M, : \—S_Imamx H Permutation
N matrix Hc|. N
C|| matrix Q : : matrix T N
K= 4] Generator : Nonsmgular
Mgy| matrix G¢ matrix
Ny [Inverse ' Transpose : Inverse élnverse
Encoding . | |
N|| matrix A = Q! T-1
(Public-key)

Fig. 2. Generation of encoding matrix A
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. Decoding
Recelve’d Q¢ channel
word ¢ ¢"lcode Cc¢

Fig. 3. Tandem decoding process

Decoded
word m

expressed as a column vector of length N¢. To reconstruct the original informa-
tion word m, the received word ¢’ is decoded using the following relation:

d=c+n=Q 'GLD'HsT 'm +n.

Firstly, the received word is permuted using Q as ¢”” = Qc’. The column vector
c” satisfies the following equation:

" =Qc =GE{D T 'HST 'm + Qn.

Since GED'Hg T 'm is a codeword of C¢, and Qn is a permuted noise vector,
errors in ¢” can be corrected by a decoding algorithm for C'¢. That is, the
decoding removes the noise vector Qn from the vector ¢”. Then, ¢’ turns out
to be u = GED 'HgT !'m. The generator matrix GZ, is eliminated as

u = (GL)'u =D 'HgT 'm,

where (GL)TGL = I. Here, (GL)T is the Ko x No matrix generated by the
method shown in [16]. Then, the column vector v is calculated as

v =Duy = H¢T 'm = Hgw,

where T~'m = w. Since w is a sparse vector with Hamming weight ¢ and Hg is
a parity-check matrix of either a t-bit error correcting Goppa code or an LDPC
code for BSC with € = t/Ng, w can be derived from v by using a decoding
algorithm for Hg. Finally, the original information word is reconstructed as
Tw = TT 'm = m. Figure[Jillustrates the above successive decoding process,
called tandem decoding.

4.3 Joint Decoding

If C¢ is a systematic LDPC code, and also Hg and D are an LDPC matrix
and a sparse nonsingular matrix, respectively, we can employ joint decoding
using a three-layer Tanner graph, as shown in Figl{a). The top, middle, and
bottom layers are the Tanner graphs for He, D, and Hg, respectively, where the
top and middle layers share K variable nodes (v-nodes), and the middle and
bottom layers share Ms = K¢ check nodes (c-nodes). In comparison with the
tandem decoding, the N¢ v-nodes of the top layer correspond to ¢” = Qc’, the
K¢ v-nodes between the top and middle layers to ug, the Mg c-nodes between
the middle and bottom layers to v, and the Ng v-nodes of the bottom layer
to w = T~'m. The permuted received word ¢’/ = Qc’ is decoded by the sum-
product algorithm for Tanner graph shown in Fig. [d(b) whose node connections
are identical to those in Fig. @(a).



164

H. Kaneko and E. Fujiwara

B O Omicnodes

._= 1.t<1a_hzce‘gi=us(12ncg O @ :v-nodes
H O- OO
Ui E:
A C >KC_MS nodes ... ..
ViR : Initialized to
log(qy/d,) g y
g e L e & i o ot
. A0, AN, A5, AN A 4_Decod%d word ,** ....... ** ..... §§

Fig.4. (a) Three-layer Tanner graph for joint decoding. (b) Equivalent one-layer
Tanner graph.

5 Security of the Proposed Joint Coding

Theorem 1. The security of the proposed joint coding is equivalent to that of
the Niederreiter’s PKC.

Proof. The encoding matrix of the Niederreiter’'s PKC is given as Ay = DHT,
where D is a random nonsingular matrix, H a parity-check matrix, and T a ran-
dom permutation matrix. The encoding matrix of the proposed joint coding is
given as A = Q 'GLID 'HgT !, where Q and T are random permutation ma-
trices, G¢ is a generator matrix, D a random nonsingular matrix, Hg a parity-
check matrix. By substituting Q 'GLD™! by D', we have A = D'HgT~!
where D’ is a random nonsingular matrix. From this, the Niederreiter’s PKC
and the proposed joint coding have equivalent security. a

It is proved that the Niederreiter’s and the McEliece’s PKCs have equivalent
security [I5], and hence the security of the proposed joint coding is equivalent to
that of the McEliece’s PKC. The security of the McEliece’s PKC using Goppa
code has been analyzed by Kobara and Imai [I3], and they have shown that,
without partial knowledge on the target plaintext or a decryption oracle, there
exists no polynomial-time attack against ciphertext. Note that higher level of
security, that is, indistinguishability against adaptive chosen-ciphertext attacks
(IND-CCAZ2), can be achieved by appropriate preprocessings based on hash func-
tions and random number generators [13].

6 Entropy Conversion

This section proposes an entropy conversion based on Huffman tree [I]. The
following modified Huffman tree has a possibility to make an efficient entropy
conversion. That is, compared to the conventional Huffman tree having only one
edge type, this modified one has two edge types each determined according to
the source symbol distribution. Figure Bla) shows an example of the modified
Huffman tree for 9-ary source symbols whose probability distribution is given by
Fig. B(b). The modified Huffman tree generates two binary output words: my,
of length Né’ and my of length Ng, where my, is a sparse word with qo > q1,
and mpy is a dense word (compared to my) with gy ~ ¢1. Here, ¢y and ¢1
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@ 0O ®)

O ~ g Pr(ag) = 0.39894 Pr(as)=0.00443

OWMG%‘“'Q‘ T @4 A4 pr(4))=024197 Pr(ag)=0.00443
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: Edge generating dense word my; 1 ag

Fig.5. (a) Modified Huffman tree. (b) Probability distribution of 9-ary source symbols.

are the probabilities of each bit having values 0 and 1, respectively. In Fig. [G]
edges indicated by dotted lines generate my, and those indicated by solid lines
generate my. Systematic construction of the tree is left to the future work.

In order to encode m = (mpy, mg)? by the encoding matrix A, the matrices
Hg and T in Section [ are modified as follows:

[Hy O [T, O
HS_[R D’}’ T_[o TH]’

where Hy is an M 5@ X N, g parity-check matrix for compression of my, R an
N§I X N§ random matrix, D’ an N§I X N§I random nonsingular matrix, T an
N& x N% random permutation matrix, Ty an N¥ x N¥ random permutation
matrix, and O a zero matrix. The remaining matrices of Ho, D, and Q are
identical to those in Section [l

7 Evaluation

This section evaluates the source and the channel coding capabilities of the pro-
posed joint coding. Figure[6la) shows a simulation flow for the evaluation, where
nonbinary source sequences are transmitted over BSC. Note that the simula-
tion is performed for the proposed joint coding adopting the entropy conversion
described in the previous section. For comparison, the conventional sequential
coding using Huffman code [I] for source coding and LDPC code for channel
coding is also simulated according to Fig. [B(b).

Table Bl shows the compressed data size for 9-ary and 13-ary sources with
length 100,000 symbols, where source symbols are generated according to the
Gaussian and the Laplace distributions, and Hg used for the compression is a
rate-1/2 irregular Mg x Ng LDPC matrix having degree distribution 0.275698x+
0.255372%40.07659752% +0.3923352®% [I7]. Note that the compressed data size
of the joint coding is given by Mg. In both source sequences, the compressed
data size of the joint coding is smaller than that of the Huffman coding in the
sequential coding.

Figure [l shows the relation between the crossover probability of BSC and the
bit error rate (BER) of the decoded word, where rate-1/2 irregular LDPC codes
having the same degree distribution as Hg are applied to the channel coding.
Here, the channel code lengths for the Gaussian and Laplace distribution sources
are 12,626 bits and 27,282 bits, respectively. This figure says that the joint coding
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(a) Proposed joint coding (b) Conventional sequential coding

Source sequence Received sequence Source sequence Received sequence

I Entropy conversion I H I Inverse conversion I I Huffman coding I F I Huffman decoding I
dy>diymy mpydo= 4y 1 1 v i
| Joint encoder Ib- —>| Joint decoder | | LDPC encoder I-»-

LDPC decoder |

Fig. 6. Simulation flow

Table 2. Compressed data size

Source Compressed data size (bits)
Source Distribution length Entro ioi i Sequential codin,
(Symbols) PY  Proposed joint coding (Ir?uffman coding)g
9-ary  Gaussian distribution 100,000 2.04715 214,040 215,437
13-ary  Laplace distribution 100,000 1.18892 139,641 143,253

gives lower BERs than the conventional sequential coding. This is because the
joint coding can utilize source redundancies in my, for channel error correction,
as indicated in Fig. E(b).

1
1.0 Source: Gaussian distribution e * || Source: Laplace distribution ~~ e X
Ns=12626 bits e Ns=27282 bits e
° Ms= 6313bits . Ms=13641 bits
S 1.0x102F e
5 Sequential coding, " Sequential coding .+,
g (N=12626) (N=27282)
31.0x109}
O Joint coding Joint coding
[
W1.0x104} %
1.0x10°%
0.086 0.090 0.094 0.098 0.102 0.086 0.090 0.094 0.098 0.102
Crossover probability of BSC Crossover probability of BSC

Fig. 7. Bit error rate of decoded word

8 Conclusion

This paper has proposed a joint source-cryptographic-channel coding using two
linear block codes and nonsingular matrices. The encoding matrix is generated
by multiplying several matrices, i.e., two permutation matrices, a code generator
matrix, a nonsingular matrix, and a parity-check matrix, which leads to simple
encoding. This paper has clarified that the cryptographic security is equivalent
to the McEliece’s PKC. Evaluation of the BER of the proposed coding over BSC
has shown that the proposed joint coding gives lower BER than the conventional
sequential coding. For a BSC with crossover probability e = 0.090 and code
length 12,626 bits, the BER of the proposed joint coding gives 1.9 x 10~*, while
that of the conventional sequential coding 5.8 x 1074,
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In future, we will improve the security level of the proposed joint coding. An

efficient algorithm converting redundant input data, such as image data, into
sparse information word is also left for future study.
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Abstract. The notion of key-privacy for encryption schemes was for-
mally defined by Bellare, Boldyreva, Desai and Pointcheval in Asiacrypt
2001. This security notion has the application possibility in circum-
stances where anonymity is important. In this paper, we investigate
the key-privacy issues of McEliece public-key encryption and its signif-
icant variants. To our best knowledge, it is the first time to consider
key-privacy for such code-based public-key encryption, in the literature.
We examine that the key-privacy is not available in the plain McEliece
scheme, but can be achieved by some modification, with showing a rigor-
ous proof. We believe that key-privacy confirmation will further magnify
the application of McEliece and other code-based cryptography.

1 Introduction

As we all know, the McEliece cryptosystem [7] is based on coding theory and en-
joys the merit of fast encryption and decryption. Besides that, McEliece public-
key encryption (PKE) is believed to be secure against the adversary with a
quantum computer (if it exists). Unlike popular RSA and El Gamal PKEs, the
security of McEliece PKE is based on hardness of decoding problem, which is
not known to be solvable by quantum computer in polynomial time. Therefore,
it appears that McEliece PKE is a promising candidate for the post-quantum
cryptography (i.e. If quantum computer is available, most of current PKEs col-
lapse. For such a long-term security consideration of quantum algorithms, we
call that post-quantum cryptography).

On the other hand, key-privacy as well as confidentiality (data-privacy) starts
to get notice, because of the significance of anonymity in numerous applica-
tions. This issue seems necessary in such as, some authenticated key exchange,
anonymous credential system, and electronic auction protocols [I]. Even a simi-
lar consideration exists in the block-cipher-based encryption scenario. Hence, it
is worth looking over carefully the privacy of key as well as data.

Although data-privacy of McEliece PKE has been considered for nearly thirty
years, to our best knowledge, its key-privacy issue has never been examined.

S. Boztag and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 168 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Hence, in this paper, we provide the first rigorous investigation of key-privacy
for McEliece PKE and its significant variants, in the literature.

In anonymous communication scenarios, the notion of key-privacy is impor-
tant. As a sender transfers a ciphertext encrypted by using the receiver’s public
key, anonymous communication requires that an adversary cannot determine
which user’s public key has been used to generate the ciphertext that she sees.
For example, the key-privacy doesn’t exist in the plain RSA cryptosystem which
is the most popularly used PKE. Because a ciphertext leaks the information
about the utilized public-key (ciphertext distribution over modulo N). There-
fore, it is proposed some way to lift up RSA PKE to hold the key-privacy in [I].

For McEliece PKE, assuming the same system parameters (n, k, t) (see Sec.
for details) will not suffice to imply the key-privacy. Actually, the distribution
of the permuted error-correcting code (Goppa Code) plays a central role in our
proofs. Besides, we also take advantage of stronger data-privacy to achieve an
indistinguishable replacement of a random input for a chosen plaintext, which
is the reason why we require the IND-CPA security (Def. 2]).

Next, we first explain the preliminary notions and provide a proof to show
no key-privacy is available for plain McEliece PKE, in Sec2l Then, we further
check two significant variants of McEliece PKE in Sec[3 and describe a rigorous
proof in Sec[l

2 Preliminaries

In the following, we first provide the security notion of key-privacy of public-
key encryption according to [I]. After giving explanation of McEliece PKE, we
show that the plain McEliece PKE actually has no key-privacy protection, in a
rigorous way. For the simplicity, we only describe the “indistinguishability of keys
under chosen plaintext attack” (IK-CPA). A stronger security notion defined in
chosen ciphertext attack (IK-CCA) setting, can be defined in a similar way.

2.1 Key-Privacy

Definition 1 (IK-CPA). ([1]) Consider a PKE scheme which consists of a
tuple of polynomial-time algorithms PKE = (Gen, Enc, Dec). The security of
key-privacy is defined as follows.

1. Oninput of security parameter k, key generation algorithm Gen(1") outputs
two independent sets of key pairs, (pko, sko), (pki1,sk1), at random.

2. Given (pko), (pk1), a polynomial-time adversary A chooses a plaintext m,
and sends it to the encryption oracle (algorithm).

3. Encryption oracle randomly flips coin b € {0,1}, to output Encyk,(m) = c.

4. Given target ciphertext ¢, adversary A outputs b', where the advantage of
success probability over random guess is defined as follows El,

,

2

! The definition of advantage we defined is as twice as the one in [I], where they
actually tackle with the same essential issue.

Adv’ P (k) = |Prlb =] -
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If Advfjffcm(fi) is negligible in k, then, we say the underlying PKE is IK-
CPA secure. Note that “negligible” means that for any constant cons, there
exists ko € N, s.t. for any k > ko, Adv is less than (1/k)%"™.

Remark. Note that in the above game, the adversary can choose whatever she
likes to challenge the encryption oracle, even after observing the two given public
keys. It immediately concludes that a deterministic (public-key) encryption can
never obtain the key-privacy.

2.2 McEliece Public-Key Encryption

The original McEliece PKE was proposed by McEliece [7] in 1978. It is the first
PKE based on assumptions other than factoring and discrete log problem, with
on-the-fly encryption and decryption speed. The McEliece PKE scheme McPKE
is described as follows.

McPKE=(Gen, Enc, Dec)

1. Gen: On input &, output (pk, sk). n,t € N, t < n

— sk (Private Key): (S, ¢, P)
G': k x n generating matrix of a binary irreducible [n, k] Goppa code
which can correct a maximum of ¢ bits. ¢ is an efficient decoding algo-
rithm of the underlying code.
S: k x k non-singular matrix.
P: n x n permutation matrix, chosen at random.

— pk (Public Key): (G,t)
G: k x n matrix given by a product of three matrices SG'P.

2. Enc: Given pk and a k-bit plaintext m, randomly generate n-bit e with
Hamming weight ¢, output ciphertext ¢

c=mGqde
3. Dec: On input ¢, output m with private key sk.
— Multiply ciphertext ¢ by inverse matrix P~! of P.
cP™' = (mS)G' @eP !

— Error correcting algorithm ¢ corresponding to G’ applies to cP~! to
find mS.
mS = p(cP™h)

— Multiply the above mS by inverse matrix S—! of S to find m.

m = (mS)S~*
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2.3 No Key-Privacy for Plain McEliece PKE

We can prove that key-privacy doesn’t hold in the plain McEliece PKE, even
though the McEliece PKE is secure. Note that anyone who can invert McEliece
PKE can easily break its key-privacy. Thus, given two public keys and corre-
sponding encryption pair (plaintext and ciphertext), to distinguish which key is
used is an easier work than inverting McEliece PKE.

Since the different public parameters only lead to a trivial success of adversary,
we only consider the case where public parameters (n, k,t) are the same, in the
whole paper.

Proof. Assume two public keys are generated independently and randomly. It is
well known that the Hamming weight ¢ (the number of 1) of error vector e for
encryption is small compared with n for typical setting of McEliece PKE. Thus,
the random error e inverts the exact t-bit of mG, which makes mG and ¢ only
a little different.

On the other hand, as far as key-privacy is effected, ciphertext ¢ must not leak
any information about public-key. But, in this case, the ciphertext leaks some
information about public-key utilized as a result. Because adversary can choose
plaintext m and knows corresponding ciphertext c, it is possible to distinguish
corresponding public-key G from mG.(i.e. ¢ leaks mG.)

Let wt(x) denote the Hamming weight of x. Given Gy and G, the adversary
chooses m s.t.

wt(mGo @ mG1) > 2t +1
Note that such m can be found easily. Now for given ¢, the following is true,
—ifb=10,
wt(c ®@mGy) = wt(e) =t

— otherwise,

wt(c ®@ mGy ) = wt(e ® mGo & mG1) > wt(mGo & mG1) —wt(e) >t +1

It is easy to distinguish the Hamming weight of them with probability 1, i.e.
Prib=10]=1.

From above, Advi]f_Cp “(k) is not negligible. So, we say that plain McEliece
PKE is not IK-CPA secure. O

3 Key-Privacy of Modified McEliece PKE

Due to the lack of key-privacy in the plain McEliece PKE, it is important to find
a way to guarantee anonymity as well as confidentiality, in some useful scenarios.
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Luckily, it is common to use some security-enhanced variants of McEliece PKE
rather than the plain one. Based on this stronger data-privacy, we next show the
key-privacy is also available under appropriate assumptions.

3.1 Data Privacy

Definition 2 (IND-CPA). [2] Consider a PKE scheme which consists of a
tuple of polynomial-time algorithms, where PKE = (Gen, Enc, Dec).

1. Oninput of security parameter k, key generation algorithm Gen(1") outputs
the set of private-key and public-key, (pk, sk)

2. Given (pk,sk), a polynomial-time adversary A chooses two equal-length
plaintexts mo, m1 (mo # mq), and sends them to the encryption oracle.

3. Encryption oracle (algorithm) randomly flips coin b € {0,1}, to encrypt
Enc(pk,my) = c.

4. Given target ciphertext ¢, adversary A outputs b € {0,1}, where the advan-
tage of success probability over random guess is defined as follows,

ind—cpa 1
Adv P (R) = |Prib =] - N
If Advffd_cm(/i) is megligible, then, we say underlying PKE is IND-CPA

Secure.

Remark. IND-CPA means that indistinguishability of encrypted data is pro-
tected against the chosen plaintext attack (CPA) of adversaries. For the chosen
ciphertext attack security (IND-CCA), the decryption oracle has to be consid-
ered additionally. We refer to [2] for a formal definition.

The reason why we need IND-CPA (resp. CCA) is that the complete control
of input plaintext gives adversary too much freedom to employ an attack, in the
IK-CPA (resp. CCA) notion. Our motivation is to deny such an advantage of
adversary.

3.2 IND-CPA McEliece PKE in the Standard Model

We first examine a recently proposed variant [9] of McEliece PKE, which is
provably secure in the standard model (i.e. without the assumption of ideal
hash functions, so-called random oracle model [3]).

The IND-CPA security is derived from padding random number r with plain-
text m, which makes difficult for adversaries to stay in control of the plaintext.
Let [r|m] denote the bit sequence concatenation of r and m. Then as what is
explained in the following, the randomized McEliece cryptosystem [9] achieves
IND-CPA (semantic security).
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McPKE' = (Gen’, Enc’, Dec’)
1. Gen’: On input &, output (pk,sk). n,t e N, t < n

— sk (Private Key): (S, ¢, P)

— pk (Public Key): (G, t), where k = ki + ko, GT = [GT|GT]
(G1: k1 x n submatrix of G)
(Ga: ko x n submatrix of G)

2. Enc’: Given pk and a ko-bit plaintext m, generate ki-bit r at random, and
output ciphertext ¢

c=[rmlG®e = (rGy ®e) ® mGy

3. Dec’: On input ¢, Dec’ works as the same as Dec, except that it outputs
ko-bit m only.

The IND-CPA security of above scheme, relies on 1). the pseudorandomness of
G and 2). the one-wayness of McEliece PKE. The former guarantees the padded
r being masked and makes rG1 @ e look random; the latter ensures the r cannot
be found by some message-inverting attack. It is worth noticing that r should
be long enough, where security evaluation is given in [9].

In the formal proof, the indistinguishability of permuted code is defined. This
fact is also used to build secure McEliece signature in [4].

Definition 3 (Pseudorandom Codes). [J] Let A be a polynomial-time ad-
versary, which outputs 1 with certain distribution, and 0 otherwise. Given a
uniform probability distribution C(n,k) of all binary linear [n,k] code G, and
any other probability distribution F(n, k). It is called a pseudorandom code if

Advlg(n) = [PrIACTS () = 1] = Pr[AT() () = 1]
1s megligible.
Thus, it is easily concluded the following lemma,

Lemma 1. [9] The underlying scheme McPKE is IND-CPA secure, if the [n, k]
code is pseudorandom and inverting McEliece PKFE is infeasible in the polynomial
time. More precisely,

Advi T (k) < AdvY G (k) + Advyy e (k)

where, Adv%i}ép “(k) is the advantage of polynomial-time adversary A to dis-
tinguish input messages, and Advfjf’Mc(m) 18 the success probability of inverting
McFEliece PKE.
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Remark. Intuitively, the requirement of IND-CPA (resp. IND-CCA), comes from
the motivation of blocking the free access of adversary to the input plaintext. As
we have shown in Sec. [Z.3] the complete control of input gives too much power to
adversary, so that she can have enough room to cope with the target public keys.

IND-CPA (resp. IND-CCA) security, may guarantee the indistinguishability of
input plaintexts, which means it is difficult for adversary to distinguish a chosen
plaintext from a random message, under one public key. Then what left is to prove
the similar holds even under two public keys, as done in our proof in Sec. @

3.3 IND-CCA McEliece PKE in the Random Oracle Model

Assuming the random oracle model [3], Kobara and Imai [6] first proposed two
tailored conversions for McEliece cryptosystem to obtain IND-CCA security. In
the following, we simply provide one of their McEliece PKE conversions.

McPKE" = (Gen” ,Enc”,Dec”)
1. Gen”: On input «, output (pk, sk). n,t e N, t < n

— sk (Private Key): (S, ¢, P)
— pk (Public Key): (G,t), cryptographic hash functions G, H, Hg

2. Enc”: Given pk, a k-bit encoded message m, output ciphertext c.
— Generate random number r, compute x1, 2 as follows.

x1=G(r)®m, xo=1r® H(x1)

— Define z3, x4 as, (v4]|x3) = (z2||21)
— Hpg maps an integer r into Z(n). A bijective mapping Conv converts
t

Hg(r) to the corresponding error vector e.
e =Conv(Hg(r))
— Output z4 with Encryption of (z3,e).
¢ = z4||Encyi (3, €)

3. Dec”: Simply reverse the Enc”.

This scheme is IND-CCA secure. Note that it is a stronger security notion and
implies IND-CPA security immediately.

4 Security Proof

4.1 IND-CPA McEliece PKE in Section is IK-CPA

We confirm the presence of key-privacy based on the IND-CPA McEliece PKE
in the standard model.
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Theorem 1. The underlying modified McEliece PKE, McPKE’=(Gen’,Enc’,Dec’)
18 IK-CPA secure, in particular,

Adv' P (k) < 2AdVY G (k) + 2AdVY e (K)

Proof. We define a sequence of games to link the IK-CPA security with IND-
CPA security. Define Pr[E;] the probability of event E; that & = b in each

corresponding game. For simplicity, let € be Adv),

G1.

G2.

G3.

ind—cpa (I‘i)

On input of security parameter x, key generation algorithm generates ran-
domly two pairs of keys ((pko, sko), (pk1, sk1)) (simply write as (pko, pk1)),
and gives public keys to a polynomial-time adversary A. A chooses m* as
she wants, to challenge the encryption oracle, and receive the corresponding

ciphertext ¢, as follows. & means generate randomly and uniformly.

(pko, pk1) & Gen'(17).
m* — A(pko, pki1, 17).
¢ — Enc/ g, (m*).
b — A(pko, pk1,c,m*).

It is easy to see that the above is the same as the Def. [l Thus, Pr[F]
should be the success probability of breaking IK-CPA game.

G2 is the same as the G1, except that a random plaintext mp generated
from message domain M is provided.

(pko, pk1) ki3 Gen'(1%).
m* — A(pko, pk1, 17).
mpg & M
¢ «— Enc/,;, (m*).
b — A(pko, pk1,c,m*, mg).
Note that the success probability of adversary A does not change, because
A can simply make use of m*. Thus,

Pr[Es] = Pr[E4] (1)
G3 is obtained from G2 by modifying the encryption oracle query.
(pko, pk1) < Gen'(1%).
m* — A(pko, pki1, 17).
mpg £ M.
¢ — Enc/,i, (mpg).
b/ — A(pk[)vpklu C, m*v mR)~

It is easy to see that if a random mpg and a carefully-chosen m* cannot be
distinguished, then success probability of A will not change. Let F' be the
event that A correctly determines which plaintext is input to encryption
oracle. The following holds,

PI‘[EQ} = PT[EP,‘F}
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By the well-known difference lemma [10], it concludes that
| Pr[Bs] — Pr(Ey]| < Pa[F] 2)

Let us consider the probability of event F' occurs. Assume adversary outputs
6 =1 when mp is detected to be sent to encryption oracle, and § = 0 when
m™ is detected. Because the input m of encryption oracle is either mpg or
m™*, a random plaintext mp and a chosen plaintext m* can be distinguished
at most with the following probability,

Pr[F] < |Pr[6 = 1|m = mpg] + Pr[6 = 0|m = m”]
—(Pr[6 = 0|m = mpg] + Pr[6 = 1jm = m™])|
= |Pr[6 = 1|m = mpg| + Pr[6 = 0|m = m”]
—(1 = Pr[6 = 1|m = mpg] + Pr[6 = 0jm = m*])|
= 2|Pr[6 = 1|m = mpg] + Pr[6 = 0m = m*] — 1/2| (3)
Note that (Pr[6 = 1|m = mg| + Pr[é6 = 0}m = m*]) is the success proba-
bility of IND-CPA adversary (Def[2)), the right side of equation [ is equal
to 2e. Hence, the probability of F' is bounded by,
Pr[F] <2|Pr[6 = 1lm =mpg]+Pr[6 =0lm =m™] —1/2| =2¢  (4)

Now we evaluate the distribution Dy and D;, in game G3.
Do = {(pko, pk1, Enc’ i, (mg))|(pko, sko), (pk1, sk1) & Gen'(17)}

D1 = {{pko, k1, Enc pi,, (mg))|(pko, sko), (pk1, sk1) < Gen'(17)}

It appears that with random input mpg and pseudorandom code of public
keys of McPKE’, the above distributions are only looking random, and their
distance is too close to be distinguished.

As a consequence, the best way to find ' = b is to guess at random, which
means that the probability Pr[E3] is 1/2. Summarizing all above equations. There
is

Adv % (k) = | Pr[Ey] — (1/2)] = | Pr[Ey] — Pr[By]| + | Pr[E] — Pr{Ey
< 2¢ = 2Adv {1 () (5)

Combined with Lemma [Il it is easy to prove the theorem, hence finishes the
proof. a

4.2 IND-CCA McEliece PKE in Section [3.3] is IK-CPA (resp.CCA)

In general, IND-CCA security places strict condition on the public-key cryp-
tosystem than IND-CPA security. Intuitively, we can consider that IND-CCA is
a special case of IND-CPA. In this sense, assuming the random oracle model, we
can prove that IND-CCA McEliece PKE suffices IK-CPA, analogously. Further-
more, it is possibly to be proven IK-CCA secure, which employs similar proofs
with some additional decryption simulation. We would like to show that in the
full version of this paper.



On the Key-Privacy Issue of McEliece Public-Key Encryption 177

5 Conclusion

In this paper, we have examined key-privacy issue against the chosen plain-
text attack (CPA) for the plain McEliece PKE and its significant variants. We
first show that plain McEliece public-key cryptosystem doesn’t have key-privacy.
Then we provide solutions based on IND-CPA McEliece PKE, and rigorously
prove that these variants suffice IK-CPA. We believe that in more scenarios,
anonymity is as crucial as confidentiality. Hence, the key-privacy issue of public-
key encryption will play more important roles and attract more attentions.
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Abstract. Consider a pair of correlated Gaussian sources (X1, X2). Two
separate encoders observe the two components and communicate com-
pressed versions of their observations to a common decoder. The de-
coder is interested in reconstructing a linear combination of X; and X
to within a mean-square distortion of D. We obtain an inner bound to
the optimal rate-distortion region for this problem. A portion of this in-
ner bound is achieved by a scheme that reconstructs the linear function
directly rather than reconstructing the individual components X; and
X first. This results in a better rate region for certain parameter values.
Our coding scheme relies on lattice coding techniques in contrast to more
prevalent random coding arguments used to demonstrate achievable rate
regions in information theory. We then consider the case of linear re-
construction of K sources and provide an inner bound to the optimal
rate-distortion region. Some parts of the inner bound are achieved using
the following coding structure: lattice vector quantization followed by
“correlated” lattice-structured binning.

1 Introduction

In this work, we present a coding scheme for distributed coding of a pair of
jointly Gaussian sources. The encoders each observe a different component of the
source and communicate compressed versions of their observations to a common
decoder through rate-constrained noiseless channels. The decoder is interested
in reconstructing a linear function of the sources to within a mean squared error
distortion of D.

The problem of distributed source coding to reconstruct a function of the
sources losslessly was considered in [I]. An inner bound was obtained for the
performance limit which was shown to be optimal if the sources are condition-
ally independent given the function. In [2], the performance limit is given for
the case of lossless reconstruction of the modulo-2 sum of two correlated binary
sources and was shown to be tight for the symmetric case. This has been ex-
tended to several cases in [3] (see Problem 23 on page 400) and []. An improved

* This work was supported by NSF grant (CAREER) CCF-0448115.

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 178187, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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inner bound was provided for this case in [5]. The key point to note is that the
performance limits given in [2[4I5] are outside the inner bound provided in [IJ.
While [I] employs random vector quantization followed by independent random
binning , the coding schemes of [2/45] instead use structured random binning
based on linear codes on finite fields. Further, the binning operation of the quan-
tizers of the sources are “correlated”. This incorporation of structure in binning
appears to give improvements in rates especially for those cases that involve
reconstruction of a function of the sources.

With this as motivation, in this paper we consider a lossy distributed coding
problem with K jointly Gaussian sources with one reconstruction. The decoder
wishes to reconstruct a linear function of the sources with squared error as fidelity
criterion. We consider a coding scheme with the following structure: sources are
quantized using structured vector quantizers followed by “correlated” structured
binning. The structure used in this process is given by lattice codes. We provide
an inner bound to the optimal rate-distortion region. We show that the proposed
inner bound is better for certain parameter values than an inner bound that
can be obtained by using a coding scheme that uses random vector quantizers
following by independent random binning. For this purpose we use the machinery
developed by [QIOITTIITZ] for the Wyner-Ziv problem in the quadratic Gaussian
case.

The paper is organized as follows. In Section 2l we give a concise overview
of the asymptotic properties of high-dimensional lattices that are known in the
literature and we use these properties in the rest of the paper. In Section [, we
define the problem formally for the case of two sources and present an inner
bound to the optimal rate-distortion region given by a coding structure involv-
ing structured quantizers followed by “correlated” structured binning. Further,
we also present another inner bound achieved by a scheme that is based on the
Berger-Tung inner bound. Then we present our lattice based coding scheme and
prove achievability of the inner bound. In Section ] we consider a generalization
of the problem that involves reconstruction of a linear function of an arbitrary fi-
nite number of sources. In Section [l we provide a set of numerical results for the
two-source case that demonstrate the conditions under which the lattice based
scheme performs better than the Berger-Tung based scheme. We conclude with
some comments in Section [fl We use the following notation throughout this
paper. Variables with superscript n denote an n-length random vector whose
components are mutually independent. However, random vectors whose compo-
nents are not independent are denoted without the use of the superscript. The
dimension of such random vectors will be clear from the context.

2 Preliminaries on High-Dimensional Lattices

2.1 Overview of Lattice Codes

Lattice codes play the same role in Euclidean space that linear codes play in
Hamming space. Introduction to lattices and to coding schemes that employ
lattice codes can be found in [QTO/IT]. In the rest of this section, we will briefly
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review some properties of lattice codes that are relevant to our coding scheme.
We use the same notation as in [I0] for these quantities.

An n-dimensional lattice A is composed of all integer combinations of the
columns of an n x n matrix G called the generator matrix of the lattice. Associ-
ated with every lattice A is a natural quantizer namely one that associates with
every point in R™ its nearest lattice point. This quantizer can be described by the
function Q4 (x). The quantization error associated with the quantizer Q(-) is
defined by x mod A = x—Q 4(x). This operation satisfies the useful distribution

property
((x mod A) +y) mod A= (z+y) mod A Vuz,y. (1)

The basic Voronoi region Vy(A) of the lattice A is the set of all points closer to
the origin than to any other lattice point. Let V(A) denote the volume of the
Voronoi region of A. The second moment of a lattice A is the expected value per
dimension of the norm of a random vector uniformly distributed over Vy(A) and
is given by

1 fVO(A) | = ”2 dx

o*(A)
n va(A) dx

(2)

The normalized second moment is defined as G(A) £ o2(A)/V/"(A).

In [I2], the existence of high dimensional lattices that are “good” for quanti-
zation and for coding is discussed. The criteria used therein to define goodness
are as follows:

— A sequence of lattices A (indexed by the dimension n) is said to be a good
channel o%-code sequence if Ve > 0, IN(e) such that for all n > N(e) the
following conditions are satisfied for some E(€) > 0:

V(AM) < 2nGlosCrec?) o ang P (4™, 0%) <27"EO. (3

Here P, is the probability of decoding error when the lattice points of A
are used as codewords in the problem of coding for the unconstrained AWGN
channel with noise variance 0% as considered by Poltyrev [13].

— A sequence of lattices A (indexed by the dimension n) is said to be a
good source D-code sequence if Ve > 0, 3N (¢) such that for all n > N(e) the
following conditions are satisfied:

log(2meG(A™)) < ¢ and o*(A™) =D. (4)

2.2 Nested Lattice Codes

For lossy coding problems involving side-information at the encoder/decoder,
it is natural to consider nested codes [I0]. We review the properties of nested
lattice codes here. Further details can be found in [I0].
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A pair of n-dimensional lattices (A1, A2) is nested, i.e., As C Ay, if their
corresponding generating matrices Gp,Go satisfy Go = Gy - J where J is an
n X n integer matrix with determinant greater than one. A; is referred to as the
fine lattice while A5 is the coarse lattice. In many applications of nested lattice
codes, we require the lattices involved to be a good source code and/or a good
channel code. We term a nested lattice (A, A2) good if (a) the fine lattice A; is
both a good é1-source code and a good 6;-channel code and (b) the coarse lattice
As is both a good d2-source code and a d2-channel code. The existence of good
lattice codes and good nested lattice codes (for various notions of goodness) has
been studied in [ITJT2/T4] which use the random coding method of [I5]. Using
the results of [T1[12], it was shown in [I4] that good nested lattices in the sense
described above do exist.

3 Distributed Source Coding for the Two-Source Case

3.1 Problem Statement and Main Result

In this section we consider a distributed source coding problem for the recon-
struction of the linear function Z £ F(X;, X5) = X1 — c¢X». Consideration of
this function is enough to infer the behavior of any linear function ¢; X7 + ¢o Xo
and has the advantage of fewer variables.

Consider a pair of correlated jointly Gaussian sources (X7, X2) with a given
joint distribution px, x,(x1,x2). The source sequence (X7, X¥) is independent
over time and has the product distribution H;L:I Dx, X, (T1i, T2;). The fidelity
criterion used is average squared error. Given such a jointly Gaussian distribution
Px,x,, We are interested in the optimal rate-distortion region which is defined as
the set of all achievable tuples (Ry, Re, D) where achievability is defined in the
usual Shannon sense. Here D is the mean squared error between the function
and its reconstruction at the decoder. Without loss of generality, the sources can
be assumed to have unit variance and let the correlation coefficient p > 0. In
this case, 0% = Var(Z) = 1 + ¢ — 2pc.

We present the rate region of our scheme below.

Theorem 1. The set of all tuples of rates and distortion (Ry, R, D) that satisfy

-1
9—2R1 4 9—2Rs < U% (5)
-\ D

are achievable.
Proof. See Section [3.2 O

We also present an achievable rate region based on ideas similar to Berger-Tung
coding scheme [67].

Theorem 2. Let the region RD;y, be defined as follows.

1 (+a)(l+a)—p?
RD,, = Ri,Ry3,D): Ry > _1
m U {( 1,412, ) 1 = 2 Og q1(1+q2)

2
(q1,92)ERY.
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1.« 1 — p? 1. ( 1 _ 2
R2 2 log ( +q1)( +QQ) p , Rl +R2 2 IOg ( +q1)( +q2) P
2 q2(1 +Q1) 2 q1q2
(J1OZ+Q2CQO¢+Q1C]2J%} ©
Tt a)(lta)-p )

where a 2 1 — p? and Ry is the set of positive reals. Then the rate distortion
tuples (Ry, Rg, D) which belong to RD}, are achievable where * denotes convex
closure.

Proof. Follows directly from the application of Berger-Tung inner bound with
the auxiliary random variables involved being Gaussian. g

For certain values of p, ¢ and D, the sum-rate given by Theorem [lis better than
that given in Theorem [21 This implies that each rate region contains rate points
which are not contained in the other. Thus, an overall achievable rate region for
the coding problem can be obtained as the convex closure of the union of all rate
distortion tuples (R1, Ra, D) given in Theorems [ and 2l A further comparison
of the two schemes is presented in Section [l Note that for ¢ < 0, it has been
shown in [§] that the rate region given in Theorem [2is tight.

3.2 The Coding Scheme

In this section, we present a lattice based coding scheme for the problem of
reconstructing the above linear function of two jointly Gaussian sources whose
performance approaches the inner bound given in Theorem [Il In what follows, a
nested lattice code is taken to mean a sequence of nested lattice codes indexed
by the lattice dimension n.

We will require nested lattice codes (A1, A12, A2) where As C Ay and Ay C
A12. We need the fine lattices 411 and A;5 to be good source codes (of appropriate
second moment) and the coarse lattice As to be a good channel code. The proof
of the existence of such nested lattices was shown in [14]. The parameters of the
nested lattice are chosen to be

o2(An) = q1, 02(A12) = Doz and 02(Ay) = & (7)
11) = (41, 12_0%—D q1, 2_0%—D

where 0 < q; < Do% /(0% — D). The coding problem is non-trivial only for
D < 0% and in this range, Do% /(0% — D) < 0%(Az) and therefore Ay C A7 and
Ay C Aqs indeed.

Let Uy and Uy be random vectors (dithers) that are independent of each other
and of the source pair (X7, X2). Let U; be uniformly distributed over the basic
Voronoi region Vy 1; of the fine lattices Ay; for ¢ = 1, 2. The decoder is assumed to
share this randomness with the encoders. The source encoders use these nested
lattices to quantize X7 and cXs respectively according to equation

S1=(Qa,, (X{"+U1)) mod Az, S2 = (Qa,,(cXy 4+ Uz)) mod Az.  (8)
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Note that the second encoder scales the source X, before encoding it. The de-
coder receives the indices S and S5 and reconstructs

0'2 -
Z: ( z D) ([(Sl—Ul)—(SQ—UQ)] mod Az) (9)

2
Oz

In general, the rate of a nested lattice encoder (Ay, As) with A C A; is given
2
by R = é log Zzgﬁfg Thus, the rates of the two encoders are given by

R ! lo & and R ! lo & (10)
= 11 =
17 9% (02 — D) 27 9% Do — q1(0% — D)

Clearly, for a fixed choice of ¢; all rates greater than those given in equation ([I0)
are achievable. The union of all achievable rate-distortion tuples (R1, Ra, D) over
all choices of ¢ gives us an achievable region. Eliminating ¢; between the two
rate equations gives the rate region claimed in Theorem [Il It remains to show
that this scheme indeed reconstructs the function Z to within a distortion D.
We show this in the following.

Using the distributive property of lattices described in equation (), we can
reduce the coding scheme to a simpler equivalent scheme by eliminating the first
mod-/As operation in both the signal paths. The decoder can now be described
by the equation

L /o2 —
7 = ( Zo’% D) ([(XT +eq) — (cX3 +eg,)] mod Asz) (11)
= (J%U; D) ([Z™ + eq, — eq,] mod A2) (12)

z

where ¢4, and ey, are dithered lattice quantization noises given by
g = QA (Xln + Ul) - (X{L + Ul) » €go = QA (CXQH + U2) - (CXSL + UQ) (13)

The subtractive dither quantization noise e, is independent of both sources
X, and X, and has the same distribution as —U; for ¢ = 1,2 [10]. Since the
dithers U; and U, are independent and for a fixed choice of the nested lattice ey,
is a function of U; alone, e4, and ey, are independent as well. Let e, = e4, —e4, be
the effective dither quantization noise. The decoder reconstruction in equation
([I2) can be simplified as

7= ("%U% D) (12" + eg) mod Ay) &2 ("%gé D) (Z"+e,)  (14)

2 _

—zn+ (77 DY 2D gn £ 7"+ N. (15)

o T 2
zZ Z

The C':d in equation (4] stands for equality under the assumption of correct
decoding. Decoding error occurs if equation ([I4]) doesn’t hold. Let P, be the
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probability of decoding error. Assuming correct decoding, the distortion achieved
by this scheme is the second moment per dimension] of the random vector N in
equation ([Z]). This can be expressed as

2 2 n
IEIINIIQZ(O%—D) E||€q||2+(D) E| z™|?

n 2 n 2 n

1
o3 o3 (16)

where we have used the independence of e;, and e4, to each other and to the
sources X1 and Xs (and therefore to Z = X1 — cX5). Since ¢4, has the same dis-
tribution as —Uj;, their expected norm per dimension is just the second moment
of the corresponding lattice 0?(Ay;). Hence the effective distortion achieved by
the scheme is

1 . 2 _ D\’ / Do2 D22
E||Z" - Z|]? = <"Z 5 ) ( ) "ZD)+ 77 =D, (17)
n O'Z O’Z— O’Z

Hence, the proposed scheme achieves the desired distortion provided correct
decoding occurs at equation (I4)). Let us now prove that equation (I4) in-
deed holds with high probability for an optimal choice of the nested lattice,
i.e., there exists a nested lattice code for which P, — 0 as n — oo where,
P, =Pr((Z™+eq) mod Ay # (Z" +¢4)) .

To this end, let us first compute the normalized second moment of (Z™ +¢,).

2

1 " oD
JENZ e |P=0f+ it O%Z_ p~ @ =0"(4). (18)

It was shown in [J] that as n — oo, the quantization noises e,4, tend to a
white Gaussian noise for an optimal choice of the nested lattice. It can be shown
that, under these conditions, e, also tends to a white Gaussian noise of the same
variance as e4. The proof involves entropy power inequality and is omitted.

We choose A5 to be an exponentially good channel code in the sense defined
in Section 2] (also see [I0]). For such lattices, the probability of decoding error
P. — 0 exponentially fast if (Z™ + e4) is Gaussian. The analysis in [IT] showed
that if (Z™ + e4) tends to a white Gaussian noise vector, the effect on P, of
the deviation from Gaussianity is sub-exponential and the overall error behavior
is asymptotically the same. This implies that the reconstruction error Z™ — Z
tends in probability to the random vector N defined in equation (IH). Since all
random vectors involved have finite normalized second moment, this convergence
in probability implies convergence in second moment as well, i.e., TILE | Zz™ —
7z |2— D. Averaged over the random dithers U; and Us, we have shown that the
appropriate distortion is achieved. Hence there must exist a pair of deterministic
dithers that also achieve distortion D and we have proved the claim of Theorem[Il

1 'We refer to this quantity also as the normalized second moment of the random vector
N. This should not be confused with the normalized second moment of a lattice as
defined in Section 211
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4 Distributed Source Coding for the K Source Case

In this section, we consider the case of reconstructing a linear function of an
arbitrary number of sources. In the case of two sources, the two strategies used
in Theorems[I] and 2l were direct reconstruction of the function Z and estimating
the function from noisy versions of the sources respectively. In the presence of
more than two sources, a host of strategies which are a combination of these
two strategies become available. Some sets of sources might use the “correlated”
binning strategy of Theorem [I] while others might use the “independent” binning
strategy of Theorem 2l The union of the rate-distortion tuples achieved by all
such schemes gives an achievable rate region for the problem.

Let the sources be given by X1, Xo,..., Xx which are jointly Gaussian. The
decoder wishes to reconstruct a linear function given by Z = ZZK:1 ¢; X; with
squared error fidelity criterion. The performance limit RD is given by the set
of all rate-distortion tuples (R1, Ra,. .., Rk, D) that are achievable in the sense
defined in Section [3

For any set A C {1,..., K}, let X4 denote those sources whose indices are in
Ajie, X4 2 {X; : i€ A}. Let Z4 be defined as > ica ¢iXi. Let © be a partition
of {1,..., K} with 8 = |O]. Let mg : © — {1,...,0} be a permutation. One can
think of mg as ordering the elements of @. Each set of sources X4, A € O are
decoded simultaneously at the decoder with the objective of reconstructing Z 4.
The order of decoding is given by mg(A) with the lower ranked sets of sources
decoded earlier. Let Q = (¢1,...,9Kx) € Rf be a tuple of positive reals. For any
partition @ and ordering 7o, let us define recursively a positive-valued function
03 © — RT as 03(A) = E[(Za — fa(Sa))?] where fa(Sa) = E(Za|Sa),
Sa={Zp+Qp:BeO,mo(B) <7me(A)} and {Q4 : A € O} is a collection of
|©| independent zero-mean Gaussian random variables with variances given by
qa = Var(Qa) = > ica i, and this collection is independent of the sources. Let

fAZA+Qa:A€OY)EE(ZI{Za+Qa: AcO}).

Theorem 3. For a given tuple of sources X1, ..., X and tuple of real numbers
(c1,¢2,...,¢K), we have RD}, C RD, where * denotes convex closure and

1 2 (A
RDiyn= |J <(BRi.....Rx,D): R > 21og"@< q)f(“ forie A,
0,70,0 g

D2E(Z-f({Za+Qa:AcO))] } (19)

Proof. This inner bound to the optimal rate region can be proved by demon-
strating a coding scheme that achieves the rates given. As in Section 3.2, we use
“correlated” binning based on lattice codes. The basic idea of the proof is to
use high dimensional lattices to mimic the Gaussian test channels used in the
description of Theorem B The details are omitted. We remark that the general
K-user rate region described above can be used to re-derive Theorems [I] and
by appropriate choices of the partition ©.
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5 Comparison of the Rate Regions

In this section, we compare the rate regions of the lattice based coding scheme
given in Theorem [ and the Berger-Tung based coding scheme given in Theorem
for the case of two users. The function under consideration is Z = X; — ¢Xs.
To demonstrate the performance of the lattice binning scheme, we choose the
sum rate of the two encoders as the performance metric.

In Fig.[Il, we compare the sum-rates of the two schemes for p = 0.8 and ¢ = 0.8.
Fig. M shows that for small distortion values, the lattice scheme achieves a smaller
sum rate than the Berger-Tung based scheme. We observe that the lattice based
scheme performs better than the Berger-Tung based scheme for small distortions
provided p is sufficiently high and ¢ lies in a certain interval. Fig. [2lis a contour
plot that illustrates this in detail. The contour labeled R encloses that region in
which the pair (p, ¢) should lie for the lattice binning scheme to achieve a sum
rate that is at least R units less than the sum rate of the Berger-Tung scheme
for some distortion D. Observe that we get improvements only for ¢ > 0.

Comparison between Berger-Tung and Lattice based Coding Schemes Region where lattice scheme outperforms Berger-Tung scheme
7 T T T T T T T T T T T T T T

Berger-Tung Sum rate
—— Lattice Sum rate 161

Sum Rate

L L Ty, L L L L L L L L L
0.2 0.25 0.3 0.35 0.4 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Distortion D rho

0 0.05 0.1 0.15

Fig. 1. Comparison of the sum-rates Fig. 2. (p, c) region for lower sum rate

6 Conclusion

We have thus demonstrated a lattice based coding scheme that directly encodes
the linear function that the decoder is interested in instead of encoding the
sources separately and estimating the function at the decoder. For the case of two
users, it is seen that the lattice based coding scheme gives a lower sum-rate for
certain values of p, ¢, D. Hence, using a combination of the lattice based and the
Berger-Tung based coding schemes results in a better rate-region than using any
one scheme alone. For the case of reconstructing a linear function of K sources,
we have extended this concept to provide an inner bound to the optimal rate-
distortion function. Some parts of the inner bound are achieved using a coding
scheme that has the following structure: lattice vector quantization followed by
“correlated” lattice-structured binning.
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Abstract. We review a binary sequence based on the generalized cyclo-
tomy of order 2 with respect to p*, where p is an odd prime. Linear com-
plexities, minimal polynomials and autocorrelation of these sequences
are computed.

1 Introduction

Let n > 2 be a positive integer and Z be the multiplicative group of the integer
ring Z,. For a partition {D;|i = 0,1,--- ,d — 1} of Z¥, if there exist elements
g1, ,g9a4 of Z% satisfying D; = ¢g;Do for all i where Dy is a multiplicative
subgroup of Z, the D, are called generalized cyclotomic classes of order d. In
1998, Ding and Helleseth [I] introduced the new generalized cyclotomy with
respect to pi* - -+ p;* and defined a balanced binary sequence based on their own
generalized cyclotomy, where py, - - - , p; are distinct odd primes and ey, - - - , e; are
positive integers. Before them, there have been lots of studies about cyclotomy,
but they are only about ones with respect to p or p? or pq where p and ¢ are
distinct odd primes [IE4I7)8]. In [I] they also introduced how to construct a
balanced binary sequence based on their generalized cyclotomy. Let it call the
generalized cyclotomic sequences. Those sequences includes the binary quadratic
residue sequences also known as Legendre Sequences because these sequences can
be understood as the generalized cyclotomic sequences with respect to p.

In 1998, C. Ding [4] presented some cyclotomy sequences with period p? which
are not balanced. They are defined in a slightly different way from the generalized
cyclotomic sequences with respect to p?. In that paper, he calculated the linear
complexities with minor errors. Y.-H. Park and others [5] corrected the errors.
The linear complexity of the sequence is not so good. In general, the linear
complexity of a sequence is considered as good when it is not less than half
of the period of the sequence. Recently, in [7], Yan et al. calculated the linear
complexity and autocorrelation of generalized cyclotomic sequences of order 2
with respect to p2.

In this paper, we compute the linear complexity and autocorrelation of the
generalized cyclotomic sequences with respect to p®. Hereafter we will call these
sequences as prime cube sequences.

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 188{-197] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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2 Prime Cube Sequences

Let p be an odd prime. Let g be a primitive root of p?. Then it’s well known that
g is also a primitive root of p* for k > 12]. The order of g modulo p is p — 1,
the order of g modulo p? is p(p — 1) and the order of g modulo p? is p?(p — 1).
Define
DY =(g?) (modp) Dy” =gDf" (modp)

= (¢?) (mod p?) Dng) = gDépZ) (mod p?)

= (¢?) (mod p?) D%pg) ng(()p3) (mod p?)
Then Z: = ng uD?.zz, = DY) U DY) and 3 = DY U DI For
t = 0,1,2, the D](p ") are called generalized cyclotomic classes of order 2 with
respect to p’. Note that

Zys = D¥) U D) UpDP) UpDF) U 2D U P2DP U {0}.

Here and hereafter, f; D;p ") are sets of elements obtained by multiplying fj to

the elements of D;pi) over Zy,s for i =0,1,2 and j = 0, 1.
In [, the authors define the binary prime cube sequence {s(n)} as follows[I]:

.~ J0,if (i mod p?) ey
s(i) = {1, if (i mod p3) € Cy . (1)

3 d 3 d
where Co = Uy gor % Dy and C1 = {03 UUgpps g5 % DI7

3 Linear Complexity and Minimal Polynomial

Let {s(n)} be a sequence of period L over a field F. The linear complexity of
{s(n)} is defined to be least positive integer [ such that there are constants
co=1,c1, -, ¢ € F satisfying

—s(i)=c1s(i—1)4+cos(i —2)+---+¢s(i—1) foralll <i<L
The polynomial c(x) = ¢y + c1z + -+ + ¢! is called a minimal polynomial
of {s(n)}. Let {s(n)} be a sequence of period L over a field F, and S(z) =
5(0) + s(1)x + -+ + s(L — 1)zE =1 Tt is well known that|[3]
1. the mimimal polynomial of {s(n)} is given by
c(x) = (z" —1)/ ged(z® — 1, 5(x))

2. the linear complexity of {s(n)} is given by

Cr=L-— deg(gcd(a;L —1,5(x)))
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Lemma 1. Fora € Z;}. and 1 <7<3

| D) if ae DF

aD(pi) _ {D(()p_)7 if aGD(()p) aD(pi) _ {Dgp‘), if aED(()p)
o ) p) (") Lo
7, if a€ Dy

Proof. It can be proved in the same way as [4].

Lemma 2. Let b be any integer. Then Dl(pa) +bp = Dl(pa) and DEPZ) +bp = DEPZ)
fori=0,1.

Proof. Tt can also be proved in the same way as [4].

Lemma 3. —1 (mod p?) € D(()ps) if and only if —1 (mod p?) € D(()p2) if and
only if —1 (mod p) € D(()p) if and only if p=1 (mod 4).

Proof. Tt is well known that —1 (mod p) € D(()p) if and only if p=1 (mod 4)[2].
2
Using Lemma B} we can show —1 (mod p) € DI’ implies —1 (mod p?) € D

and —1 (mod p?) € D(()ps). The converse is obvious.

®°) . ; @) . ' (») L
Lemma 4. 2 € D;” ' ifand only if 2 € D;” ’ if and only if 2 € D;”’ fori =0, 1.
Proof. Tt can be proved in the same way as [4].

Let m be the order of 2 modulo p? and @ a primitive p>th root of unity in
GF(2™). Define

S@)=> a'=1+(>_ + > + Y )2'eGF(Q2)z].

ieCy €D iepp??  icp>D{P
Then S(z) is generating function of the prime cube sequence {s(n)} defined

before. To compute S (0), we use the generalized cyclotomic numbers of order 2
with respect to p* for i > 1 defined by

(i) = (D) +1)n DY) 4,5 =0,1, and k=0,1,2. 2)

Lemma 5. [1] If p=3 (mod 4), then

k-1 k1
p(p—3 P (p+1
(1,0)= (0,0) = (1,1) = (4 ), and(0,1), = (4 )
Ifp=1 (mod 4), then
k-1 k1
P (p— P (p—5
(0,1)pk:(1,0)pk=(1,1)pk: <4 ), and (0,0)pk: <4 )
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Note that
0=6"" = 1=(0"" )P = 1=(0" — 1)(1+67 +0° 4 ... 49>~ 1DP"),
It follows that
1467 4 6% 4 190" =14 S ey Y gi=o
iep2 D) iep2 D)
@) can be rewritten as follows:
0=0" —1=(")P —1= (0 —1)(1 + 67 + - + %"~ 1),
It follows that
14674 4@ - DP =1 4 3 6" = 0.
iep2 D Up2 D Up D) Up D P
From (@) and (), we obtain
Sooi= > 0
iepD{P*) iepDP?
Since Zfial 0" = 0, by (F) we obtain

Soooi= > 0.

3 3
ieD{P) ieD{"”

191

(7)

Assume 61 = 6P, 05 = 9”2, then 6, is a primitive p?th root of unity and 65 is

a primitive pth root of unity in GF(2™). Define

= ) 6 and ta(f) = > 65

iep(P? ieD{P
Lemma 6. [5]/ 3", 0F + ZiEDgpz) 0% =0 if p is an odd prime.
Lemma 7. ZiEDé’)Z) 911 = ZieDng) 91 = tl (91) =0
Proof. From ({),([6) and Lemma [ obvious.

Lemma 8. [6]] t2(02)€{0,1} if and only if 2 ED(()p) if and only if p==+1(mod 8)

Lemma 9. Let the symbols be the same as before,

PP (mod 2), if a=0

S(6), if aeD)
3
S(6) + 1, if a € D™

2
S$(0°) = "' +12(62),  if a€pDy’)
p;l +12(02), if a€ ngp )
1+ t5(), if a€p?DP
t2(02). if aep?D?.
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Proof. For the case a = 0, we have S(0%) = S(1) = 32“ = 3! (mod 2). I
a € D by definition there is an integer s such that a = g2°. It follows that
3 3
aD{") = {g* 2 |t = 0,1, ,p(p—1) = 1} = D}
2 2
apD{") = p{g* 2t = 0,1, p(p—1) — 1} = pD{"”
2
DY = PP =01, (p 1) 1) = pD).

Hence

SON=1+( >+ >+ Y =14 >+ D>+ > )=

3 2 . 3 2 .
ieD®” iepp®? icp2D ieD"? iepp®? iep2D

Ifa € D§p3)7 then aDgpa) = D(()ps)7apD§p2) = pDép2)7ap2D§p) = p2D(()p2). By
@), @) and (@)

) =1+ Z Z Z +1.

Note that Dgpa) mod p=D", \D§p3)| = p?|DW), 911’2 =1and 0} = 1.
2 2
Fora = aip,a1 € Z), = D(()p U Dgp ) we have

O+ D+ D e

3 2 ’
ieDgp ) iengp ) ’LEpZD;p)

=1+ Z 9a1pi+ Z 9ﬂ1Pi+ Z aalpi

iep®? iepDP? iep2D{P
) - op—1
=1+ E 1+ § 65 + 5 -
i€a1D§p3> ieangpz)

Ifa; € D(()pz)7 a1D§p3) = D%pg) and a1D§p2) = D§”2>. we have

sey="Tle Y b X a="T e Y e Y 6
iep®? iep®® ieD) ieDp®

p+1
2

_pt1

9 +11(01) + t2(02) =

+t2(92).
Ifa) € D§p2), a1D§p3) = D(()pg) and a1D§p2) = D(()pz). we have

a p+]— % %

Se)=", + > i+ > 6
ieDr™) ieD{P?

_p+1

-1
9 + ta(62).

+11(01) + 1+ t2(02) =
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For a = asp?,as € VA D(()p) U D?’), we have

EIETD RIS SR S

iep®  iepp®?  iep?DP
=14 epzi 4 9a2p2i eazpzi
= 1t 2
icaz D) iep{r® ieD®
2
,  , p"—p p—1
=1+ Y 05+ + .
L 2 2
i€a2D§p )

If ay € DY, angpg) = D%pg) and agDEPQ) = D§”2>. we have

sey=""""4+ 3 6= v “ +p7 ) 05 =1+t5(02).

iep®? ieD®

If ay € D§p2), a2D§p3) = D(()pg) and a2D§p2) = D(()pz). we have

oy PPH1 ;PP ;
s ="+ 3 6="7"40" Y th=t:00).

ieD{F? ieD{?

Define ") (x) = [T, _ oo (x—0%), d* ) (2) = T1,_ o (2—65) and &) (z) =
I1,.pw (x —63), i =0,1. Then L
3 2 2 3 3
2 —1= (2 = Ddy” (@)d" (@) (@)di” (@)dif ) (2)d (a).

Lemma 10. dgp) (m)7d5p2)(ac), dgps)(m) € GF(2)[z] if and only if p = +1 mod 8.

Proof. Almost the same proof in [4] can be applied . If p = +1 mod 8, from
2 3
Lemma @ and B 2 € D(()p) N D(()p e D(()p ). Then for i = 0,1,2, we have

P7 H JJ 02p ay H (.732 _ epia) — H (1‘2 _ epia):dgpi)(l,2).

aeD?") ac2D?") acD®"

Thus dgpi)(x) € GF(2)[z], i = 0,1,2. If p = £3 mod 8, from Lemma M and B
2 3
2e DV nDP) "\ DP). Then for i =0, 1,2, we have

@ @) = T @ =07 =d2) (@) 24P (2).

(p?)
a€D [ (mod 2)

Hencedp)( )€ GF(2)[x], i =0,1,2.
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Theorem 1. Let p be an odd prime and {s(n)} be a prime cube sequence of
period p3. Then the linear complezity Cr, of {s(n)} is as follows:

p3+1, ifp=1 mod 8
= p3—1 ifp=3 mod 8
E=Yp? if p=>5 mod 8
3

p;17 if p="T mod 8.

Proof. f p = 1 mod 8, from Lemmas [§ t2(62) € {0,1}. Furthermore, since

2 DP DY) N DY) by Lemma@and B S(62) = S(6). Hence, S(0) € {0,1}.
Applying Lemma [@ we have

(=1l @) @)l (@) (S(6).2(62))=(0,0)

(= e @) @ (@) (S(0)42(02) = (0. 1)
ged(@?’ = 1,5(2)  |(w—1)d] >(x)dgp>(x)dgp>(x)if(5(9),t2(92))=(1,0)

(2= 1)d (@)d” (@) (@)it (S(0).t2(62))=(1,1)

3

3
It follows that Cf, = deg (c(x ))—1+p7p + 7 p+p21:p2+1.

For the cases of p = 3,5 and 7 mod 8, we can reach easily by similar procedure
with the case p = 1 mod 8.

4 Autocorrelation

The periodic autocorrelation of a binary sequence {s(n)} of period N is defined
by Cs(r) = ZTLL_O( 1)*(+7)=s(") wwhere 0 < 7 < L. Define dy(i,j;7) = |Ci N
(Cij+71), 0<7<L,i,j=0,1

Theorem 2. Let p be an odd prime. Then the autocorrelation profile of the
binary prime cube sequence of period p® which is defined at () is as follows:

1. p=1 (mod 4)

p*, 7=0 (mod p?)
pP-p-3,  repDy
p*—p+1,  Tep’DY
2
Cy(r) = p3—p2—p—27T€pDép2)
P —p* —p+2,7€pDP
3
—p2—2, TED(()p)
3
—p*+2, re DP)
2. p=3 (mod 4)
P’ 7=0 (mod p?)

p?’—p—L TEpQD(()p) Up2D§p)
2 2

p3—p2—p776pDéf ) UpDﬁp )

—p?, re Dy uDP.
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Proof. Since Cy(7) = p® —4ds(1,0;7), we need to calculate d,(1,0; 7). Note that
ds(1,0;7) =|C1 N (Co + 7))
=GN DY +7)| + [Cin (DY +7)] + [Cin(DF ) +7)] (8)

Denote the first, the second and the third term in {) as A(7), B(r) and C(7),
respectively. To begin with, we are going to compute A(7). Note that

A7) =100 (DY +7)| = {0} 0 (D +7)| + 15D 1 (D +7)]
2 3
+ [P N > DY + 1) + DY) 0 (* Dy + 7). 9)

Denote the first, the second, the third and the fourth term in (@) as Ay (7),

As(T), As(T) and A4(7), respectively. Let us compute A;(7) first. When 7 = 0,
2

Ay (r) = {0} ﬂpzD(()p)\ = 0. When 7 € le(p for i« = 0,1, by Lemma [l any

) ()

when 7 € Dgps) for i = 0,1, any element of pQD((,p) + 7 is an element of DEPS) for
i = 0,1, respectively. Therefore, when T € {0} UpD(()pz) Ungpz) U D(()p3) U Dgpa),
Aq(7) = 0. Next thing to do is to compute the value of A;(7) when 7 belongs
to the set p2D(()p) Up2D§p). From Lemma [l and Bl if p = 1 mod 4, 7 € p2D§p)
implies —7 € pzDgp) for i = 0, 1, respectively. Hence, in this case, A;(7) = 1 if
T E pQD(()p) and A;(r) =01if 7 € p2D§p). Likewise if p = 1 mod 4, 7 € p2D§p)

2 (p)
Di+1 mod 2

T E pQD(()p) and A(1)=1if 7 € p2D§p). Summarizing these, we have

element of p2D(()p +7 is an element of pD;” ’ for i = 0, 1, respectively. Similarly,

implies —7 € p for i = 0,1, respectively. Hence, A;(r) = 0 if

0,7 € {0yupD) UpD¥) U DY) U D)
1,7 EpzD(()p) and p = 1 mod 4
Ai(r)=40,7¢€ pQD(()p) and p = 3 mod 4 (10)
0,7 EpQDgp) and p =1 mod 4
1,71 EpzDgp) and p = 3 mod 4

Next let us consider As(7). Similarly Ay (r) = 0 if 7 € {0} U pDP) U pDP) U
D(()p U Dgp ). When 7 € pzD(()p) UpQDgp)7 As(T) = \pQDgp) N (pzD(()p) +7)| =
|p2D§p) N (pQD(()p) + p%a)| for some a € D(()p) U Dgp). Therefore As(7) = |D§p) N

(DY + a)| = |a'D") N (a='DY + 1)| and by Lemma [ and the definition of
the generalized cyclotomic numbers of order 2 with respect to p, we have

0, re{0yupD{ upDIuDFIUDE”)
Az(1) = (0,1),,7 € p* DY
(1,0),,7 € p2D§p)

In the case of A3(7), As(7) =0if 7 € {0} U D(()pa) U Dgps) with the same reason
2 2
as Aq(r) and Ax(7). If 7 € UpD(()p ) UpD§p ), then for ¢ = 0,1, any element
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of ple(p ) & 7 is a multiple of p? mod p® so that it can not be an element of
2 2
PDY) ), Thus, in these cases, A3z(7) = 0. In the case of T € ngp ) for i = 0,1,
2 2
we have pQD[(,p) +7 C pDZ(p ). Therefore, As(t) = 0] = 0if 7 € pD[(,p ) and

As(r) = |p2D(()p) +7| = pgl if 7 e ngpZ). Similarly, we can compute A4(7).
Summarizing these calculation, we have

0, reZs\pD?) 0, 7€\ D"
A3(T): ’ p 2 1 5 A4(T): ’ pg 1

p217T€pD§p) p;17T€D§p)

Combining the results of A;(7), Aa(7), As(7) and A4(7), we have

0, 7=0
p+3 TEp2D( and p = 1 mod 4
p“ TEpQD()andpE3mOd4
p41 TEpQD()andpzlmod4
A(T) = Z Ai(1) = P TEp2D( and p = 3 mod 4 (11)
1<i<4 0, repD{P”)
pgl,TEngpZ)
0, TED(()ps)

3
rt reDP)
Next we are going to compute B(7) and C(7). Note that

2 2
B(r) = {0} (oD + 1)l + 15D 01 (D +7)
2 2 3 2
+[pD¥) 0 (D) + 1) + 1D N (pDF ) + 7). (12)

C(r) = {0} N (DY) +7)| + DI N (DY +7)]
2 3 3 3
+pDi"”) N (DF) + 1) + D) 0 (DF + 7)1 (13)
Denote the first, the second, the third and the fourth term in ([I2)) as B (1),
Bo (1), Bs(7) and By(7), respectively. Likewise denote the first, the second, the

third and the fourth term in (I3]) as C1(7), Ca(7), C5(7) and Cy(7), respectively.
With almost the same way, we can reach the following:

p=1mod 4 Bi(7) B2(1) Bs(1) Ba(1) B(1)

repDF) 1 Pt (0,1),, 0 PP

repD®) 0 0 (1,0),. 0 P(P4 b (14)
reDf 0 0 o Pyr o

otherwise 0 0 0 0 0
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p=3mod 4 Bi(7) Ba(1) Bs(r) Ba(r) B(7)

pDF) 0 0 (0,1), 0 P
repD) 1 Pl (1,0),, 0 PP (15)
re D§p3) 0 0 p22—p pop
otherwise 0 0 0 0 0

By doing the same procedure repeatedly, we can reach the following:

p=1mod 4 Ci(1) Co(1) Cs(1) Cu(t) C(1)

7eD{) 1 Pt PP (0,1), P2
%) pP—p?
T Dy 0 0 0 (1, 0)p3 4
otherwise 0 0 0 0 0
(16)
p=3mod 4 Ci(r) Cao(7) Cs(1) Cu(r) C(7)
7eD) 0 0 0 (0,1), P
re D§p3) 1 p;l p22—p (1’0)173 p3—52+2
otherwise 0 0 0 0 0

Combining (I),([), and ([IG), we can compute ds(1,0;7). Since Cy(7) =
p® — 4d,(1,0;7), it completes the proof.
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The “Art of Trellis Decoding” Is NP-Hard*
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Abstract. Given a linear code C, the fundamental problem of trellis
decoding is to find a coordinate permutation of C that yields a code
C’ whose minimal trellis has the least state-complexity among all codes
obtainable by permuting the coordinates of C. By reducing from the
problem of computing the pathwidth of a graph, we show that the prob-
lem of finding such a coordinate permutation is NP-hard, thus settling
a long-standing conjecture.

1 Introduction

Maximum-likelihood (ML) decoding of a linear code can be implemented us-
ing the Viterbi algorithm on a trellis representation of the code. The run-time
complexity of such an implementation depends on the complexity (size) of the
trellis representation, and so it is desirable to find, for a given code C, a low-
complexity trellis representing C. The theory of trellis representations of a linear
code is well understood, and we refer the reader to the review by Vardy [11]
for an excellent survey of this theory. A fundamental result of this theory is
that a linear code has a unique minimal trellis that simultaneously minimizes
several important measures of trellis complexity, including the number of states,
the number of edges, and the so-called state-complexity of the trellis. There are
several efficient algorithms known for determining the minimal trellis for a given
linear code (again, see [I1] and the references therein).

It is a somewhat surprising fact that permuting the coordinates of a code can
result in a drastic change in the complexity of the minimal trellis. To be precise,
if C' is a code obtained by permuting the coordinates of C, then the minimal
trellises of C and C’ may have very different sizes. However, the simple action
of coordinate permutation does not affect the performance of the code from an
error-correction viewpoint. Therefore, given a code C, one may as well use the
code C’ obtained by permuting the coordinates of C, such that the minimal trellis
of C’' has the least complexity among the minimal trellises of codes obtained
from C via coordinate permutations. The problem of determining the coordinate
permutation of C that minimizes the complexity of the resulting minimal trellis
has been termed the “art of trellis decoding” by Massey [§].

* This work was supported in part by a research grant from the Natural Sciences and
Engineering Research Council (NSERC) of Canada.

S. Boztacs and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 198 2007.
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It now matters which measure of trellis complexity is to be minimized, as
the coordinate permutation of C that yields a minimal trellis with, say, the
least state-complexity need not be the same as the coordinate permutation that
yields a minimal trellis with the smallest number of states. The prior literature
has most often focused on the problem of finding the coordinate permutation
of a given code that minimizes the state-complexity of the resulting minimal
trellis, and it has repeatedly been conjectured that this problem is NP-hard [5],
[6], [IT, Section 5]. To put it another way, the following decision problem was
conjectured to be NP-complete:

Problem: TRELLIS STATE-COMPLEXITY
Let IF, be a fixed finite field.

Instance: An m xn generator matrix for a linear code C over IF;, and an integer
w > 0.

Question: Is there a coordinate permutation of C that yields a code C’ whose
minimal trellis has state-complexity at most w?

This decision problem was called “Maximum Partition Rank Permutation” in
[5], and “Maximum Width” in [6]. Forney [4] has referred to the resolution of the
aforementioned conjecture as the “only significant open problem” in the context
of trellis representations.

In this paper, we settle the conjecture in the affirmative. We show that, for
any fixed finite field IF, given an arbitrary code C over F,, the problem of finding
the coordinate permutation of C that yields a minimal trellis with the least pos-
sible state-complexity is indeed NP-hard. Thus, TRELLIS STATE-COMPLEXITY
is NP-complete. Our proof is by reduction from the problem of computing the
pathwidth of a graph, which is known to be NP-hard [1],[2].

The rest of the paper is organized as follows. In Section 2] we lay down the def-
initions and notation necessary for our development. In Section Bl we sketch out
a proof of the fact that for any fixed finite field F,, TRELLIS STATE-COMPLEXITY
is NP-complete. We have had to omit some of the details of the proof due to
space limitations; the complete proof can be found in our full paper [7]. We make
some concluding remarks in Section [l

2 Preliminaries

A trellis T for a length-n linear code C over a finite field F, is an edge-labelled
directed acyclic graph with certain properties. The vertex set, V', of T' can be
partitioned into n + 1 disjoint subsets V, Vi, ..., V,,, such that each (directed)
edge of T starts at V; and ends at V; 1 for some i € {0,1,...,n—1}. The set V;
is called the set of states at time index i. The set V[ consists of a unique initial
state vg, and the set V,, consists of a unique terminal state v,. It is further
required that each state v € V lie on some (directed) path from vy to v,. Note
that each path from vy to v, is of length exactly n. The edges of T are given
labels from I, in such a way that the set of all label sequences associated with
paths from vy to v, is precisely the code C.
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It turns out that if T is the minimal trellis for a linear code C, then the
cardinalities of the sets V; are all powers of ¢. It is thus convenient to define the
state-complezity profile of T to be the (n + 1)-tuple s = (so, S1, ..., 8,), where
s; = logq(ﬂ/;\). The state-complexity of T is then defined as sp.x = max;s;.
When T is the minimal trellis of C, there is an explicit expression known for the
si’s. We will find it convenient to give this expression in terms of the connectivity

function of C, as defined below.

The set [n] def {1,2,...,n} is taken to be the coordinate set of the length-

n code C. Given a subset J C [n], we let C|; denote the restriction of C to
the coordinates with labels in J. In other words, C|; is the code obtained by

puncturing the coordinates in J¢ = [n] — J. The connectivity function of the
code C is the function ¢ : 20" — Z defined by

Ae(J) = dim(C|y) + dim(C| ) — dim(C), (1)

for each J C [n]. It is obvious that for any J C [n], we have A¢(J) > 0 and
Ac(J) = Ae(J€). Observe also that Ac(f)) = A¢([n]) = 0. Furthermore, some
elementary linear algebra suffices to verify that A¢(J) = A¢w (J) for any J C [n].

The state-complexity profile of the minimal trellis of C can now be expressed as
s(C) = (s0(C), s1(C), ..., sn(C)), where 50(C) = s,(C) =0, and for 1 <i <n-—1,

5:(C) :)‘C({172772}) (2)

Thus, the state-complexity of the minimal trellis of C is given by smax(C) =
max;ey) 5i(C). Note that since A¢(J) = A¢(J) for any J C [n], we have s(C) =
s(C1), and hence, Simax(C) = Smax(C1).

As mentioned in Section [ different coordinate permutations of the same
code may result in codes with minimal trellises of very different complexities
[11, Example 5.1]. Therefore, letting [C] denote the set of all codes that can be
obtained from a code C by means of coordinate permutations, it is of interest to
define the trellis-width of the family [C] as follows:

. ! . /
tw[C] = CI/%I[%] Smax(C') = cgél[%] 1;161?5]( s;(C. (3)

The main aim of this paper is to show that, given a code C, the problem of
computing the trellis-width of [C] is NP-hard. We accomplish this by reduction
from the known NP-hard problem of computing the pathwidth of a graph.

3 NP-Hardness of Trellis-Width

The notion of graph pathwidth was introduced by Robertson and Seymour in
[10]. Let G be a graph with vertex set V. An ordered collection V = (V1,...,V,),
t > 1, of subsets of V is called a path-decomposition of G, if

() Ui Vi = Vs
(ii) for each pair of adjacent vertices u,v € V, we have {u,v} C V; for some
i € [t]; and
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G G’

Fig. 1. Construction of G’ from G

(iii) for 1 <i<j<hk<t VinViCV

The width of such a path-decomposition V is defined to be wg (V) = max;cy [Vi| —
1. The pathwidth of G, denoted by pw(G), is the minimum among the widths of
all its path-decompositions. A path-decomposition V such that wg (V) = pw(G) is
called an optimal path-decomposition of G.

Let F, be an arbitrary finite field. Given a graph G with vertex set V', our aim is to
produce, in time polynomial in |V|, a matrix A that generates a code C over F, such
that pw(G) can be directly computed from tw|C]. The NP-hardness of computing
graph pathwidth then implies the NP-hardness of computing the trellis-width of [C]
for an arbitrary code C over Fy;. We now describe our construction of the matrix A.

Let G’ be a graph defined on the same vertex set, V', as G, having the following
properties (see Figure[I)):

(P1) G’ isloopless;
(P2) a pair of distinct vertices is adjacent in G’ iff it is adjacent in G; and
(P3) in G’, there are exactly two edges between each pair of adjacent vertices.

Tt is evident from the definition that (Vi, ..., V}) is a path-decomposition of G iff it
is a path-decomposition of G’. Therefore, pw(G’) = pw(G).

Define G to be the graph obtained by adding an extra vertex, henceforth denoted
by z, to G, along with a pair of parallel edges from z to each v € V' (see Figure[Z).
We will denote by V and F the vertex and edge sets, respectively, of G. Clearly, G is
constructible directly from G in O(|V'|?) time. But more importantly, the desired
matrix A can be readily obtained from the graph G. Indeed, letting D(G) be any
directed graph obtained by arbitrarily assigning orientations to the edges of G, we
simply take A to be the vertex-edge incidence matrix of D(G). This is the |V| x |E|
matrix whose rows and columns are indexed by the vertices and directed edges,
respectively, of D(G), and whose (i, j)th entry, a; j, is determined as follows:

1 if vertex 7 is the tail of non-loop edge j
a;; = 4 —1 if vertex ¢ is the head of non-loop edge j
0  otherwise.
Denote by C the linear code over F, generated by the matrix A. The trellis-width

of [C] relates very simply to the pathwidth of the original graph G, as made precise
by the following proposition.
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G’ G

Fig. 2. Construction of G from G’

Proposition 1. tw[C] = pw(G) + 1.

Before proving the above proposition, we observe that it yields the desired NP-
hardness result. Indeed, it is easily checked that the matrix A can be constructed
directly from G in O(|V'|?) time. Now, suppose that there were a polynomial-time
algorithm for computing the trellis-width of [C] for an arbitrary code C over F, the
code C being specified by some generator matrix. Then, given any graph G, we can
construct the matrix A, and then compute the trellis-width of [C], all in polynomial
time. Therefore, by Proposition[I], we have a polynomial-time algorithm to com-
pute the pathwidth of G. However, the graph pathwidth problem is NP-hard [1],[2].
So, if there exists a polynomial-time algorithm for it, then we must have P = N P.
This implies our main result.

Theorem 1. Let F, be a fized finite field. The problem of computing the trellis-
width of an arbitrary linear code over IFy, specified by any of its generator matrices,
is NP-hard.

Corollary 1. For any fized finite field F,, the decision problem TRELLIS STATE-
COMPLEXITY is NP-complete.

The remainder of this section is devoted to the proof of Proposition[Il Since pw(G’)
= pw(G), for the purpose of our proof, we may assume that G’ = G. Thus, from now
until the end of this section, we take G to be a loopless graph satisfying property
(P3) above. Note that G also satisfies (P3). For each pair of adjacent vertices u, v
in G or G, we denote by [, and r,, the two edges between v and v. Recall that V'
and F denote the sets of vertices and edges, respectively, of G, and that V and F

denote the corresponding sets of G. We thus have V.=V U {z},and E = E U

Unev {lev, a0 })-

We will make much use of a basic fact, stated next, about the |V| x | E| matrix A
whose construction was described above. For any J C E, if A|; denotes the matrix
obtained by restricting A to the columns indexed by the edges in J, then

rank(Al ;) = dim(C|,) = r(J), (4)
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where rank and dim above are computed over the field Fy, and r(J) denotes the
number of edges in any spanning forest of the subgraph of G induced by J. To
be precise, letting G[.J] denote the subgraph of G induced by J, we have r(J) =
[V(G[J])| —w(G[J]), where w(G[J]) is the number of connected components of G[.J].
Equation ) can be inferred from [J, Proposition 5.1.2].

We shall identify the set E with the coordinate set of the code C generated by
A. Given an ordering m = (e, e2,...,¢,) of the elements of E, we will denote by
Cr the code obtained by putting the coordinates of C in the order specified by .
For any J C E, and any ordering, 7, of E, we have by virtue of (),

Ao, () = Ac(J) = r(J) +7(E = J) —r(E)
=r(J)+r(E-J)-|V], ()
the last equality above following from the fact that w(G) = 1 since G is connected
(each v € V is adjacent to x), so that r(E) = |[V| — 1 = |V|.
We are now in a position to begin the proof of Proposition[Il We will first prove

that tw[C] < pw(G) + 1. Let V = (V4,...,V;) be a path-decomposition of G. We
need the following fact about V: for each j € [t],

Uvin Uw = (6)
1<j k>j

The above equality follows from the fact that a path-decomposition, by definition,
has the property that for 1 <7 < j <k <t, V;NVy CVj.

For j € [t], let F; be the set of edges of G that have both their end-points in V.
By condition (ii) in the definition of path-decomposition, U;Zl F; = E. Now, let

Fy = F;U (Uyey, (Lo o} ) 50 that Ul Fy = E.

Definition 1. Anordering(eq, ..., e,) ofthe edges of G is said to induce an ordered
partition (E1, ..., Ey) of Eif for each j € [t], {en, 111, €n; 142, €n,} = Ej,
(andng =0).

wheren; = ’Uigj E;

Let 71 = (e,...,e,) be any ordering of E that induces the ordered partition
(E1, Ea, ..., Ey), where for each j € [t], E; = Fj — J,;; Fi. We claim that the
state-complexity of the minimal trellis of C is at most one more than the width of
the path-decomposition V.

Lemma 1. $pax(Cr) < wg(V) + 1.

Proof. Observe first that

= A E; . .
Smax(Cr) S 1<k, (e 9] iU {en, 4150 €ny g4k}
/
< max max A, E,UE"]. (7)

ic[t] E'CE; ~.
JE[t] J i<j
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Let X = {J,; E; U E' for some j € [t] and £’ C E;. By @), A\;_(X) = r(X) +
r(E—X)—|V|].Ifvisa vertex of G incident with an edge in X, thenv € |J,; V; U
{z}.So, the subgraph of G induced by X hasits vertices contained in | J;; Vi U {z}.
Therefore, 7(X) < ’Uigj Vi U {x}‘ 1= ’Uigj Vi

Next, consider E' — X = (U~ ; Ex) U (E; — E'). Reasoning as above, the sub-
graph of G induced by E — X has its vertices contained in > ; Vi U {z}. Hence,
r(E - X) < ‘U,@, Vk‘.

Therefore, we have

A, X) < Ui+ U Ve = VI = \Uvin U W| = Wil,

1<j k>j 1<j k>j
the last equality arising from ([B]). Hence, carrying on from (),

Smax(Cr) < max|V;| = wg(V) + 1,
JE[t]

as desired. O

The fact that tw[C] < pw(G) + 1 easily follows from the above lemma. Indeed,
we may choose V to be an optimal path-decomposition of G. Then, by Lemma[I]
there exists an ordering m of E such that smax(C~) < pw(G) + 1. Hence, pw(M) <
Smax(Cr) < pw(G) + 1.

We prove the reverse inequality in two steps, first showing that pw(G) = pw(G)+
1, and then showing that tw[C] > pw(G).

Lemma 2. pw(G) = pw(G) + 1.

Proof. Clearly, if V = (V4,..., V) is a path-decomposition of G, then V = (V3 U
{z},...,V;U{z})is apath-decomposition of G. Hence, choosing V to be an optimal
path-decomposition of G, we have that pw(G) < wg (V) = wg(V)+1 = pw(G) +1.

For the inequality in the other direction, we will show that there exists an op-
timal path-decomposition, V = (Vi,...,V;), of G such that € V; for all i € [s].
We then have V = (V; — {z},..., Vs — {z}) being a path-decomposition of G, and
hence, pw(G) < wg(V) = wg(ﬁ) —1=pw(G) -1

Let V = (V4,...,V}) be an optimal path-decomposition of G, and let ig =
min{i: x € V;} and i1 = max{i : . € V;}. Since V,; NV, C V, fori < j < k, we
must have x € V; for each i € [ig, i1].

We claim that (V;,, Vig+1,- - -, Vi, ) is a path-decomposition of G. We only have
to show that U;;io V; = V, and that for each pair of adjacent vertices u,v € V,
{u,v} C V; for some i € [ig,i1]. To see why the first assertion is true, consider
any v € V, v # x. Since z is adjacent to v, and V is a path-decomposition of G,
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{z,v} C V; for some i € [t]. However, x € V,; iff i € [ig, 1], and so, {x,v} C V;
for some i € [ig,¢1]. In particular, v € V; for some i € [ig, i1].

For the second assertion, suppose that u, v is a pair of vertices adjacent in G.
Obviously, {u,v} C V for some j € [t]. Suppose that j ¢ [io, ¢1]. We consider the

i=i

i2,13 € [ig, 1] such that u € V;, and v € V;,. Without loss of generality (WLOG),
io <'ig.If ig = i3, then there exists ¢ € [ig, i1] such that {u,v} C V. If ix < i3, we
haveu € V;, NV and ip < i3 < j. Hence, u € V;, as well, and so once again, we
have an i € [ig, #1] such that {u,v} € V.

Thus, (Viy, Vig+1,- -+, Vi, ) is a path-decomposition of G, with the property that
x € V;foralli € [ig,i1]. It must be an optimal path-decomposition, since it is a
subsequence of the optimal path-decomposition V. a

case when j > i; the case when j < ig is similar. As [ J! ) V,; =V, there exist

To complete the proof of Proposition[l] it remains to show that tw[C] > pw(G). We
introduce some notation at this point. Recall that the two edges between a pair of
adjacent vertices v and v in G (or G) are denoted by I, and r,,,. We define

Lg = {lyy : u,v are adjacent vertices in G},

Rg = {7y : u,v are adjacent vertices in G},
Ly = Uyeyilev} and Ry = U,cy {7z}, where z is the distinguished vertex in
V —V.For L C L,, define the closure of L to be the set cl(L) = LU {ryy : lzy €
LY U {luw,Tuv ¢ lyu,lsw € L}. Note that cl(L,) = E.

Our argument rests on the next lemma, whose somewhat technical proof we omit
here. We refer the reader instead to the proof given in [7].

Lemma 3. There exists an orderingm = (ex, . . ., en) of E with the following prop-
erties:

(@) Smax(Cr) = tw[C].
(b) The ordering m induces an ordered partition of E of the form

(L1,A1,B1,Ry, Lo, Ay, Bo, Ra, ..., Ly, Ay, By, Ry),

where for eachj € [t], L; C Ly, A; C Lg, B; C Rg and R; C R,. Moreover, for
eachu,v € V, lyy € Ly UA;j iff ruy € Bj UR;.

(¢c) For the ordered partition in (b), we have for each j € [t],

A;UB; C (| Li) = el L.

1<j 1<J

We can now furnish the last remaining piece of the proof of Proposition [Tl

Lemma 4. tw[C] > pw(G).
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Proof. Let ™ = (ey,...,ey,) be an ordering of E having the properties guaranteed
by Lemma[3l This ordering induces an ordered partition (L1, A1, By, Ry, ..., Ly,
Ay, By, Ry) of E, as in Lemmal3|(b). For j € [t], define Y; = Ui<j(Li UA; UB; U
Rl) U (Lj UA]‘), and }/j/ = E—Y}' = Ui>j(Li UAi UBi URZ) U (Bj UR]‘). Letting
G[Y;] and G[Y]] denote the subgraphs of G induced by Y; and Y}, respectively, set
Vi = V(G[Y;]) NV (G[Y/]). In other words, V; is the set of vertices common to both
GlY;j] and G[Y/]. It is easily checked that V = (V1,..., ;) is a path-decomposition
of G. Note that
Vil = V(YD + IV (GIYDI = [VI.

We next observe that G[Y;] and G[Y;] are connected graphs. From Lemma[J(c),
we have that Y; C cl(U;<; L;). Therefore, for any edge ly, (or 7y, ) in Y; — U, <; L,
both Iz, and I, must be in some L;, i < j. Thus, in G[Y]], each vertex v # z is
adjacent to x, which shows that G[Yj] is connected.

Consider any vertex v # x in Q[Yj’}7 such that r,, ¢ Yj’. Then, ry,, € Yj’ for
some u # x. S0, Tyy € By for some k > j. By LemmalBlc), 74, € cl(U;< Li) —
cl(UK,c L;). This implies that either I, € Ly or I, € Ly. Hence, either ., € Ry
orry, € Ry. However, r,,, cannot be in Ry, since r,,, ¢ Yj’7 and so, 7y € Ry. Thus,

(74, Tuw ) forms a path in Q[Yj’ ] from  to v. It follows that Q[Yj’ ] is connected.
Therefore, by (Hl),

A, (Y5) = r(Y;) +r(Y]) = V]|
= (V@D =D+ (V@Y DI -1) = (VI-1) = V| - 1.
Hence, from LemmalfB)(a),

tw[C] = Smax(Cr) > Ao (Y5) = Vil—1= V) > ,
WICl = Smax(Crr) 2 max A (V;) = max V| wg (V) = pw(9)
which proves the lemma. a

The proof of Proposition[lis now complete.

4 Concluding Remarks

The main contribution of this paper was to show that the decision problem TREL-
LIS STATE-COMPLEXITY is NP-complete, thus settling a long-standing conjecture.
Now, the situation is rather different if we consider a variation of the problem in
which the integer w is not taken to be a part of the input to the problem. In other
words, consider the following problem:

Problem: WEAK TRELLIS STATE-COMPLEXITY

Let F, be a fixed finite field, and let w be a fixed positive integer.

Instance: Anm x n generator matrix for a linear code C over F,.

Question: Is there a coordinate permutation of C that yields a code C’ whose
minimal trellis has state-complexity at most w?

There is good reason to believe that this problem is solvable in polynomial time.
We again refer the reader to our full paper [7] for evidence in support of this belief.
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Abstract. We analyze the lattice structure and linear complexity of a
new inversive pseudorandom number generator recently introduced by
Niederreiter and Rivat. In particular, we introduce a new lattice test
which is much stronger than its predecessors and prove that this new
generator passes it up to very high dimensions. Such a result cannot be
obtained for the conventional inversive generator with currently known
methods. We also analyze the behavior of two explicit inversive gener-
ators under this new test and present lower bounds on the linear com-
plexity profile of binary sequences derived from these three inversive
generators.

1 Introduction

Let (n,), n = 0,1,..., be a T-periodic sequence over the finite field I, of ¢
elements. For given integers s > 1,0 < d; < ds < ...<ds_1 <T,and N > 2,
we say that (n,) passes the s-dimensional N-lattice test with lags dy, ..., ds—1 if
the vectors {nn —n,:1<n< N — 1} span IF‘;, where

nn:(nnann+d17"'vnn+dsf1)v 0<n<N-L

In the case d; =i for 1 <4 < s—1, this test coincides essentially with the lattice
test introduced in [6] and further analyzed in [ABEIGITTTI24]). The latter lattice
test is closely related to the concept of the linear complexity profile, see [GU7I22].
If additionally ¢ is a prime and N > T, this special lattice test was proposed by
Marsaglia [13].

If (n,,) passes the s-dimensional N-lattice test for all possible choices of lags,
then it passes all s’-dimensional N-lattice tests for all possible choices of lags
for s < s as well. Conversely, if (7,,) fails the s-dimensional N-lattice test for

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 208[216, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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a particular choice of lags, then it fails all s’-dimensional N-lattice tests with
the same first s lags for &' > s. The greatest s such that (n,) satisfies the
s-dimensional N-lattice test for all lags dy, ..., ds—1 is denoted by S(n,, N), i.e.,

SN, N) =max{s:V0<dy <...<ds_1 <T:
<(T}n — N0 Mn+dy — Ndyy -+ Tn+ds_1 _nds—l)’ 1 S n < N> :IF;}

For given o € I and 3 € IFy, let ¢ be the permutation of I, defined by

1 .
_JayT B ity #0,
v ={5 Y 1)
We can construct a sequence (7,) of elements of IF, by the recurrence relation
Yo = V(Yn—1) forn=12 ..., (2)

where 7 is the initial value. It is obvious that the sequence (2)) is purely periodic
with least period ¢ < ¢. Conditions on v and 3 that guarantee the largest possible
value t = ¢q are known (see [3/I8]).

The map ¢ in () is the basis for the family of inversive generators of pseudo-
random numbers which can be traced back to the paper [§]. This family includes
the recursive inversive generator, the compound inversive generator, the digi-
tal inversive generator, and others. Pseudorandom numbers produced by inver-
sive generators have attractive distribution and structural properties. We refer
to [T02T123] for surveys on inversive and related generators.

In [12] and [20] the study of the (non-)linear complexity profile and the distri-
bution properties of the sequence (), respectively, used the sequence Ry, Ry, ...
of rational functions over IF, defined by

Ro(X)=X, R\(X) =R, 1(aX" ' +3) forn=1,2,...,

where again a € Iy and 8 € IF,. It was proved in [20, Lemma 2] that there

exist distinct elements €1, ...,&,—1 of IF, such that
— )X
Ry(x) = XE Xt ri<n<t—1
—En

In [I9, Lemma 1] this result was extended by proving that the sequence of
rational functions Ry, Rq,... is purely periodic with least period T" < ¢ + 1
(obviously ¢ < T'), and that there exist distinct elements €1, ...,epr_1 of IF, such
that the same equality above holds.

For 0 < n <t — 1, using the fact that ¢ is a permutation, by () we have
R, (v) = ¥"™(v) for all but at most n elements v € IF,. For the purposes of the
papers [12I20], it was possible to keep the influence of this exceptional set under
control, but this is not always the case. Therefore for 1 < n < T —1, Niederreiter
and Rivat [19] introduced the alternative permutations of IF, defined by

_ [ Ra(y) iy #en,
wn(’}/)_{ﬂ_&.n if7=€n,
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and built from a seed vy € IF, a sequence (7,,) of elements of IF,, purely periodic
of period T', by putting

Tn = ¥n(Y0) for1 <n<T-1. (3)

The least period of this sequence can be smaller than 7.
The advantage of this construction is that for m,n > 0, we have

Ui (Un (7)) = Riyn(y) for v # en and ¥, (7) # em. (4)

The price is a slightly more complicated algorithm to compute ~,, (see [19, Sec-
tion 2]). The new construction allowed the authors of [I9] to prove much stronger
distribution and correlation properties of the generated sequences, as compared
to the case of the standard generator ([2)). It will also allow us to prove a strong
lower bound on S(v,, N).

Let us observe that both constructions () and (Bl need 3 # 0 to be of interest.
We will assume this condition in the sequel. Moreover, it is reasonable to assume
that

% # Bro + . (5)

Indeed if 3 = 370 + a, then for 1 <n < T — 1 such that &, # vo we have

(/6 - 571)’70 + « ’73 —&n"0
Tn ¢n(70) Rn(’YO) Y0 — En Y0 — En Yo,
so that the sequence (v, ) generated by (@) is almost constant and not of much
interest. In [I9, Lemma 2] it was shown that for 3 € IF; and 7o satisfying (H), the
sequence (7y,) defined by @) is purely periodic with least period T' and contains
at least 7' — 1 distinct elements of IF,. It has least period T" = ¢ + 1 if the
polynomial X2 — 3X — « is primitive over IF, by [I9, Theorem 1].

Our main goal in this paper is to study the behavior of the sequence defined
by @) under the new lattice test. Essentially the same method also provides
lower bounds on the linear complexity profile over IF,; of these sequences.

We recall that the linear complexity profile L(n,, N) of an infinite sequence
(nn), n=10,1,..., over the field IF is the function which for every integer N > 1
is defined as the length L of a shortest linear recurrence relation

Mntl = AL-1ptL—1+ - +aoh,, 0<n<N-L-1,

with ag,...,ar—1 € IF, which is satisfied by the first N terms of this sequence.
If (n,) starts with N — 1 zeros, then we define L(n,, N) = 0 if ny_1; = 0 and
L(na, N) = N if ny—1 # 0.

In contrast to the generator (2)), we are able to analyze the behavior of the
following two explicit inversive generators under the new lattice test.

For a prime p > 3, the explicit inversive congruential generator of period p
was introduced in [9] as the sequence (z,) defined by

Zp = (an+b)P72, n=0,...,p—1, Zntp = Zn, 1 >0, (6)

with a,b € IF), a # 0. Its linear complexity profile was analyzed in [16].
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Explicit inversive generators can also be defined for other periods, see [I7]
where also a lower bound on the linear complexity profile of these sequences is
given. Let a, 3,7 € IF}, and /(¢ — 1) be the order of 7 in the group IF;. We call
a sequence (7),) defined by

M =ay"+ 8, n=0, (7)
an explicit inversive pseudorandom number generator of least period t, where
- nt iy e T,
0 itn=0.

In [T9, Section 5],[15], and [2], corresponding pseudorandom binary sequences
were considered and bounds on their correlation measures in the sense of Mauduit
and Sarkozy [14] were established. We use a general inequality of [I] to derive a
lower bound on the linear complexity profile of these binary sequences from the
bound on their correlation measure. These bounds cannot be obtained for the
conventional inversive generator (2] with current methods.

2 Lattice Structure

In the algorithm for the generation of the sequence (@), we continue to assume
the conditions 8 # 0 and (&).

Theorem 1. For the sequence of elements (v,) defined by (3), we have
N
S(n, N) > 3 -1 for2<NZT.

Proof. We assume that the sequence (7,,) does not pass the s-dimensional N-
lattice test for some lags 0 < dy < dy < ... <ds—1 <T.Put

v, = (’7n7'7n+d17’yn+d27 e '7’7’n+d571) forn >0

n

and let V' be the subspace of IFZ spanned by all Y~ for 0 <n < N—1. Then
dim(V) < s and dim(V+) > 1. Take 0 # o € V+, then
a-(y, —7,)=0 for0<n<N-1,
and thus
oy =oa-y,=:b for0<n<N-1,

where - denotes the usual inner product. If « = («g, @1, ...,as—1), then let j be
the smallest index with a;; # 0 (so 0 < j < s). Then with dy := 0 if j =0,

QjVntd; + Q1 VYntdyg, T+ Q1 Vngd,, =b for0<n < N-—-1. (8)

Next we show that for at least N —2s different elements 7,44 5 0<n<N-1,
we have

Yotd; = Ra;—d; (Ynva;) forj+1<i<s—1
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If we have v,44, # Ra,—a;(VYnta,;) for some j +1 <i < s—1, then by (@) and
) we have either

/(/)’ﬂ“rdi (’70) 7é Rn+di (’70)7 '(/)nerj (’70) 7& Rnerj (’70)7

or wdi—dj (’Yn-‘rdj) 7é Rdi—d_j (’Yn-ﬁ-dj)v

or equivalently
Y0 = €n+diy V0 = En+djy OF Yntd; = €d;—d;-

(Otherwise we had Rdi—d_j (’yn“l‘dj) = wdi—dj (’yn+d_j) = wdi—dj (wn+dj (70)) =
Ritda,(70) = Yntd, (70) = Ynta,.) Here g,,, = &, if r is the least residue of m € Z
modulo T, with & arbitrary but not in IFy (since 1o(X) = X has no pole, but
the notation is more convenient if we use a fixed 9 ¢ IF,). For fixed i the first
equation can occur for at most one n, giving at most s — 1 — j exceptions. The
second equation can occur at most once. The third equation leads again to at
most s — 1 — j exceptions. Summarizing we get at most 2(s —1—j)+1 <2s—1
exceptions. By a remark in Section 1, at least N — 1 of the N terms v,44;,
0 <n < N —1, of the sequence (;,) are distinct. Hence in view of (§),

jYntd; + 1 Raz —d;(Yntd;) + 0+ @s—1Ra, —a;(Ynta;) =0

for at least (N — 1) — (2s — 1) = N — 2s different elements 7,,44,. Using the
explicit representation of the rational functions R,, in Section 1, we see that the
polynomial of degree s — j < s given by

s—1
F(X) = (a;X =b) [] (X —ca-a))
i=j+1
s—1 s—1
+ Y ar((B-ea-a)X +a) [ X -caq,)
k=j+1 i=j+1
i#k
has at least N — 2s zeros. This implies s > N — 2s, whence the result. a

Corollary 1. For the sequence of elements () defined by (3), the linear com-
plezity profile over I¥, satisfies

N
L(yn,N) > 4 -1 for1<N<T.
Proof. We start with a linear recurrence relation of length L, say

OjYntj T Faryper =0 for0<n<N—-L -1,

where o; # 0 and ay = —1. Then as in the previous proof we can construct a
nonzero polynomial of degree at most L + 1 with at least N —3(L + 1) zeros and
get L+ 1> N —3(L + 1), which implies the result. o
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Theorem 2. For the sequences of elements (z,,) defined by (@) and (n,) defined
by (@), we have

S(zn,N) > N

-1 for2< N<p
and

N
SO, N) =z ) =1 for2< N <t

Proof. As in the proof of Theorem [Il we assume that (z,) does not pass the
s-dimensional N-lattice test for some lags di,...,ds—1, and we get with the
definition dj := 0 a recurrence relation

0jzZptd; ot Qs 12ngd,, =0 for0<n <N -1,
with some a; # 0. If a(n + d;) +b# 0 for j <i < s—1, then we have
Zngd; = (a(n+d;) +b)71 forj<i<s—1,

and we see easily that the polynomial

s—1 s—1
:_5H (X +di) +b)+ > _ o [[(alX + di) + )
=

of degree at most s has at least N — s zeros. If 5 # 0, then the degree of F'(X)
is exactly s — j > 0, and otherwise we have F(—a~'b —d;) # 0. In both cases
F(X) is a nonzero polynomial, and the first result follows. The second result is
shown in an analogous way. m|

3 Linear Complexity of Binary Sequences

We choose for the prime power ¢ an odd prime p and identify IF, with the set

{0,1,...,p—1} of integers. Given an arbitrary sequence (n,,) of elements of IF,,,
we build a binary sequence eg, e, ... of elements of {0,1} by writing
e 0 ifOSUnS(p—l)/Q, (9)
en 1 if(p+1)/2<n,<p—1.

The correlation measure of order k > 1 of a binary sequence (e,,) of period T'
is defined as

M—1
Chlen, N) = max| Y (~1)emsantonsanttensan | for LS N ST,
n=0
where the maximum is taken over all D = (di,ds,...,d;) with nonnegative

integers dy < dy < ... < di and integers M > 1 such that dy < N — M. This
correlation measure was introduced in [14].

For IF = IFy we have the following relation between L(e,,, N) and the corre-
lation measure which is obtained from the proof of [Il Theorem 1].
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Lemma 1. Let (e,) be a T-periodic binary sequence. For 1 < N <T we have

L(en,N) > N — max Cr(en, N).
1<k<L(en,N)+1

Now we take a sequence () of elements of IF, generated by (B]). We assume
again f§ € IF‘; and (Bl), so that the sequence is purely periodic with least period
T by [19, Lemma 2].

Corollary 2. The binary sequence (e,) defined by ([9) and (3) satisfies

(log(Np‘”z)

L(e,,N) =12
(e ) loglogp

) for T > N > p'/2.

Proof. By [19, Theorem 5] we have the upper bound

4 FoR2EN
Crlen, N) < 2F ((14k)1/2N1/2p1/4 T Ept/? 4 8k) <7T2 logp + 1.72) + )

and the result follows from Lemma [ after simple calculations. o
Corollary 3. The binary sequence (e,) defined by ([9) and (@) satisfies

log(Np~1/?)
loglog p

L(en,N):Q< ) forp> N > p'/2.

Proof. By [15], Theorem 2] and the remarks following it, we have

Ci(en, N) = O(kp'/*(log p)* )
which implies the result after simple calculations. |
Corollary 4. The binary sequence (ey,) defined by (D) and (7) satisfies

log(Np~1/2)

L(e,,N) =12
(e ) ( loglogp

) fort> N > p'/2.

Proof. From the proofs of [2] Theorem 2] and [25, Theorem 4] we get
Ci(en, N) = O(k2"p'/* (log p)* log 1)

which implies the result after simple calculations. O
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Abstract. Reed-Solomon (RS) codes over GF(2™) have traditionally
been the most popular non-binary codes in almost all practical appli-
cations. The distance properties of RS codes result in excellent perfor-
mance under hard-decision bounded-distance decoding. In this work, we
consider certain subcodes of RS codes over GF(¢™) whose g-ary traces
are BCH codes over GF(q). The properties of these subcodes are stud-
ied and low-complexity hard-decision and soft-decision decoders are pro-
posed. The decoders are analyzed, and their performance is compared
with that of comparable RS codes. Our results suggest that these sub-
codes of RS codes could have some advantages when compared to RS
codes.

1 Introduction

Reed-Solomon (RS) codes [I] are the most prevalent and commonly used codes
today with applications ranging from satellite communications to computer
drives. RS codes are popular, in theory, for their elegant algebraic construction.
In practice, RS codes can be encoded and decoded with manageable complexity
and high speed. RS codes continue to remain objects of active research with
most recent interest being in list and soft-decision decoding [2][3].

Efficient soft decoding of RS codes has traditionally been a problem of im-
portance. Early methods for soft decoding of RS codes included Chase decoding
and Generalized Minimum Distance (GMD) decoding [4]. Other methods for soft
decoding RS codes include [0][6]. Recently, the Koetter-Vardy algorithm [3] and
belief-propagation-based iterative algorithm [7] have been proposed. Common
themes in the above methods include (1) a coding gain of around 1dB, (2) an
increase in complexity with size of the field, and (3) an increase in complexity for
higher coding gain. As a result, efficient soft decoders are not readily available
for high rate RS codes over large fields.

In this work, we study certain subcodes of ¢"*-ary RS codes that are more
amenable to efficient decoding. Specifically, we consider subcodes whose traces
are g-ary BCH codes. Suitable non-consecutive zeros are added to the set of
zeros of a parent RS code to enable the trace to be a BCH code. Though the
subcode is not typically maximum-distance-separable (MDS), our analysis shows
that a large fraction of errors beyond minimum distance are correctable. Hence,

S. Boztag and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 217 2007.
© Springer-Verlag Berlin Heidelberg 2007
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the performance of these subcodes of RS codes is comparable to that of a MDS
RS code at the same rate. We refer to these select subcodes of RS codes as sub
Reed-Solomon (SRS) codes in the rest of this article.

Because of the trace structure, the SRS codes are amenable to efficient soft-
decision decoding. Since the image of a ¢™-ary code is a concatenation of its
g-ary trace, a soft decoder for the trace can be efficiently used to process soft
input for the image. Using this idea, we propose simple soft decoders for SRS
codes. Our simulations show that the proposed soft decoders for high-rate (> 0.9)
SRS codes over large fields (GF(256)) perform close to other comparable soft
decoders of MDS RS codes at the same rate. However, the complexity of soft
decoding SRS codes is significantly lesser. Our results suggest that SRS codes
could be competent alternatives to RS codes in certain situations.

2 Preliminaries

A finite field GF(¢™) (¢: power of prime) is an m-dimensional vector space over
GF(q). A set of m elements of GF(¢™) linearly independent over GF(g) form
a basis for this vector space. See [§] for more details on the definitions and
preliminary results in this section.

2.1 Definitions

Trace of an element « € GF(¢™) is a linear mapping T, : GF(¢™) — GF(q) de-
fined by T, () = Z;:Ol ad" . If C is a code over GF(¢™), trace of C consists of the
traces of all codewords of C. Let B = {81, B2, ..., 0m} be a basis for GF(¢™) over
GF(q). Each element o € GF(¢™) can be represented as a linear combination of
the elements in the basis. Let B’ = {31, 35, ..., 0,,} be the dual basis of B. Each
element o € GF(¢™) can be expanded as a = Y _." | a;;, where a; = T,,,{a3}} .
The element o« € GF(¢™) can be viewed as the vector [a; az ... an] over GF(q)
through expansion by basis B. The vector [a; ag ... a,,] is also called the image
of a € GF(¢™) over GF(q). If C is a code over GF(¢™), image of C, denoted by
C;, consists of the images (with respect to a chosen basis) of all codewords of C.
Image of an (n, k,d) linear code over GF(¢™) will be an (nm, km,> d) linear
code over GF(q).

2.2 Preliminary Results

Let C be a linear code of length n over GF(¢"™) and C; be the image of C over
GF(q) through expansion by basis B. The image of any codeword in C can be
viewed as an n x m matrix over GF(q). If ¢; is the i*" component of the codeword,
ith row of the image matrix will be [Ty, {c;31} Trm{ciBs} ... Twm{ciB,}-

Proposition 1. Fach column of an image matriz in C; will belong to the trace
of the code C.
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Proof. Let ¢ =[c1 c2 ... ¢,)T € C. The j** column of the image matrix will be
[Tfc1B)} Tmic2B} - Tm{cnﬂ;-}]T.
ceC = ficeC . (1)

Hence [To{c10}} Tm{cafBi} ... Tmf{caBj}]" will belong to the trace of C. O
Let the subfield subcode of C over GF(q) be denoted by Css.

Proposition 2. Minimum distance of C; is less than or equal to the minimum
distance of Css.

Proof. Css consists of the set of all codewords of C with elements over GF(q).

Suppose ¢ = [c1 ¢z ... )T € Css C C is a minimum weight codeword of Cg.
Since ¢; € GF(q), image of ¢;3; is

Hence, weight of the image of 81¢ € C is equal to the weight of c. Since minimum
distance of C; is upper bounded by the weight of an arbitrary codeword such as
the image of 3¢, the result follows. a

In summary, if d, dss and d; are the minimum distances of C, Css and C;, respec-
tively, we have d < d; < dss.

3 Sub Reed-Solomon Codes

In this section, we discuss the construction and basic properties of sub Reed-
Solomon (SRS) codes with a nontrivial trace. We restrict ourselves to images of
GF(2™) over GF(2) for simplicity. All results extend to the general case.

3.1 Construction

Let o be a primitive element of GF(2™). Let C(t) be the (n,n — 2t,2t + 1)
primitive, narrow-sense t-error correcting RS code of length n = 2™ — 1. The
code has 2t consecutive powers of « as zeros. The zero set is Z,; = {1,2,...,2t}.
The generator polynomial of the code, C(t) is given by Hfil(m + ab).

A SRS code C(t,t') (for t' <t) is a subcode of C(t) with zero set Z,s U Zycn,
where Zj., is the zero set of the primitive, narrow-sense t’-error-correcting binary
BCH code i.e.

Zpeh =C1UCU--- Uy (3)

where C; denotes the cyclotomic coset of ¢ modulo n = 2" — 1 under multipli-
cation by 2.

Ezample 1. Let o be a primitive element of GF(256).

1. C(8,1) is the subcode of the 8-error-correcting (255, 239, 17) RS code (C(8))
with zeros {1,2,- -, 16,32, 64,128}. C(8,1) is a (255, 236, > 17) code.
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2. C(8,2) is the subcode of the 8-error-correcting (255, 239, 17) RS code with
zeros {1,2,---,16,24,32,48,64,96,128,129,192}. C(8,2) is a (255, 231, >
17) code.

3. C(6,1) is the subcode of the 6-error-correcting (255, 243, 13) RS code with
zeros {1,2,---,12,16,32,64,128}. C(6,1) is a (255, 239, > 13) code.

3.2 Properties

The following properties can be proved for the SRS code C(¢,t") of length n =
2™ — 1 over GF(2™).

Proposition 3. The trace of C(t,t') is the t'-error-correcting binary BCH code.

Proof. This follows from Delsarte’s theorem [8, Chap. 7. O

Thus, by Proposition [I, we see that when a codeword of the binary image of
C(t,t') is written down as a n x m matrix, each column will belong to the t'-
error-correcting binary BCH code.

Proposition 4. The subfield subcode of the SRS code C(t,t') is the t-error-
correcting primitive binary BCH code of lengthn. If the primitive t-error-correcting
binary BCH code has minimum distance 2t + 1, then the minimum distance of
C(t,t') is 2t + 1.

Proof. The result follows from Proposition [2 O

As an example, consider the (255, 239, > 13) code C(6,1) over GF(256). The
trace of the code is the length-255 binary Hamming code. The subfield subcode is
the 6-error-correcting length-255 binary BCH code with exact minimum distance
13 [9]. Hence, C(6,1) is a (255, 239, 13) code over GF(256).

4 Analysis of Error-Correcting Capability

Though an SRS code is not likely to be MDS in many cases of interest, simple
decoders can be designed to correct a significant fraction of errors above half the
minimum distance. We analyze the error-correcting capability by introducing
and studying list decoders.

4.1 List Decoders

Consider the SRS code C(¢,t") over GF(2™). As seen before, every codeword of
the binary image of C(¢,¢) can be written down as a n x m matrix with each
column belonging to the t'-error-correcting binary BCH code.

The proposed list decoder works as follows. The input to the decoder is the
n x m matrix R of received bits. Let R; denote the " column of R. The first
block of the decoder is a bounded-distance decoder for the t'-error correcting
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binary BCH code of length n. The BCH decoder runs on each column R;, 1 <
i < m. The output of the i BCH decoder is denoted Ri. In case of decoder
failure, Ri = R;. The next step in the decoding is performed by a bank of L
t-error-correcting bounded-distance RS decoders. The ith decoder (1<i<1L)
is parametrized by a set S;, which is a subset of {1,2,--- ,m}. The input to the
it" RS decoder is a n x m matrix whose ;" column is Rj if j € S; or Rj if
J¢S; (1 <j<m). The matrix is converted to a n x 1 vector over GF(2™) for
decoding by the it RS decoder.

Note that the set S; specifies the columns that are decoded by the t'-error-
correcting binary BCH decoder before input to the i** RS decoder. Different RS
decoders have different S;. The output from the L RS decoders forms the list of
possible codewords. The maximum list size is seen to be 2™.

4.2 Analysis of the List Decoder

We devise an algorithm to calculate the fraction of weight-w errors correctable
by C(t,t") using the proposed list decoder with list size set as 2. For w < t, the
fraction is 1. The calculation is done for w > t.

Let P,,(w) denote the set of partitions of w into not more than m parts. Let
p be the partition given by w = wy + wa + - - - + w; where wy > wo > -+ > wy.
The numbers wy, ws,...,w; denote the number of bit errors affecting [ out of
the m columns of the n x m codeword matrix. Equivalently, we can think of
w1, Wa, . .., w; as the weights of [ out of the m columns of the n x m binary error
matrix F.

For a given partition p = wi +ws+- - -+w; of w, an ensemble of error patterns
E(p) exists with the column weight distribution {ws,ws, ..., w;}. The size of the
set £(p) is seen to be

£}l = nllngll!- o, (T) ﬁ (S) ’ @

i=1

where 7 is the number of distinct weights in the set of weights {w1,wa, ..., w;},
and n; is the number of times the i-th distinct weight occurs in the set of weights.
For instance, if the set of weights is {4,3,3,1,1}, then r = 3, n; = 1, ny = 2,
and ng = 2.

Thus, the fraction of correctable errors for weight w, denoted f,, is given by

>y Pe(p)|E(D)]
w — (nm) B (5)
w
where P,.(p) is the probability that an error vector with column weight distribu-
tion p is correctable.

To determine P.(p), the partitions in P, (w) are modified by deleting the parts
that are lesser than ¢’ to account for the BCH decoder. Since the list size is 2™,
there exists an RS decoder parametrized by the set of columns corresponding to
the parts in p of weight less than ¢'. For example, let ¢’ =1 and w = 9. Let p be
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the partition given by 9 = 4+3+1+1; p is modified as p given by p = 4+43. Hence,
a suitable RS decoder will see an error matrix with column weight distribution
p. Each partition in P,,(w) is modified in a similar way to form a set P, (w).
Let p be given by p = wy +wa + - - - + wg. The sum w = wy + w2 + - - - + wy, need
not be equal to w; it is less than or equal to w. Based on the modified partition
p, we have four different cases.

1. If p is empty, it implies that all elements in the partition p were < /. A
suitable RS decoder will output the correct codeword, and P.(p) = 1.

2. If w < t, then whatever way errors are distributed along different columns,
the total number of rows affected cannot exceed t. A suitable RS decoder
will output the correct codeword, and P.(p) = 1.

3. If wy > ¢ > t/, then more than ¢ rows will be in error for all RS decoders.
By the bounded-distance property, we assume that such error patterns can
never be corrected, and P.(p) = 0.

4. If p does not fall into any of the above three categories, the error pattern
may or may not be correctable depending on how the errors are distributed
along the columns. For this case, a more detailed analysis has been done to
find the probability with which the given pattern is correctable. In this case,
0< P.(p) <1.

For Case 4 above, finding P.(p) is more involved. An error matrix E € £(p)
for p = wy +wso + - - - +wy, is modeled by a discrete random process that involves
k steps. The it" step corresponds to the random placement of w; ones in one of
the m columns. Let {Y7,Y5,...,Y;} be a sequence of discrete random variables.
The random variable Y; denotes the total number of rows of E affected after
the it step. For instance, Y; denotes the number of rows of E affected after
the 1°¢ step, which will be w; with probability 1. Y5 denotes the number of
rows affected after the 2"¢ step. Y can take any value from w; to (w1 + w2)
with different probabilities. The probability mass function (pmf) of Y5 can be
determined from the pmf of Y7 and the value ws. Similarly, we can find the pmfs
of all the random variables Y7 to Y} starting from the pmf of Y7 and the values
w1, W2, ...,Wk. Finally,

P.(p) = Prob{Y;, <t} . (6)

Fig. [ shows a comparison of the 8-error-correcting (255, 239, 17) RS code
(C(8)) over GF(256) and the (255, 239, 13) SRS code (C(6,1)) over GF(256).
The simulation was done over an AWGN channel with hard-decision decoding.
We see that the analysis matches with the simulated list decoder, and the SRS
code is competitive with the MDS RS code of same rate down to a block-error
rate of 10710,

5 Soft-Input Decoders

Because of the special structure of SRS codes, several suboptimal soft decoders
of varying complexity are possible. We propose three types of soft-input decoders
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Fig. 1. Comparison of C(6,1) and C(8) over GF(256) by analysis and simulation

of increasing complexity. The codes C(6,1) and C(8) over GF(256) are chosen
for comparison. Soft decoders for other codes yield similar gains.

We assume BPSK modulation over an AWGN channel. For an SRS code
C(t,t") of length n = 2™ — 1 over GF(2™), the received information R is a n x m
real-valued matrix. The decoders work in two stages. The first stage decodes the
columns of R according to the ¢'-error-correcting binary BCH code. We restrict
ourselves to ' = 1 (Hamming code) for simplicity. The second stage decodes
the output of the first stage according to the t-error-correcting RS code over

GF(2™).

5.1 Soft-Guided Decoders

In the first stage, hard-decision syndromes for the Hamming code are computed
for all m columns of R. If the syndrome for the i*" column is 1 and the absolute
received value at the error location (¢ is assumed to be 1) is below a fixed
threshold, the location is confirmed to be in error; otherwise, the location is
assumed to be error-free. Hard decisions are made, and the confirmed error
locations are flipped. The output is a n X m binary vector. The threshold is a
parameter that needs to be fixed. Note that several other similar suboptimal
first stages can be designed.

The second stage involves one t-error-correcting bounded-distance RS decoder
on the output of the first stage. The performance of the soft-guided decoder is
shown in Fig.[2l We see that the performance of a simple soft-guided decoder for
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Fig. 2. Performance of soft-guided decoder

the SRS code is comparable to that of the hard-decision decoder for the MDS
RS code at the same rate.

5.2 Hybrid Decoders

In hybrid soft-input decoders, the first stage is an optimal soft decoder for Ham-
ming codes. An efficient implementation for bitwise-MAP decoders for Hamming
codes can be found in [I0]. The second stage is a t-error-correcting bounded-
distance RS decoder. The complexity of the first stage in hybrid decoders is
higher than that of soft-guided decoders.

The performance of hybrid decoders is shown in Fig. We see that the
hybrid decoders provide a coding gain of about 0.5 dB more than hard-decision
decoders of MDS RS codes at the same rate. We also notice that additional gain
is obtained by extending the SRS code.

5.3 Soft Decoders

The most complex among the soft-input decoders are the soft decoders. In the
first stage, we employ the optimal bitwise MAP decoders for Hamming codes.
In the second stage, the Koetter-Vardy (KV) soft-input decoder for RS codes
presented in [3] is employed.

The performance of soft decoders is depicted in Fig. @l We see that gains
of about 0.9 dB over comparable hard-decoded RS codes are possible with soft
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decoders. Gains of about 0.5 dB are obtained over KV soft decoding of RS codes
of same rate. The parameter ‘mmax’ (from [3]) indicates the complexity of the
second stage.

6 Conclusion

We have studied Sub Reed-Solomon (SRS) codes, which are certain subcodes of
Reed-Solomon codes with a nontrivial trace code. The trace structure results in
the possibility of hard-decision list decoding beyond half the minimum distance
and efficient soft-input decoding. The performance results, when compared to
that of maximum-distance-separable Reed-Solomon codes, show a best-possible
gain of about 0.9 dB. With reasonable complexity, gains of about 0.5 dB are
possible.
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Abstract. The aim of this paper is to show the connection between
certain, previously constructed multi-block and asymmetric space-time
codes. The Gram determinants of the two constructions coincide, and
hence the corresponding lattices share the same density. Using the no-
tion of density, we define the normalized minimum determinant and give
an implicit lower bound depending on the center of the cyclic division
algebra in use. The calculation of the normalized minimum determinant
is then performed in practice by using explicit code constructions.

Keywords: Asymmetric space-time block codes (ASTBCs), cyclic di-
vision algebras (CDAs), dense lattices, discriminants, diversity-multi-
plexing tradeoff (DMT), maximal orders, multi-block, multiple-input
multiple-output (MIMO) channels, nonvanishing determinant (NVD).

1 Background

Previously, different methods for constructing asymmetric [I],[2] and multi-block
[3] space-time codes have been proposed. Asymmetric codes are targeted at
the code design for downlink transmission where the number of Rx antennas is
strictly less than the number of Tx antennas. Typical examples of such situations
are 3+G mobile phones and DVB-H (Digital Video Broadcasting-Handhelds)
user equipment, where only a very small number of antennas fits at the end user
site. The best code in [I] was shown to improve upon the punctured Perfect code
[2] as well as the DJABBA code [2] in the BLER performance at the data rate 4
bpcu, hence proving that the methods proposed therein come into good use.
Multi-block codes, for their part, are used when one wishes to obtain vanishing
error probability in addition to the D-M tradeoff optimality. In this work, we
concentrate on the minimal delay multi-block construction given in [3] and the
asymmetric construction given in [I] by Method 1. In [] an approach similar to
Method 1 was used for the MIMO amplify-and-forward cooperative channel.
Already in [I] we stated that Method 1 can be converted to produce multi-
block ST codes [3] that do achieve the DMT. Here, we shall show this explicitly
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and prove that maximizing the density (i.e. finding the most efficient packing
in the available signal space) of asymmetric and multi-block codes arising from
this method is equivalent to minimizing the discriminant of a certain order.

We define a lattice to be a discrete finitely generated free abelian subgroup L
of a real or complex finite dimensional vector space, called the ambient space.
In the space-time (ST) setting a natural ambient space is the space M,,(C) of
complex n x n matrices. The Gram matriz is defined as

G(L) = (éRtT(xixf))lgi,jgk’ (1)

where H indicates the complex conjugate transpose of a matrix, ¢r is the matrix
trace (=sum of the diagonal elements), and z;, i« = 1,...,k, form a Z-basis
of L. The rank k of the lattice is upper bounded by 2n2?. The Gram matrix
has a positive determinant equal to the squared measure of the fundamental
parallelotope m(L)?. A change of basis does not affect the measure m(L).

Any lattice L with the nonvanishing determinant (NVD) property [5] can be
scaled, i.e. multiplied by a real constant r, either to satisfy det,;, (L) = 1 or
to satisfy m(L) = 1. This is because det,;, (rL) = r"dety, (L) and m(rL) =
r*m(L). As the minimum determinant determines the asymptotic pairwise error
probability (PEP), this gives rise to natural numerical measures for the quality
of a lattice. Following [6], we denote by 6(L) the normalized minimum determi-
nant of the lattice L, i.e. here we first scale L to have a unit size fundamental
parallelotope. Dually we denote by p(L) = 1/m(L) the normalized density of
the lattice L, when we first scale the lattice to have unit minimum determinant,
and only then compute the quantity 1/m(L).

It has been shown in [7] that CDA-based square ST codes with the NVD
property achieve the diversity-multiplexing tradeoff (DMT) introduced in [§].
This result also extends over multi-block space-time codes [3].

For more information on matrix representations of division algebras and their
use as MIMO STBCs the reader can refer to [9]-[13], just to name a few.

2 Cyclic Division Algebras and Orders

The theory of cyclic algebras and their representations as matrices are thoroughly
considered in [9] and [I4]. We are only going to recapitulate the essential facts
here. For a more detailed introduction on orders, see [I5].

In the following, we consider number field extensions F/F', where F' denotes
the base field and F* (resp. E*) denotes the set of the non-zero elements of F
(resp. E). The rings of algebraic integers are denoted by Op and Op respectively.
Let E/F be a cyclic field extension of degree n with Galois group Gal(E/F) =
(o), where o is the generator of the cyclic group. Let A = (E/F,0,7) be the
corresponding cyclic algebra of degree n (n is also called the inder of A and in
practice it determines the number of transmitters), that is

A=EQuE®u’E® --®du" 'E,
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with v € A such that eu = uo(e) for all e € E and u™ = v € F*. An element
T =1x9+urs+---+u""'x,_; € Ahas the following representation as a matrix

xo Yo (tn_1) 0% (Tp_2) -+ yo" ! (21)
1 o(xg) o (rn_1) yo™ 1 (zg)

A=| 22 ol@)  o*(x0) vo" N as) | (2)
T 1 0(in) 0Xan_s) - 0" (xo)

Definition 1. An algebra A is called simple if it has no nontrivial ideals. A
cyclic algebra A = (E/F,0,7v) is central if its center Z(A) = {z € A | za/ =
'z foralla' € A} =F.

All algebras considered here are finite dimensional associative central simple
algebras over a field. From now on, we identify the element x of an algebra with
its standard matrix representation defined above in ().

Definition 2. The determinant of the matriz A is called the reduced norm of
the element x € A and is denoted by nr(x).

Remark 1. The connection between the usual norm map N4, p(a) and the re-
duced norm nr(a) of an element a € A is Ny p(a) = (nr(a))”, where n is the
degree of E/F.

In the following we give a condition when an algebra is a division algebra, i.e.
each of its non-zero elements has a multiplicative inverse. For the proof, see [14,
Theorem 11.12, p. 184].

Proposition 1. An algebra A = (E/F,0,7) of index n is a division algebra if
and only if the smallest factor t € Z. of n such that v' is the norm of some
element in E* isn.

Let R (e.g. R = ZJi]) denote a Noetherian integral domain with a quotient field
F (e.g. FF'=Q(i)), and let A be a finite dimensional F-algebra.

Definition 3. An R-order in the F-algebra A is a subring A of A, having the
same identity element as A, and such that A is a finitely generated module over
R and generates A as a linear space over F'.

As usual, an R-order in A is said to be mazimal, if it is not properly contained
in any other R-order in A.

Next we describe an order from where the elements are drawn in a typical
CDA based MIMO space-time block code. For the proof of Proposition 2 see
[15, Theorem 10.1, p. 125]. Some optimization to this can be done e.g. with the
aid of ideals as in [I0] or by using a maximal order [13].
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Definition 4. In any cyclic division algebra we can always choose the element
v € F* determining the 2-cocycle in H*(E/F) to be an algebraic integer. We
immediately see that the Op-module

Ayar = Op ®uOp @ ---u" '0p

is an Op-order in the cyclic algebra (E/F,o0,7). We refer to this Op-order as
the natural order. An alternative appellation would be layered order, as the cor-
responding MIMO-lattice of this order has the layered structure described in [16].

Proposition 2. For any non-zero element x € Anar its reduced norm nr(x)
1s a non-zero element of the ring of integers Op of the center F. In particular,
if F'is an imaginary quadratic number field or a cyclotomic field, then the min-
mmum determinant of the lattice Ay a1 is nonvanishing and equal to one. More
generally, if © is an element of an R-order A, then nr(z) € R.

Remark 2. Note that if v € F* is not an algebraic integer, then an order A
fails to be closed under multiplication. This may adversely affect the minimum
determinant of the resulting matrix lattice as elements not belonging to an order
may have non-integral and hence small norms. One of the motifs underlying the
perfect codes [I0] is the requirement that the variable v should have a unit
modulus. Relaxing this restriction on the size of v will lead to an antenna power
imbalance in both space and time domains. The measure of the fundamental
parallelotope varies with different algebras. Hence, one has to keep in mind
that, on the other hand, an algebra with a unit v may still admit larger average
energy than a different algebra with a non-unit v so the size of v is not the only
parameter to stare at.

Definition 5. Let m = dimp A. The discriminant of the R-order A is the ideal
d(A/R) in R generated by the set

{dettr(ziz;)i—y | (T1,.,0m) € AT}

In the interesting cases of F' = Q(i), i = v/—1 (resp. F = Q(v/—3)) the ring
R = Z]i] (resp. R = Z|w], w = (—1++/—3)/2) is a Euclidean domain, so in these
cases as well as in the case R = Z il makes sense to speak of the discriminant
as an element of R rather than as an ideal. We simply compute the discriminant
as d(A/R) = det tr(z;z;)"_,, where {z1,...,zn} is any R-basis of A.

i,j=17

Remark 3. It is readily seen that whenever A C I" are two R-orders, then d(I"/R)
is a factor of d(A/R). It also turns out (cf. [I5, Theorem 25.3]) that all the
maximal orders of a division algebra share the same discriminant. In this sense
a maximal order has the smallest possible discriminant among all orders within
a given division algebra, as all the orders are contained in the maximal one.

To conclude the section, we include the following simple but interesting result on
maximal orders explaining why using a principal one-sided (left or right) ideal
instead of the entire order will not change the density of the code. For the proof,
see [I3] Lemma 7.1].
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Lemma 1. Let A be a mazximal order in a cyclic division algebra over an imagi-
nary quadratic number field. Assume that the minimum determinant of the lattice
A is equal to one. Let x € A be any non-zero element. Let p > 0 be a real pa-
rameter chosen such that the minimum determinant of the lattice p(xzA) is also
equal to one. Then the fundamental parallelotopes of these two lattice have the
same measure

m(4) = m(p(xA)).

3 Block Diagonal Asymmetric ST Lattices

In this section, we recall Method 1 from [I]. Let us rename this method as Block
Diagonal Method (BDM).

Let us consider an extension tower F' C L C E with the degrees [E : L] =
r,[L : F] = m and with the Galois groups Gal(E/F) = (1), Gal(E/L) = (0 =
). Let B = (E/L,0,7) = E+ -+ u"'E be an index r division algebra,
where the center L is fixed by ¢ = 7"". We denote by #Tx =n = rm.

Note that if one has a symmetric, index n = rm CDA based STBC, the
algebra B can be constructed by just picking a suitable intermediate field L C FE
of a right degree as the new center.

An element b= 2o+ - +u" 'z,_1, ; € E, i=0,...,r — 1 of the algebra B
has a representation as an X r matrix B = (b;;)1<i j<r as given in @.

However, we can afford an n x n packing as we are using n transmitters.
This can be achieved by using the isomorphism 7. Let us denote by 7%(B) =
(E/L,0,7%(7)), k=0, ...,m—1 the m isomorphic copies of 3 and the respective
matrix representations by

™(B) = (tF(bij))1<ij<r, k= 0,.cym — 1. (3)

The next proposition shows that by using these copies as diagonal blocks we
obtain an infinite lattice with nonvanishing determinant. For the proof, see [I].

Proposition 3. (BDM) Let b € A C B and F = Q(6), where § € {i,w}.
Assume v € Or. The lattice

C(A) = {M = diag (B,7(B),...,7" (B))}

built from ([3) has a nonvanishing determinant det C(A) = H;’;Bl det7/(B) €
Z[6]. Thus, the minimum determinant is equal to one for all numbers of fading
blocks m. The code rate equals r*m/rm = r.

Now the natural question is how to choose a suitable division algebra. In [7]
and [12] several systematic methods for constructing extensions E/L are pro-
vided. All of them make use of cyclotomic fields. In [I] we proved that, in the
asymmetric scheme, maximizing the code density (i.e. minimize the volume of
the fundamental parallelotope, see [I3]) with a given minimum determinant is
equivalent to minimizing a certain discriminant. In the next section we shall
show that this also holds for the multi-block codes from [3].
First we need the following result. For the proof, see [15], p. 223].
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Lemma 2. Suppose A C A= (E/L,7,7) is an Op-order and that F C L. The
discriminants then satisfy

d(A/OF) = Ny (d(A)OL)) d(Or | Op) imeA,
The same naturally holds in the commutative case when we replace A with E.

The definition of the discriminant closely resembles that of the Gram matrix of
a lattice, so the following results are rather unsurprising. For the proof, see [I].

Proposition 4. Assume that F' is an imaginary quadratic number field and that
{1, p} forms a Z-basis of its ring of integers Op. Let r = [E : L], m = [L : F],
n=rm, and s = |Sp|mr2. If the order C(A) defined as in Proposition[3is a free
Op-module (which is always the case if Op is a principal ideal domain), then
the measure of the fundamental parallelotope equals

m(C(A)) = s|d(A/OF)| = s|d (OL/OF)TQNL/Fd(A/OL)\

—S‘d OL/OF H A/OL ‘

Corollary 1. In the case F = Q(i) we get m(C(A)) = |d(A/Z[i])|. For F =
Q(w) the volume equals m(C(A)) = (\é?))er |d(A)Z[w))|.

Now we can conclude that the extensions E/L, L/F and the order A C B should
be chosen such that the discriminants d(Or/OF) and d(A/OL) are as small as
possible. By choosing a maximal order within a given division algebra we can
minimize the norm of d(A/Op) (cf. Remark [B)). As in practice an imaginary
quadratic number field F' is contained in L, we know that L is totally complex.
In that case the fact that

d(4/0r) = (PLPp)" Y, (4)

where P; and P, are prime ideals € Oy, with the smallest norms (to Q) helps us
in picking a good algebra (for the proof, see [I3] Theorem 3.2]).

Remark 4. Note that as opposed to [I3], here we do not achieve nice, explicit
lower bounds for d(A/Op). That is a consequence of the fact that the center
L can now be almost anything that just contains Z[i] or Z[w]. An exact lower
bound of course exists, but we have not been searching for it yet. We hope to
provide this lower bound in a forthcoming paper.

Remark 5. In [I3] we have studied the use of maximal orders in the design of
dense, symmetric, CDA based MIMO STBCs in more detail. The same ideas
can be adapted to asymmetric and multi-block scheme as well.



Normalized Minimum Determinant Calculation 233

4 Minimal Delay Multi-block ST Codes

The nTx+rRx antenna AST code from Proposition Bl can be transformed into
an rTx+rRx antenna multi-block code [3] by an evident rearrangement of the
blocks:

diag (B, 7(B),..., Tmfl(B)) — (B7 cee Tmfl(B)) . (5)

As the Gram matrices of an AST lattice and a multi-block ST lattice coincide,
Lemma [ also holds for multi-block ST codes with the same parameters. Let the
notation be as in Section [3

Proposition 5. Let b € A C B and F = Q(6), where § € {i,w}. Assume
v € Op. As the lattice

C'(A)={M = (B,7(B),...,7" 1(B))}

built from (3) satisfies the generalized nonvanishing determinant property (cf.
[3,[11))), it is optimal with respect to the D-M tradeoff for all numbers of fading
blocks m. Similarly as in Proposition [3, Hiyi_oldet 78(B) > 1. The code rate
equals m*m/rm = r.

Proof. For the proof, see [3].

Proposition 6. The Gram determinants (cf. {@)) of the lattices C(A) and C'(A)
coincide:

det G(C(A)) = det G(C'(A)).
Proof. This is obvious, as tr(diag(BBY,..,7m=1(B)r™~1(B)")) =

m—1 i i m—1_; i
=ik tr(r(B)r(B)T) = tr(Z, (r(B)T(B)™)).
An immediate consequence of Proposition [ is

Corollary 2. The lattices C(A) and C'(A) share the same density, i.e. Proposi-
tion [ can be adapted as such to the multi-block scheme.

5 Explicit Codes

In this section we provide explicit asymmetric constructions for the important
case of 4Tx 4+ 2Rx antennas. These codes can be modified for 2 x 2 multi-block
use (cf. (B). The primitive nth root of unity will be denoted by (,,. The first three
examples are given in terms of an asymmetric construction, whereas the last one
is described as a multi-block code. However, with the aid of (@), an asymmetric
code can always be transformed into a multi-block code and vice versa.

5.1 Perfect Algebra PA

Let us consider an algebra with the same maximal subfield that was used for the
4 x4 Perfect code in [10]. We have the nested sequence of fields F' C L C FE, where
F =Q(i), L = Q(\5,i), and E = Q(0,i) with § = (15 + (5 = 2cos(27/15).
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We denote this algebra by PA = (E/L,0 = 7%,v) = E ®uE, where u? =~ =i
and 7(0) = 62 — 2. As 7(/5) = —/5, the field L is indeed fixed by ¢ = 72. By
embedding the algebra P.A as in Proposition Bl we obtain the AST code

o iO’(l‘1) 0 0
I O’(mo) 0 0
0 0 7(x0)it(o(z1))
0 0 7(x1) 7(c(x0))

PAl - xTr; € OE

As the center is L with [L : Q(i)] = 2 and Or, = Z[i,u = (1 + /5)/2], the
elements z; in the matrix are of the form a1 + asp + azd + agpb, where a; € Z]i
for all . Thus, the code transmits, on the average, 2 independent QAM symbols
per channel use.

We can further improve the performance by taking the elements x; from the
ideal aOp, where a = 1 — 3i + 6% € Op. Moreover, a change of basis given by

1 000
0 100
0 -301
-1-311

guarantees an orthogonal basis.

5.2 Cyclotomic Algebra CA

The algebra CA = (E/L,c =72 : {— —&,y=1+s—1i) = E®uE (cf. [,
[13], [I), for its part, has the nested sequence of fields FF C L C F with F =
Q), L =Q(s=1C(g), and E = Q(& = (16). As we have 7 : { > i, s — —s, the
field L is fixed by ¢ = 72. Again by embedding the algebra CA as in Proposition
Bl the AST code

xo yo(x1) O 0

x1 o(xg) O 0

0 0 7(xo) T(v)7(0(x1))
0 0 7(z1) 7(o(x0))

is obtained. The center is L with [L : Q(i)] = 2 and O, = Z][s]. The elements
x; in the matrix are of the form a1 + ags + a3 + ass€, where a; € Z[i] for all
1. Hence the above code is transmitting again, on the average, 2 independent
QAM symbols per channel use.

Note that we have chosen here a suitable non-norm element v from Oy, instead
of O (cf. Section[3). We get some energy savings as |1 + s — i| < |2 + 1.

CA; C r; € O

5.3 Algebra Z.A — An Improved Maximal Order

Similarly as in the two previous subsections, we obtain an rate-2 AST code Z.A;
by introducing yet another algebra ZA = (E/L,0 = 72,7y = \/—3), where F =
Q(i), L =Q(i,vV3), E=L(v/1+4),and 7: V3 +— —/3,/1 +i— —/1+1.

Among our example algebras, ZA4 has the densest maximal order.
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5.4 Algebra QA — An Improved Natural Order

Let us use the multi-block notation for a change. Here we consider another
tower of number fields F' C L C E, where E = Q((5,1), F' = Q(i), and where
L = Q(0,7) with @ = (5 +(5*. Clearly we have Gal(E/F) = (1), 7(¢s) = ¢?, and
7(0) = 6% — 2. Thus we obtain the CDA QA = (E/L,oc = 72,7) = E® uFE, and
~ = u? =i is a non-norm element. Embedding the algebra QA as in Proposition
Bl yields the following multi-block ST code with coding over 2 consecutive fading

blocks:
04, C {B _ <m0 io(azl)) D) = <T(a;0) iT(J(ml))>

xr1 0’(1‘0) T($1) T(G’(l‘o))

X EOE}.

The elements x; in the above are of the form z; = 25:0 a; j (g7 where a; ; € Z[i],
hence the above code transmits on the average, 2 independent QAM symbols
per channel use.

Among our example algebras, QA has the densest natural order.

Table 1. Normalized minimum determinant § and normalized density p = 1/m(A) of
natural and maximal orders of different algebras

PA PA CA CA TA TA QA
ANaT Anrax ANaT Anrax ANAT Amax  ANAT=MAX
6 0.0298 0.0894 0.0361 0.1214 0.0340 0.1361 0.0894
p 37456 56— 916,32 _99.32_910 36 _92.3°6_  56_

79-1077 6.4-107° 1.7-107% 22.107* 14-107% 3.4-.-107%* 6.4-107°

Example 1. Let us calculate the normalized minimum determinant of the algebra
T A as an example (cf. Section[I], Definitions [ [, and PropositionsBland []). The
other algebras can be treated likewise. In Table [l we have listed the normalized
minimum determinants 6 and densities p of the natural and maximal orders of
the algebras PA,CA,ZA, and QA. Note that for QA these two actually coincide.
We can conclude that among the natural orders, that of the algebra Q.A has the
largest normalized minimum determinant, i.e. the highest density. The algebra
TA, for its part, has the densest maximal order. The corresponding numbers are
shown bold in Table [1l

For the natural order of ZA we have det,in(C(Anxar)) = 1 and p~! =
m(C(Ayar)) = 2'9-3% hence r = 275/8.373/8, Now m(rC(Anar)) = 1 and the
normalized minimum determinant is 6 = det,in (rC(Anar)) = 275/2.373/2.1
0.0340.

The maximal order of ZA has detin(C(Arpax)) = 1 and m(C(Aprax)) =
22.36 thus r = 271/8.373/8 and 6 = detyin (rC(Apax)) = wéws ~ 0.1361.
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Abstract. Guruswami and Patthak, among many results, gave a ran-
domized algorithm for computing the evaluation of regular functions of
the Garcia-Stichtenoth tower at a large degree place. An algorithm, along
the same lines, for Bezerra-Garcia tower is given. This algorithm uses
Kummer theorem.

1 Introduction

Algebraic-geometric codes are evaluation codes similar to Reed-Solomon codes.
These codes are constructed over function fields, F', of transcendence degree one
over a finite field. For more details refer [I]. Such codes are well-studied for their
asymptotic properties. In fact, codes constructed on the tower of function fields
introduced in [2] attain best known bounds. Encoding and decoding procedures
for linear codes constructed on function fields have attracted much research in the
last two decades. The encoding procedure involves finding a basis for Riemann-
Roch spaces of divisors. The functions of L(u@)) are evaluated at some places of
degree one to obtain the code.

A list decoding algorithm for a code gives as output a small list of codewords,
but corrects more errors than a classical algorithm can. Such an algorithm for
one-point codes was given in [3] and a suitable representation of the data involved
was discussed in [4]. The algorithm is a interpolate and root-find strategy. For
a received word y = (y1,...,Yyn) a polynomial in one variable over F' is found,
such that each coefficient lies in L(D), where D is the underlying divisor and
the zeroes of this polynomial are the required words. Then the zeroes of the
interpolation polynomial are found and those which lie sufficiently close to the
received word are output. The zeros of the interpolation polynomial are known
to be elements of L(D) for the underlying divisor D. This data may be used
to design efficient root finding algorithms over function fields. Here the focus
is on the root finding step of the list decoding algorithm. In [4], the root-find
step involves computation of a non-uniform input, which is a evaluation of the
basis elements of L(D) at a large degree place. Hence, the non-uniform input is
independent of the received word.

In [5] the authors, among many other results, find the non-uniform input for
the function fields of the Garcia-Stichtenoth tower [2]. They use the structure of
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the quasi-regular functions used in the pole cancellation algorithm of [6]. Their
procedure for finding the non-uniform input is randomized, making uniformly
random choices for irreducible polynomials of a given degree over F 2. A simple
counting argument shows that there exist places of degree r of F,, lying above
places of same degree of Fy. Here F; C Fy, C F3 C ... is the tower. The required
non-uniform input is obtained as a solution to a system of linearized equations,
using Kummer theorem(see [I, pp. 76]).

A similar procedure for the Bezerra-Garcia tower is given here. There is a
unique of x1 € F,,, which is totally ramified throughout the tower. For con-
struction of codes, divisors of the form uP,, are chosen. A nice dual basis for
the ring of such regular functions exist, such that it is sufficient of determine
the evaluations of the coordinate variables at a large degree place to evaluate
the basis elements themselves. There exist places of F},, of degree r lying above
a place of same degree of Fy for large enough 7. Also the set {1,y,...,y? '}
is a integral basis for the large degree place. The required evaluations of the
coordinate variables are obtained by solving a system of linearized equations,
using Kummer’s theorem.

The plan of the paper is as follows. First some preliminaries on the Bezerra-
Garcia tower from [7] are recalled. Then some facts on number of places of a given
degree of a function field F/F, of genus g are recalled from [I]. List decoding
procedure for one point codes is recalled. A bound on the number of places of
Fy of degree r lying below a place of the same degree of F}, is obtained. Hence,
the probability that a place of degree r of F; chosen at random having the
above property is calculated. Finally, the randomized algorithm for finding the
non-uniform input on the function fields of the Bezerra-Garcia tower is given.

2 Preliminaries and Notations

Throughout F, will denote a finite field of cardinality ¢ having characteristic
p. We will be concerned with function fields of transcendence degree one F/F,.
The genus of F' will be denoted by g. Places of F' will be denoted by P, @, R,
etc. The discrete valuation associated with a place P is denoted by vp and the
valuation ring by Op. The set of places of F' will be denoted by P(F'). For z € F,
the divisor (z) denotes the principal divisor of z. For D a divisor deg(D) and
dim(D) will denote the degree and dimension of the divisor respectively. Recall
that for D, a divisor

L(D)={z€ F|(z)+ D > 0}.

Also supp(D) denotes the support of D, which is the set of places appearing
in the expression for D. Further for P’ | P in a separable extension of function
fields e(P’ | P), f(P"| P) and d(P’ | P) will denote respectively the ramification
index, the relative degree and the different exponent respectively.
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2.1 The Bezerra-Garcia Tower

In this section, the tower studied in [7] is recalled. Some important properties of
this tower are listed.

Definition 1. Let K =F 2 and let Fy := K(x1), be the rational function field.
For each m > 1, we have Fy,41 := Fy(Tmy1), where x,,41 satisfies

-1 q _ 1
=T 1)
$m+1 Tm

Following facts regarding ramification of places lying above the pole and zeroes
of 1 and z; — 1 of F; may be recalled from [7].
Lemma 1. The following hold for the function field F,, of tower.

a. The unique pole of x1 in Fy is totally ramified throughout the tower.
b. The unique zero of x1 in Fy is totally ramified throughout the tower.

Proof. See [7, Lemma 2]. 0

By regular functions, we mean functions of F;, having poles only at Péom). Such
functions form a subring of F,,, denoted by R,,. This ring is the integral closure
of Ry = Fp2z1] in F,.

For a separable extension of function fields, given any basis, there exists a
uniquely determined trace dual basis. Next, we state a simple result regarding
the existence of a nice (trace)basis-dual basis.

Theorem 1. Let p; = (z1 —1)4 fori=2,...,m. Let

2 T ne oot}
=2

. T w1 -1 ri—1 1
Z ::H{ , g1 }

- q - 2
o Pil; Pil; pPix;  Pil;

and

be the sets obtaining by taking m — 1-fold products of the constituent sets. Then
> RizCR,C Y Rz,
2€2 P

where the sums above are finite.

Hence, we have the following corollary.
Corollary 1. Any element ¢ € F,,, having poles only at P, can be written as a
(finite) sum

¢=Y ag(m),

cez

where ag is a polynomial in xy.
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The denominator of the dual basis for F,,/F; above involves only z; — 1 and
x;’s. We shall use this result for finding the non-uniform input for this tower.
The above result uses the proof [I, Theorem II.5.10] and some simple facts
about the tower. This result and many other facts about the tower are dealt
with elsewhere. This tower is interesting because it attains the Drinfeld-Vladut,
bound. In fact, in [7] it is shown that this tower is a subtower of that in [2].

Lemma 2. The genus of the mth function field g, is given by

( S —1)27 m even
(q_l)'gm:{é’";l_1)(q"2~“_1),modd. @

The rational places of Fy corresponding to the roots of i +x1 —1 = 0 are
completely splitting throughout the tower. Hence the number of rational places
for F,, denoted by N,,, satisfies

Ny > q™. (3)
Hence, the tower attains Drinfeld- Viadut bound.

2.2 Number of Places of a Given Degree

Let F//F, be a function field of genus g. Here, we recall estimates on the number
of places of a given degree of a function field over a finite field. Basic reference
for this topic is [I, Chapter V]. Let N = N(F') denote the number of places
of F' of degree one. Also, let NV,. denote the number of places of degree one in
the constant field extension F, = FF, for » > 1. Further, let B, denote the
number of places of F' of degree r. The bound on B, from [I], Corollary V.2.10]
is recalled.

Proposition 1. The estimate

r r/2
q q
)

|Br_ 7"<<2+7g

This bound will be used to obtain an estimate of the number of places of degree
r of F1 lying below places of same degree of F;,, of the tower.

2.3 Algebraic-Geometric Codes and Their List Decoding

In this section list decoding algorithm of [3] is outlined. Let us first recall the def-
inition of one-point algebraic-geometric codes on a function field. Basic reference
for this topic is the monograph [I].

Definition 2. Let F D F, be a function field of genus g. Let Pi,..., P, be
distinct places of degree 1, all distinct from a place Q. Let G = P + ...+ P,
and u@. Let

Cr(u,G) ={(f(P1),.... f(Pn)) | f € L(u@Q)} S Fy.
The code Cf, is known as a (One-point)Algebraic-Geometric(AG) code.
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The next lemma gives the parameters of the one-point codes.

Lemma 3. Assume that u < n. Then Cr(u,G) is an [n,k,d], code with k >
u—g+1andd>n—u.

It is assumed henceforth that u < n, so that the above lemma holds. List de-
coding algorithm for such one-point codes was given in [3] and a suitable rep-
resentation of the data involved was discussed in [4]. Suppose that the channel
corrupts at most n — ¢ places of the sent word and y = (y1,...,yn) is received.
The list decoding algorithm of [3] finds an interpolation polynomial for y as the
first step. This polynomial has degree s for a suitably chosen parameter s and
has coefficients in L(D) for a suitably chosen divisor D. For more details consult
[3]. The required list of decoded words comprises of those zeroes of the interpo-
lation polynomial in L(u@) whose evaluations at P; agree with y; for at least ¢
coordinates.

In [4] the representation issues related to the list decoding algorithm are dis-
cussed. A strategy for finding the zeroes of the interpolation polynomial is given.
This strategy is based on finding a non-uniform input which doesn’t depend on
the received word. A basis for L(D) is assumed to be computable. The non-
uniform input is described below:

Non-Uniform Input: A place R in P(F) of degree r greater than deg D rep-
resented as a [-tuple ((fF, ..., (F) over Fyr, obtained by evaluating a increasing
basis (®1,...,9;) of L(D) at place R.

Let us begin by recalling [4, Lemma 5].

Lemma 4. If f1, fo € L(A) for A= 0 and f1(R) = fa(R) for some place R of
degree bigger than deg(A). Then fi1 = fo.

The strategy now is to first reduce the interpolation polynomial H(7') modulo
R to obtain h(T') over the underlying finite field and find the zeroes of the
polynomial equation h(7) = 0 using some standard algorithm. Then for each
root compute 3; € L(D), if any, such that §8;(R) = «;. This §;, by Lemma [l is
unique. Those elements of the list 31, ..., 3; are output which meet the distance
criterion. The root-find procedure of [4] is given below.

Algorithm 1 (ROOT-FIND)
Input: A degree d polynomial H(T) = Z?:o a;T" € F[T], where each a; € L(D).
Output: All zeroes of H that lie in L(D)

1. Reduce H modulo a place R € F of large enough degree, say r, to obtain
h(T).

2. Compute the zeroes, say ai, ..., of h(T) using a procedure for factoriza-
tion of polynomials over finite fields.

3. For each «; find the unique 3; € L(D), if any, which evaluates to a; at R.

The correctness of the algorithm hinges on the following remark.
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Remark 1. If 8; = Z;(:Dl) a;P;, then

UD)
Z ajéj(R) =
j=1

may be considered as a system of linear equations with ay,...,a;p) as inde-
terminate over I, after fixing a representation for Fg» O F,. This system has a
unique solution by Lemma [l

From the above discussion, it is clear that given

1. the non-uniform input,
2. a root-finding algorithm over a large finite field and
3. a procedure for solving a system of linear equations over I,

the root finding algorithm may be efficiently implemented. There exist algo-
rithms to perform the second and third tasks above. Hence, given the non-
uniform input the entire root-find step of the list decoding algorithm may be
efficiently implemented.

In [5] the authors, among many other results, find the non-uniform input for
the function fields of the Garcia-Stichtenoth tower [2]. Suppose

FrcEk CF3C...

denotes the tower and Péom) the unique pole of 21 in F,,. In [6] a pole cancella-

tion based algorithm for determining a basis for L(uPéom)) is given, which uses
regular functions defined there. The procedure of [5] makes use of the structure
of quasi-regular functions. A simple counting argument of [5] shows that there
exist places of degree r of F,, lying above places of F} of same degree. Their
procedure for finding the non-uniform input is randomized, making uniformly
random choices for irreducible polynomials of a given degree over F,. The re-
quired non-uniform input is obtained as a solution of a system of linearized
equations using Kummer’s theorem(see [II, pg. 76]).

3 Places of a Special Type of Degree r of the Tower

We restrict our attention to function fields over finite fields of the type Fp. A
bound on the number of places of F; of degree r lying below a place of the same
degree of F), is obtained. Hence, the probability that a place of degree r of F}
chosen at random having the above property is calculated. Techniques used in
this section are from [I, Chapter V].

In the following the superscript m denotes the function field F,,, of the tower.
Thus Bﬁm) denotes the number of places of degree r of F,, /F 2.3
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For F,,, let U™ denote the number of places of places of Fy of degree r lying
below a degree r place of F,,,. Let
Br(,jqf) :=the number of degree r places of F,, lying above a degree r
place of F; and
Bﬁg) :=the number of degree r places of F,, not lying above a

degree r place of Fj.
Clearly we have B{™ = Bﬁﬁl) + Bﬁfg). We have
B <UM™ . [F, : R (4)

Now, we shall estimate BST;). We know that places of degree r of F} are in one-
to-one correspondence with monic irreducible polynomials of degree r over 2.

Also, if P’ | P then deg(P) divides deg(P’). Hence B,(:;L) is utmost the number
of monic irreducible polynomials of degree utmost /2 over F,2. Thus

T/2 oq 2
qg —dq
Bl <37
el (5)
< qTJrl.
Next, we state and prove a simple lemma.

Lemma 5. Forr > m+ 16 the following holds

q27‘

2
Proof. Using Equations@landBland the bound on B, in Proposition[Il we obtain

qul . USm) >

qm—] . U(m) > q2’l‘ _ 8gqu _ q'rJ,»].

" r r
Using the fact that g, < ¢™, we obtain

2r r+m
qm—l . U#m) > q’r o 8qT _ qr+1.

Consequently, for > m + 16 the following holds

2r
m— m q
a4 1.UT()22T.

hence, the result. a

Finally we estimate the probability with which a degree r place of F; chosen
uniformly at random has a degree r place of F},, above it. Notice that choosing a
degree r place of F} is equivalent to choosing an irreducible polynomial of degree
r over 2. The following is a easy corollary to the above lemma.
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Corollary 2. Let the notations be as in the previous lemma. Let v > m + 16.
Then pym, the probability that a place of Fi of degree r chosen uniformly at
random lies below a degree v place of F,,, satisfies

1
Prm 2 27’qm+1 .

Thus with non-zero probability a degree r place of F; chosen uniformly at ran-
dom has a degree r place of F),, above it. We use this fact to construct a ran-
domized algorithm for finding the non-uniform input in the next section.

4 Non-uniform Input on Bezerra-Garcia Tower

In this section, a randomized procedure for finding the required non-uniform in-
put is given. A basis for the underlying vector space @1, ..., ®; is assumed to be
given. The procedure of [5] applies for this tower too. The procedure, initially,
makes a random choice of an irreducible polynomial. The required data is ob-
tained as a solution of a system of linearized equations, by Kummer’s theorem.
It is been shown in the last section that there exist places of F} having a place of
F,,, of same degree above them. Thus the procedure must terminate in expected
polynomial time in the length of the code.

Recall that one-point codes are constructed by evaluating elements of a suit-
able Riemann-Roch space at places of degree one. For the Bezerra-Garcia tower,
since the unique pole of z; is totally ramified throughout the tower, for each
level, a divisor D,,, = umPCEom) is chosen. There are at least g™ places of degree
one for F,,,, not lying above zeroes and poles of x1(x1 — 1). The code is obtained
by evaluating elements of L(umPéom)) at these ¢" places. The sequence of codes
thus obtained have asymptotically best properties.

There exist algorithms for finding a basis for the ring of regular functions on
Garcia-Stichtenoth tower. See [6] for example. But such an explicit algorithm
doesn’t exist for the Bezerra-Garcia tower. So, the entire exercise assumes that
a basis for the underlying vector space is given. The non-uniform input is cal-
culated by evaluating these basis elements at a high degree place. However, the
result in Lemma [I] guarantees that the non-uniform input may be effectively
computed.

Recall that, list decoding one-point codes uses a non-uniform input for the
root-finding step. Let r be chosen such that both:

(a). r> uy and
(b). m>m+16

hold. A place of F,,, of degree r may be constructed as follows. Places of degree
r of F} are in one-to-one correspondence with monic irreducible polynomials
of degree r over 2. Such a polynomial is chosen at random. Denote the place

determined by this polynomial by p;. Let 5 = ($§i1> (p1). Consider the system
1

of linearized equations.
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Ty
Lo — L2 = =72
2 g1
i) X9
Ta + T3
30 a1 zd—1
(6)
Tm—1 Tm—1
rh + B 1xm -4
Lin—1 Lim—1

A solution to this system gives a place of degree r, by Kummer’s theorem(refer
[1, pp. 76]). We first state the algorithm for finding the non-uniform input and
then prove its correctness.

Algorithm 2 (Non-uniform input)
Input: m, r and &4,...,P;
Output: (a1,...,Qm)

A. Choose an irreducible polynomial f of degree v over F2. Let py denote the
place of Fy with uniformizing parameter f(xy).

B. Set a1 = x1(p1) and 72 = (p1). Find a solution of the system of

z1

z{—1
Equations @, say (g, ..., am).

C. If a solution exists compute the evaluations of @1, ...,P; at this place using

(1,...,au), else report failure.

Notice that only the choice of irreducible polynomial is random. Rest of the
steps in the computation of the non-uniform input are deterministic. Thus with
probability p(r,m) the algorithm outputs the non-uniform input. The rest of
the steps of the list decoding algorithm may be carried out efficiently once the
non-uniform input is given, as discussed earlier. We start the proof of correctness
of this algorithm with a simple technical lemma.

Lemma 6. Let P; and Pj_1 be places of F; and F;_1 with P; | Pj_1 not lying
above zeroes and poles of x1(x1—1) € Fy. The set {1,z;,..., xg_l} is an integral
basis fOT’ Fj/ijl, _] > 2 at Pj | ijl'

Proof. By [I, Theorem II1.5.10], the set {1,z;,..., x?il} is an integral basis for
Pj | Pj—1 if and only if d(P; | Pj—1) = vp,(¢}(y)). Here ¢' denotes the formal
derivative. We have

T
o, (6(y)) = vr, ( . L)
=0.
By [7, Lemma 2|, we have P; | P;_; is unramified. Thus
d(Pj | Pj—1) = (P | Pi-1) =1 =0,

by Dedekind’s different theorem([I, Theorem IIL5.1]). Thus {1, z;, ..., x?il} is
an integral basis for the extension F;/F;_1, j > 2 at P; | Pj_;. a
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We are now in a position to give the proof of correctness of the above algorithm.

Theorem 2. The Algorithm[3 gives the required non-uniform input.

Proof. For any level, we have shown that set {17$]‘7...7$?_1} is an integral
basis for Fj/F;_1, j > 2 at P; | Pj_;. Notice that all the conditions of Kummer
theorem are satisfied. The first equation of the system is the reduced form the
defining equation. Also, if a solution to the system of linearized equations exists,
then (aq,...,Q,) is the evaluation of the coordinate variables at a degree r
place of F,,. By Lemmal[ll the basis elements may be evaluated using this tuple
(a1, ..., ), since the denominator of the dual basis involves only z; — 1 and
the x;’s. Hence the correctness of the algorithm is verified. a

Complexity: The main computational tasks involved in the procedure are the
following:

1. checking whether a given polynomial is irreducible or not and
2. finding a solution to a system of linear equations.

There exist deterministic algorithms for performing both the tasks. Also, the
procedure gives the required non-uniform input in expected polynomial time in
the length of the code.
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Abstract. The design of signal constellations for multi-antenna radio
communications naturally leads to the problem of finding lattices of
square complex matrices with a fixed minimum squared determinant.
Since [5] cyclic division algebras, their orders and related structures
have become standard material for researchers seeking to construct good
MIMO-lattices. In recent submissions [3], [8] we studied the problem of
identifying those cyclic division algebras that have the densest possible
maximal orders. That approach was based on the machinery of Hasse
invariants from class field theory for classifying the cyclic division al-
gebras. Here we will recap the resulting lower bound from [3], preview
the elementary upper bounds from [4] and compare these with some sug-
gested constructions. As the lattices of the shape Es are known to be the
densest (with respect to the usual Euclidean metric) in an 8-dimensional
space it is natural to take a closer look at lattices of 2x2 complex matrices
of that shape. We derive a much tighter upper bound to the minimum
determinant of such lattices using the theory of invariants.

1 Background

In the symmetric MIMO-case the received signal is
Ynxn = HanXan + NnX’ru

where H is the Rayleigh fading channel response, the elements of the noise
matrix N are i.i.d. complex Gaussian random variables. Here n is the number
of both transmitting and receiving antennas (= the symmetric case) and it is
often assumed that the receiver knows the channel matrix H. An analysis of
this situation gives rise to the so called determinant criterion: the receiver’s
ability to distinguish between signals X and X’ is the better the larger the
determinant of the matrix (X — X')(X*# — X’#). Thus a natural choice for
a set of signals is a finite collection of low-energy matrices X within a lattice
L ¢ M, (C) with a large minimum determinant det,;, (L), i.e. the infimum of
the absolute values of the determinants of all non-zero matrices in L. In this
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note we restrict ourselves to lattices of maximal rank k = 2n?. We refer the
interested reader to [7] for some adaptations of this theory to the more general
asymmetric case. Following [9] we shall insist on the non-vanishing determinant
property dety,;, (L) > 0 guaranteeing that the resulting lattices achieve the
diversity-multiplexing tradeoff bound from [10].

The measure, or hypervolume, m(L) of the fundamental parallelotope of the
lattice L is the reciprocal of its center density. Any lattice L can be scaled to
satisfy m(L) = 1. This gives rise to a natural numerical measure for the quality
of a lattice. We shall denote by 6(L) the normalized minimum determinant of the
lattice L, i.e. here we first scale L to have a unit size fundamental parallelotope.

Definition 1. Fiz the index n of a MIMO-lattice. Let us define the optimal
minimum determinant by

6(n) = sup (L),

where the supremum is taken over the set of full rank lattices inside M,,(C)
normalized to unit fundamental parallelotope.

It is worth emphasizing that we do not seek to optimize the minimum Euclidean
distance of a lattice. The accumulated knowledge on that problem (cf. [I]) will
come into use, but e.g. it isn’t at all obvious, whether a lattice of rank 8 should
be isometric to the root lattice Fg in order to be optimal with respect to our
criterion.

2 Cyclic Algebras and Orders

We refer the interested reader to [12] and [5] for an exposition of the theory
of simple algebras, cyclic algebras, and their use in ST-coding. We only recall
the basic definitions and notations here. Consider an extension E/F of number
fields. In the interesting cases F' is an imaginary quadratic field, usually either
Q(i) or Q(v/—3). We assume that E/F is a cyclic field extension of degree n
with Galois group Gal(E/F) = (o). Let A = (E/F,0,v) be the corresponding
cyclic algebra of index n:

A=EQuE®uWE® - -du" lE.

Here u € A is an auxiliary generating element subject to the relations zu = uo(x)
forall z € E and u” =~y € F*. An element a = 2o +ux; +---+u" ‘2,1 € A
has the following representation as a matrix

ro  o(zp_1) o*(xn_2) o (xy)
yr1  o(xg) o (xn_1) o (xo)
a | r2 yo(z)  o(w) o™ (xs)

VTn—1 'Ya(xn—2) 702(3371—3) o
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The determinant (resp. trace) of the matrix A above is called the reduced
norm (resp. reduced trace) of the element a € A and is denoted by nr(a) (resp.
tr(a)).

Let R denote a Noetherian integral domain with a quotient field F', and let
A be a finite dimensional F-algebra.

Definition 2. An R-order in the F-algebra A is a subring A of A, having the
same identity element as A, and such that A is a finitely generated module over
R and generates A as a linear space over F'. An order A is called maximal, if it
isn’t properly contained in another R-order.

Ezample 1. In any cyclic division algebra we can always choose the element
v € F* determining the 2-cocycle in H*(E/F) to be an algebraic integer. We
immediately see that the Op-module

A=0p®uOp® - du" 'O,

where O is the ring of integers, is an Op-order in the cyclic algebra (E/F, 0, 7).
We refer to this Op-order as the natural order.

For the purposes of constructing MIMO lattices the reason for concentrating on
orders is summarized in the following proposition (e.g. [T, Theorem 10.1, p.
125]). We simply rephrase it here in the language of MIMO-lattices.

Proposition 1. Let A be an order in a cyclic division algebra (E/F,o0,7). Then
for any non-zero element a € A its reduced norm nr(a) is a non-zero element
of the ring of integers Op of the center F. In particular, if F' is an imaginary
quadratic number field, then the minimum determinant of the lattice A is equal
to one.

Definition 3. Let m = dimpA. The discriminant of the R-order A is the ideal
d(A/R) in R generated by the set

{det(tr(ziz;))i=1 | (T1,.s0m) € A™}.

An important fact is that all the maximal orders of a given cyclic division algebra
have the same discriminant [IT, Theorem 25.3]. The definition of the discriminant
closely resembles that of the Gram matrix of a lattice, so the following results
are unsurprising and probably well-known. We include them for easy reference.
Sample proofs are given in [3].

Lemma 1. Assume that F is an imaginary quadratic number field and that 1
and 0 form a Z-basis of its ring of integers R. Assume further that the order A
is a free R-module (an assumption automatically satisfied, when R is a principal
ideal domain). Then the measure of the fundamental parallelotope equals

m(4) = 360" |d(4/R)|.
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Corollary 1. Let F = Q(i), R = Z][i], and assume that A C (E/F,0,7) is an
R-order. Then the determinant of the Gram matriz of the matriz representation
of A is

det(G(A)) = |d(A/Z[i])[,

and the normalized minimum determinant is thus 6(A) = 1/|d(A/Z[i])|*/*".

Corollary 2. Letw = (—1++/-3)/2,F = Q(v/-3), R = Z|w], and assume that
A C (E/F,0,7) is an R-order. Then the determinant of the Gram matriz of the
matrix representation of A is

det(G(A)) = (3/4)" |d(A/Z[w]) P,
and the normalized minimum determinant is §(A) = (2/v/3)™2/|d(A)Z[i])|*/?".

So in both cases maximizing the density of the code is equivalent to minimizing
the discriminant. From Proposition[lwe also get that the minimum determinants
of any orders in any cyclic division algebra with center either Q(7) or Q(v/—3) are
equal to one. Thus in order to maximize the normalized minimum determinant
of a lattice we should use a maximal order. Furthermore, we need to look for
division algebras that have a maximal order with as small a discriminant as
possible. A point worth emphasizing is that using ideals of any order doesn’t
appear to improve the situation. This is because a cyclic submodule of any order
shares the same normalized density with the ‘mother code’ of the maximal order.
Also, when the center of the cyclic division algebra is either Q(i) or Q(v/—3
then Eichler’s theorem [I1, Theorem 34.9] says that all the one-sided ideals of
a maximal order actually are cyclic. The use of ideals may change the shape of
the lattice, and this was a point exploited in [6].

Ezample 2. In the case of the Golden algebra (Q(i,+/5)/Q(i), 0,i) from [6] the
natural order turns out to be maximal. As the ring of algebraic integers of
Q(i,+/5) has basis {1,4, (1 ++/5)/2,i(1 + v/5)/2} we can quickly compute that
the discriminant of the Golden algebra is 25. We thus recover from Corollary
[0 the fact [2] that the normalized minimum determinant of the Golden code is

§=1/V5.

3 Maximal Orders with Minimal Discriminants and
Bounds on the Normalized Density

Let F' be an algebraic number field that is finite dimensional over Q, Op its
ring of integers. Let us next recall the Main Theorem of [3]. The proof therein
uses the formula for the local discriminants for maximal orders in terms of the
Hasse invariants, the result of global class field theory that the Hasse invariants
must sum up to an integer, and some simple estimates. The relevant theoretical
background is contained in e.g. [II] and [I3].
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Theorem 1 (Discriminant bound). Assume that F is a totally complex num-
ber field, and that Py, and Py are the two smallest prime ideals in Op. Then the
smallest possible discriminant of all central division algebras over F' of index n
18 (P1P2)n(n71).

For us the importance of this result is twofold. It proves the existence of fully
multiplexing MIMO-lattices with a known normalized density and/or minimum
determinant. It also proves that using orders of cyclic division algebras (and their
cyclic submodules) one cannot do any better. The latter point was the upshot
of [3] but here we benefit from the first point.

In the interesting cases F = Q(i) and F = Q(yv/—3) Theorem [ gives us
the following two corollaries. They are directly from [3], but we have partially
reformulated them in terms of the normalized minimum determinants. For the
purposes of finding the optimal normalized minimum determinant the field Q(7)
is not nearly as interesting as the denser Q(v/—3). We list the gaussian results
here for reference, as the rectangular shapes enjoy certain practical advantages
in radio communications. It is also worth remarking that the assumption about
the center in Theorem [I] is essential. Indeed, the quaternionic division algebra
with the real quadratic center F = Q(v/5) has the well known ring of icosians as
a maximal order with unit discriminant. The difference comes from the fact that
in this case the only non-trivial Hasse invariants are at the two infinite places,
and they won’t contribute to the discriminant.

Corollary 3 (Discriminant bound). Let A be an order of a central division
algebra of index n over the field Q(i). Then the normalized minimum determi-
nant of the resulting lattice satisfies the inequality

8(A) < 1/10(n=D/4,

Furthermore, there exist cyclic division algebras with center Q(i), whose mazximal
orders achieve this bound.

Corollary 4 (Discriminant bound). Let A be an order of a central division
algebra of index n over the field Q(w), w = (—1++/—3)/2. Then the normalized
minimum determinants of the lattice satisfies the inequality

5(A) < (2/V3)™/2/12n=D/4,

Furthermore, there exist cyclic division algebras with center Q(w), whose maxi-
mal orders achieve this bound.

The construction of algebras achieving the bounds in the two previous corollaries
is done in [§]. These results can be viewed as giving a lower bound on the achiev-
able normalized minimum determinant 6(n). Can we get upper bounds on the
achievable normalized minimum determinant also? In general this is probably a
difficult problem, but the following simple upper bounds from [4] are elementary
to derive.
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Lemma 2 (Hadamard bound). Let A be an n x n complexr matriz. Write

|A|| = VtrAH A for its Frobenius-norm. We then have the inequality | det A <
1Al /nn/2.

Proof. Let Aj,j=1,2,...,n be the rows of A. By the Hadamard inequality

|det 4] < TT 114511

j=1

Squaring this inequality and using the fact that [|A|* = Z;L:1 | A;]* together
with the well-known inequality between the geometric and arithmetic means of
positive numbers gives the claimed bound.

Proposition 2 (Hadamard bound). For fully multiplexing 2 x 2 lattices we
have the upper bound 6(2) < 1.

Proof. The root lattice Fg has the best minimum distance among 8-dimensional
lattices (cf. e.g. [I]). When we scale its fundamental parallelotope to have unit
measure, the shortest vectors have length v/2. In other words in any lattice L of
rank 8 inside Mz (C) has a non-zero matrix A with [|A| < /2. Lemma 2] then
tells us that |det A| < 1.

Proposition 3 (Rectangular Hadamard bound). For any rectangular lat-

tice L ¢ M,,(C)
1

nn/2’

6(L) <

Proof. When a rectangular lattice has a fundamental parallelotope of unit mea-
sure, at least one of the vectors in an orthogonal basis has length at most 1. The
determinant of such a matrix is at most 1/n™/? by Lemma B

In order to get an idea how strong these bounds are let us consider the case
of 2 x 2 lattices. The Golden code has § = 1/v/5 = 0.4472. By the bound of
Proposition [ any rectangular or hypercubical lattice cannot have normalized
minimum determinant > 0.5, so in this sense the Golden code is very good. It
would not surprise us, if the Golden code turned out to have the highest possible
normalized minimum determinant among rectangular lattices.

On the other hand the non-rectangular lattice from the next section attains
the bound of Corollary [3] and thus has normalized minimum determinant 6 =
10~Y/4 = 0.5623. In light of this we might conclude that rectangular lattices
have no hope of achieving the density of the lattice from the next section. In
the same vein the hexagonal lattice in the next section achieves the bound of
Corollary @ and has a normalized minimum determinant § = v/2/3%/* = 0.6204.
Somewhat surprisingly the resulting hexagonal 2 x 2 MIMO-codes outperform
their rectangular cousins only at high data rates such as 8 bits per channel use.

All these constructions are still somewhat distant from the bound of Proposi-
tion 21 We believe that the actual value of §(2) is most likely less than one, but
dare not guess the exact value of §(2).
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In Table 1. we compare the normalized minimum determinant of the perfect
lattices from [6] to the bounds of Proposition [l and Proposition [l and also the
upper bounds of Proposition [3l The bound of Proposition 2 will be generalized
for higher n in [4], but the general bound is more difficult to compute as it is
expressed in terms of known bounds [I] for the minimum Euclidean distance of
high dimensional lattices. Such a bound is listed in the last column. A quick
summary of this table might be that the perfect codes are good within their
constrained class of rectangular (hexagonal) lattices, but all the constructions
are quite far away from the bound of Lemma 2l Most likely the simple bound is
not tight at all.

Table 1. Normalized minimum determinant 6 of selected lattices and bounds

n Perfect CDA/Q(i) CDA/Q(w) Rectangular bound simple bound
2 0.447 0.562 0.620 0.500 1.00
3 0.143 0.316 0.358 0.192 1.16
4 0.0298 0.178 0.207 0.0625 1.61
5 0.100 0.119 0.0179 2.57
6 0.00255  0.0562 0.0689 0.00463 4.59

4 Dense Example Lattices

In [3] it is shown that the following cyclic division algebra achieves the bound
of Corollary Bl Let A be the square root of the complex number 2 + i belonging
to the first quadrant of the complex plane. Then the cyclic algebra GA+ =
(Q(N)/Q(i),0,i), where the automorphism o is determined by o(\) = =), is a
division algebra.

In order to give a concrete description of a maximal order within GA+ we
describe it in terms of its Z[i]-basis. A maximal order A consists of the matrices
aMy + bMsy + cMs + dMy, where a, b, ¢, d are arbitrary Gaussian integers, M; is
the identity matrix, and M;,7 = 2, 3,4 are the following matrices.

(01 1 T4\ i — A L =1 4N
MQ_(io)’ MS_Q(—HW—M)’ M4_2(—1+/\—1+i/\>'
It is then straightforward to verify that the fundamental parallelotope of this

lattice has measure 10, and thus §(A) = 10~ /4,
Let z = 3'/4(1 4 4)/v/2 be the prescribed fourth root of —3, and

1(( 1+z2 w(1—|—z)>.

P=o\l+w)(1—-2) 1-=

From [3] we also get that the cyclic algebra constructed from the datum E =
Q(2), F = Qw), 0(2) = —2, v = —w is a division algebra whose maximal
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orders achieve the bound 6 = v/2/33/* of Corollary Bl We are indebted to Camilla
Hollanti for the extra piece of information that the set {1, p, z, zp, w, wp, wz,wzp}
forms a Z-basis of one such maximal order. Do observe that in this listing, as
is always the case with the elements of the maximal subfield F, the element z
must be viewed as the diagonal matrix with entries z,0(z) = —z.

5 A Sharper Bound for 2Xx2 Lattices with Shape FEjg

Throughout this section we assume that L is a rank 8 lattice of 2 x 2 complex
matrices. We identify such matrices with vectors of R® via the natural mapping

T5 +1rg T7 4+ 1x8

o, zg) o <331 + 129 x3—|—iax4)

This mapping is an isometry with respect to the Euclidean norm of R® and the
Frobenius norm of complex matrices. Let us denote by S(r) the sphere of radius
r in the 8-dimensional space. Whenever convenient we identify it with its image
in the matrix space. We shall be interested in the polynomial function

p(x1,z2,. .., xs) = |det(f(z1,z2,. . .,(Eg))|2.

Its space-consuming exact form doesn’t interest us but we do observe that the
polynomial

p(x1, 22, ..., x8) — (27 + 23) (27 + 23) — (23 + 23) (23 + 27)

only contains terms that are products of 4 distinct coordinates x;. Our immediate
goal is to determine the average value of the polynomial p on the sphere S(r).

Tt is well known (cf. e.g. [1]) that the lattice Fs can be constructed as the set
of vectors x = (21, x2,...,28) € Z8 such that after reduction mod 2 it becomes
a word of the self-dual extended Hamming code of length 8, in other words

' =0.

===
O~ =
— O = =
OO ==
— = O =
O~ O
—_ 0 O =
OO O =

This version of Fg has minimum Euclidean distance 2, m(Fg) = 16 and it has
240 vector of minimal length 2: There are 16 vectors with a single +2 component
together with seven zeros, and 14-16 = 224 vectors of 4 +1s and 4 zeros congruent
(modulo 2) to one of the 14 words of weight 4 — every such word gives rise to
16 short vectors differing from each other by the combination of signs. We can
scale Fg to have any desired value r > 0 as the length of the shortest vectors,
and we already noted that scaling 7 = v/2 leads to a normalized version of Fjg
in the sense that m(FEg,r = v/2) = 1.

Let us review the concept of a spherical t-design. A finite set X on a sphere
(centered at the origin) S C R™ is called a t-design, if for any polynomial
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q(z1,22,...,2n) € Rlx1,...., 2] of degree at most t the average of the values
attained by ¢ on the set X equals the average of the values on all of S (with
respect to the usual measure on S). From [II, p. 90] we pick up the crucial fact
that the set of 240 shortest vectors in Eg form a spherical 7-design X (Eg). This
is a consequence of a general result due to B. Venkov. The argument depends on
the fact that the lattice Fg has a very large group G of symmetries (the Weyl
group of type Fg from the theory of Lie algebras), and the fact that the only
polynomial invariants of group G of degree less than 8 are polynomials of the
squared Euclidean norm z? + - - - 2.

The polynomial p(x1,xa,...,xs) has degree 4 so, in particular, we can com-
pute the average value of p on any S(r) by computing the same average value
on an appropriately scaled version of X (Fjg). Furthermore, p is homogeneous
of degree 4, so its average on S(r) will be proportional to r*. As any rotated
version of X (FEs) will do just as well, we can set » = 2 and do our calculations
with the version of Fg described above. It helps us to use the symmetries of
the sphere: obviously the expected value of any monomial of the form x;x;x,2e,
i < j < k < ¢ will be equal to zero as the sphere is symmetric under the mapping
x; — —x;. Similarly any permutation of the coordinates will be an isometry of
the sphere, so the averages of all the monomials 77,7 < j will be equal to the
average of x2x3. There are exactly 3 words of weight 4 in the extended Hamming
code that have non-zero components at both the first and the second position:
11110000, 11001100 and 11000011. Therefore the monomial z?z2 assumes the
value 1 at 3-16 = 48 points on X (Fs) and the value zero at the remaining points.
Hence the average value of z3z3 on S(r = 2) is 1/5 = r%/80. The polynomial
p has altogether 8 monomial terms of the form mfac% so we have proven the
following.

Theorem 2. The average value of the squared absolute value of the determinant
p(x1,T2,...,28) on the sphere S(r) equals r*/10. The same result holds for any
rotated and scaled copy of the collection of 240 shortest non-zero vectors of the
lattice Eg.

Corollary 5. The normalized minimum determinant of any rank 8 MIMO-
lattice L of 2 x 2-matrices and shape Eg is bounded from above by 6(L) < \/2/5.

Proof. Set 7 = /2 to achieve normalization. The minimum squared determinant
on any rotated version of X (FEs) cannot be higher than the average squared
determinant.

A couple of closing remarks are due. The restricted upper bound \/2/5 =0.6325
is suggestively close to the lower bound 0.6204 of Corollary @ Thus in order to
make significant improvement to that lower bound shapes other than Fg are
forced upon us. Of course, there are no guarantees that even that would help,
and the very restricted upper bound of Corollary [}l may apply to a much larger
set of MIMO-lattices.

The somewhat trivial averaging nature of the argument leading to Corollary [l
immediately asks the question of how tight is that bound. We know of no lattice
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with shape Fg that would have \/ 2/5 as its normalized minimum determinant.
The best known lattice with shape FEg is a sublattice of index 64 in the Golden
code (cf. [I4]), but being a cyclic submodule of the Golden algebra that lattice
shares the normalized minimum determinant of 1/4/5. On the other hand we
strongly believe that there are lattices of shape Eg that achieve the bound of
Corollary Bl on the ’first layer’ of the shortest 240 vectors. Before we discovered a
proof for Corollary Bl we set up a computer search based on simulated annealing.
The program found a copy of the first layer of Eg, where the squared minimum
determinant was larger than 0.399. Thus the squared minimum determinant of
2/5 will likely be achieved on the first layer.
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Abstract. The cross-realm client-to-client password-based authentica-
ted key exchange (C2C-PAKE) is protocol which two clients in two dif-
ferent realms with different passwords exchange a session key through
their corresponding servers. Recently, a provably secure cross-realm C2C-
PAKE scheme with the optimal number of rounds for a client is pointed
out that the scheme is insecure against an undetectable on-line dictio-
nary attack and an unknown-key share attack. In this paper, we pro-
pose a new cross-realm C2C-PAKE scheme with the optimal number of
rounds for a client, which has resistances to previously considered attacks
which should be prevented, including undetectable on-line dictionary at-
tacks and unknown-key share attacks. Moreover, our scheme assumes no
pre-established secure channels between different realms, but just basic
setups of ID-based systems.

Keywords: Authenticated key exchange, different password, C2C-PAKE,
cross-realm setting, undetectable on-line dictionary attacks

1 Introduction

Recently, password-based authenticated key exchange (PAKE) protocols are re-
ceived much attention as practical schemes in order to share a mutual session
key secretly and reliably. Basic PAKE schemes enable two entities to authen-
ticate each other and agree on a large session key from a human memorable
password. Thus, PAKE schemes are regarded as practical key exchange schemes
since entities do not have any pre-shared cryptographic symmetric key, certifi-
cate or support from a trusted third party. Such basic schemes which two entities
pre-share a common password are classified into a model called same password-
authentication (SPA) model. The SPA model is most cultivated PAKE model
in previous studies and is usually used for client-to-server key exchanges. The
concept of PAKE was first introduced by Bellovin and Merritt [I] in 1992 known
as encrypted key exchange (EKE). First construction of password-only PAKE
in SPA model was proposed by Jablon [2] in 1996 known as simple password

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 257, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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exponential key exchange (SPEKE). Formal definitions for this setting were first
given by Bellare et al. [3] and Boyko et al. [4], and a concrete construction was
also given in the random oracle (RO) model. And, various protocols have been
proposed to achieve secure PAKE scheme [BIGI7TI8I9IT0] in SPA model.

On the other hand, with a variety of communication environments such as
mobile network, it is considered as one of main concerns to establish a secure
channel between clients with different passwords. Several schemes have been
presented to provide PAKE between two entities with their different passwords.
Such schemes are classified into a model called different password-authentication
(DPA) model. In DPA model, entities carry out key exchange with the assistance
of intermediate servers since entities have no secret common information and
DPA model is usually used for client-to-client password-based authenticated key
exchanges (C2C-PAKE).

First construction of C2C-PAKE in DPA model was introduced by Steiner et
al. [T1] in the single-server setting where two clients (or n clients) are in the same
realm. In the single-server setting, the model consists of two clients A and B (or
n clients) and a server S, where clients are in the realm of server S. Though
several schemes embrace the single-server setting [T2II3ITATSITOIIT], there is a
problem that it is unrealistic that clients trying to communicate each other are
registered in the same server.

From this viewpoint, Byun et al. [I8] proposed C2C-PAKE in the cross-realm
setting where two clients are in two different realms and hence there existed two
servers involved. In the cross-realm setting, the model consists of two clients A
and B, and two servers SA and SB, where A and B are users of SA and SB,
respectively. They also newly defined the security notions according to their
framework for the special settings, and claimed their protocols’ security under
those definitions. However, some attacks are found against this scheme by Chen
[19] which showed a dictionary attack by a malicious server in a different realm,
Wang et al. [20] which showed three different dictionary attacks and Kim et al.
[21] which showed Denning-Sacco-style attack (a variant of dictionary attack)
by an insider with knowledge of the password of a client in a different realm.
Though Kim et al. also proposed an improved cross-realm C2C-PAKE in [21],
Phan and Goi [22] presented two unknown-key share attacks on it. To shake
off vicious circle of attack-and-remedy procedures, Byun et al. [23] introduced a
provably secure cross-realm C2C-PAKE scheme. However, it is also shown that
this scheme falls to an undetectable on-line dictionary attack by any adversary
and malicious servers can launch a successful man-in-the-middle attack by Phan
and Goi [24]. Similarly, the undetectable on-line dictionary attack to [23] also
works for lately proposed scheme [25].

On all the above schemes in the cross-realm setting, clients use their cor-
responding servers to obtain information for authentication and directly com-
municate for establishing their session key after obtaining these information.
So, we call these schemes have direct communication structure. On the other
hand, there are cross-realm C2C-PAKE schemes which have another structure,
called indirect communication structure. Clients communicate only through their
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corresponding servers in the indirect communication structure. The advantage
of schemes which have the indirect communication structure is to be able to
reduce the optimal number of rounds for a client, i.e, 2-rounds, than the exist-
ing schemes which have the direct communication structure, i.e., 4-rounds, and
to remove communications of a client across different realms. So, the indirect
communication structure can reduce loads of clients. Yin and Bao [26] proposed
a first cross-realm C2C-PAKE scheme (Yin-Bao scheme) which have the indi-
rect communication structure and is provably secure. However, to prove the
security of this scheme it needs a strong setup assumption, i.e., pre-established
secure channels between realms. Also, despite its provable security defects of
their security model caused two attacks, an undetectable on-line dictionary at-
tack by any adversary and an unknown-key share attack by a malicious client
insider, which are found by Phan and Goi [24]. Ota et al. [27] proposed a gen-
eral construction of universally composable cross-realm C2C-PAKE which has
the indirect communication structure and a concrete construction. Though the
universal composability provides a security-preserving composition property in
concurrent execution environment, their concrete construction needs the large
number of total rounds.

Our contribution. We construct a cross-realm C2C-PAKE scheme which has
the indirect communication structure based on Yin-Bao scheme. Our scheme
only needs the optimal number of rounds for clients and servers, i.e., 2-rounds
between a client and a server, and 2-rounds between servers, as Yin-Bao scheme.
So, our scheme is more efficient than [27]. Furthermore, we show that our scheme
has resistances to previously considered attacks which should be prevented, in-
cluding undetectable on-line dictionary attacks, by applying the technique of [12]
with ID-based encryption (IBE) [28]. Therefore, the undetectable on-line dictio-
nary attack and the unknown-key share attack to Yin-Bao scheme don’t work
for our scheme. Also, our scheme assumes no pre-established secure channels
between different realms. Instead of that, we apply a secure message authenti-
cation code (MAC) based on Sakai et al.’s ID-based non-interactive key sharing
(IDNIKS) [29]. To use of IBE and IDNIKS, we need just basic setups of ID-based
systems, i.e., key extractions of servers by the trusted authority. That means we
consider the security in more natural setup model than the model of Yin-Bao
scheme. The comparison between previous schemes and our scheme is shown in
Table [

Table 1. Comparison between previous schemes and our scheme

number of undetectable on-line  client’s universal
total rounds dictionary attack inside attack composability
Yin and Bao [26] 4 insecure insecure unsatisfied
Ota et al. [27] 12 secure secure satisfied

Our scheme 4 secure secure unsatisfied
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2 Preliminaries

2.1 Cross-Realm C2C-PAKE

Our cross-realm C2C-PAKE scheme contains four parties (two clients and two
servers) who will engage in the protocol. In cross-realm setting, each client is in a
realm and has a corresponding server belonging to the realm. Let each password
be pre-shared between a client and a corresponding server and be uniformly
and independently chosen from fixed low-entropy dictionary D of the size |D|.
An outside adversary or a malicious insider can obtain and modify messages on
unauthenticated-links channels.

2.2 Security Properties

It is desirable for C2C-PAKE protocols to possess the following security proper-
ties:

— Known-key security: The protocol should still achieve its goal in the face
of an adversary who has learned some other session keys - unique secret keys
which each run of a key exchange protocol between clients should produce.

— Forward secrecy: If a password of a client and the corresponding server
is compromised, secrecy of past session keys is not compromised.

— Resistance to key-compromise impersonation: When a client’s pass-
word is compromised, it may be desirable that this event does not enable an
outside adversary to impersonate other entities to the client.

— Resistance to unknown-key share: Client A should not be able to co-
erce into sharing a key with any client C' including a malicious client insider
when in fact he thinks that he is sharing the key with client B.

— Resistance to undetectable on-line dictionary attacks: There is no
successful adversary as follows: The adversary attempts to use a guessed
password in an on-line transaction. He verifies the correctness of his guess
using responses of servers. If his guess fails he must start a new transaction
with servers using another guessed password. A failed guess can not be de-
tected and logged by servers, as servers are not able to depart an honest
request from a malicious request.

— Resistance to off-line dictionary attacks: There is no successful ad-
versary as follows: The adversary guesses a password and verifies his guess
off-line. No participation of servers is required, so servers don’t notice the
attack. If his guess fails the adversary tries again with another password,
until he finds the proper one.
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— No key control: The secret session key between any two clients is deter-
mined by both users taking part in, and none of the two clients can influence
the outcome of the secret session key, or enforce the session key to fall into
a pre-determined interval.

3 Proposed Scheme

In this section, we show our cross-realm C2C-PAKE scheme.

3.1 Bilinear Map

Using the notation of Boneh and Franklin [28], we let G; be an additive group of
prime order ¢ and Gs be a multiplicative group of the same order q. We assume
the existence of an efficiently computable, non-degenerate, bilinear map é from
G1 x Gy to Ga. Typically, G; will be a subgroup of the group of points on an
elliptic curve over a finite field, Go will be a subgroup of the multiplicative group
of a related finite field and the map é will be derived from either the Weil or
Tate pairing on the elliptic curve. By é being bilinear, we mean that for any
Q,W e Gy and a,b € Zg:

é(aQ, bW) = é(Q, W)™ = é(abQ, W).

By é being non-degenerate, we mean that for some element P € G;, we have
é(P7 P) 7& 1@2'

3.2 Notation

Let p be a prime and let g be a generator of a large subgroup from Z;, of prime
order p. Note that ¢ is not element of bilinear groups. A and B are identity
of two clients in two different realms, and SA and SB are identities of their
corresponding servers respectively. A and SA (resp. B and SB) shared common
secret password pwa (resp. pwg), and SA and SB received their private keys
sksa = sH(SA) and sksp = sH(SB) from the trusted authority in the ID-
based system as [28] and [29] in advance, where s € Z, is the master secret of
the trusted authority and H : {0,1}* — Gy is a collision-resistant hash func-
tion. (Enc, Dec) is Boneh-Franklin ID-based encryption (IBE) [28] with Fujisaki-
Okamoto conversion [30], which satisfies semantically secure against adaptive
chosen ciphertext attacks (ID-CCA), where Enc;q(m) is encryption algorithm
of a message m using an identity id and Decgy,, (c) is decryption algorithm of
a cipher-text ¢ using a private key sk;q. MAC,,; is an existentially unforgeable
MAC scheme against adaptively chosen message attacks where mk € Go is a
MAC key. Hy, Ha, H3 : {0,1}* — {0,1}* are hash functions modeled as random
oracles, where k is a sufficiently large security parameter.

For simplicity, we omit “(mod p)” in this paper when computing the modular

L R .
exponentiation. “v < V7 means randomly choosing an element v of a set V.
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Public information : g, p, q, é, H, Hy,Ho, Hs
Secret password between A and SA: pwy
Secret password between B and SB: pw
Servers’ private key : skgy = sH(SA) for SA and skgpg = sH(SB) for SB

Client A Server SA Server SB Client B
iy Zp, v & Zp
X :=g* Y = g¥Y
X* = X - H(pwa. A, B) Y*:=Y .H(pwg, B, A)
Cp «— Encg g (X*, pwy) Cp « Encgp (Y™, pwp)
A,B,Cyu B,A,Cp
(X*, puga) (Y*, pup)
7<—DecSkSA(CA) 7<—DecSkSB(CB)
PUa = pwy FOE = puwp
R R
g z,, rg & z,,
Ng pid {0, 1}k Np gid {0, 1}k
X = X* /Hl(pr A,B) Y i.=V* [Hi(pwp, B, A)
Xp = X" Yy = V"B
mhgy = p(skSA,H(SB)) mhkgp = e(H(SA), skgp)
Mga — MAC, o, (A, B, Mgp «— MAC,, ) (B
SA, SB, X1) SB, SA, Y1)
A,B,SA,SB, X1, Mgz
B,A,SB,SA, Y], Mgp
? ?
Mgp = MACp kg , (B, A, Mgy = MAC,, ;o (A, B,
SB, 54, Y1) SA, SB, X1)
r r
vy =Yy A Xg = xB
v* o= X* =
Yp - Ha(Ng,pwa,Cy) Xg - Ha(Np,pwp,COp)
SA,SB,Ny,Y" SB,SA,Ng, X
Kp = Kp =
(Y*/Ho(N g, pwy, Ca)” (X*/H2(Ng,pwp, C))¥
SK 5 = SKp =
Hy(A, B, 54, SB. Cy, Hy(A, B, SA, SB, Cy,
Cp, X*, V™", Kyu) Cp, X", YY", Kp)

Fig. 1. A high-level overview of our protocol

3.3 Protocol Description

Here, we show the construction of our cross-realm C2C-PAKE scheme. Our
protocol has the indirect communication structure as Yin-Bao scheme. But, all
communication channels are unauthenticated-links unlike Yin-Bao scheme. A
high-level overview of our protocol appears in Figure [l

Then, our protocol is described as follows:

First, clients A and B choose z,y € Z, randomly, computes X = ¢*,Y = g¥,
and blind them as X* = X-Hq(pwa, A, B),Y* =Y -H,(pwp, B, A) respectively.
Also, they generate C'4 < Encga(X™, pwa), Cp <+ Encsp(Y™, pwg) by using
their corresponding servers’ identities SA and SB respectively, and A sends
(A,B,Cy4) to SA and B sends (B, A,Cp) to SB.

Secondly, servers SA and SB decrypt (X*, pwa) — Decgrs, (Ca), (Y*, pip)
— DecngB(C’B) by using skga and sksp respectively

If pwa # pwa, then SA aborts the session, and if pwp # pwp, then SB aborts
the session too. Otherwise, SA computes X = X*/Hj(pwa, A, B), blinds it as
Xy := X" where r4 is SA’s first random value from Z,,, computes his MAC
key mksa = é(sksa, H(SB)) by using Sakai et al.’s IDNIKS, and generates a
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MAC Mgy «— MACpiq,(A, B, SA, SB, X;). SB also computes Y1, mksp and
generates Mgp similarly. Then SA and SB exchange (A, B,SA,SB, X1, Msa)
and (B, A,SB,SA,Y1, Mgg). After that, SA and SB verify Mgp and Mga by
using their MAC keys respectively. If MACs are invalid, they abort the session.
Otherwise, SA blinds Y» = Y] and computes Y* = Ya- Ho(N4, pwa, Ca) where
Ny is SA’s second random value from {0, 1}*. SB performs similar operations
and obtains X*. At the end, SA sends Y*, N4 to A, and SB sends X*, Np
to B.

Thirdly, A and B compute their ephemeral Diffie-Hellman keys K4 = (Y* /
Ho(Na, pwa, C4))* and K = (X* / Hyo(Np,pwp,Cg))Y respectively. Session
keys are generated from the ephemeral Diffie-Hellman key and transcripts, SK 4
= H3(A, B, SA, SB, Cx, O, X*, Y*, K,) and SKp = H3(A, B, SA, SB,
Ca, Cp, X*, Y*, Kp). Note that transcripts of the protocol are public.

When session keys are honestly generated, SK4 = SKp since K4 = (g¥"478)*
and Kp = (¢g*"4"8)v.

3.4 Design Principles

Our protocol can be viewed as an extension of Yin-Bao scheme. The main def-
erence consists in the description of servers.

First, upon receiving an input from a client the corresponding server verifies
the validity of encrypted password of the client and him. This procedure prevents
undetectable on-line dictionary attacks as the technique of Lin et al. [12]. And,
by using IBE, clients don’t need to receive servers’ certificates of public keys
since IBE is able to encrypt a message with only the recipient’s identity.

Also, servers exchange ephemeral keys with MACs by using MAC keys com-
puted from their private keys. By using IDNIKS, servers are able to share the
same MAC key non-interactively. Thus, authenticity of ephemeral keys is guar-
anteed even if different realms are connected by unauthenticated-links channel
in our protocol.

Furthermore, when a client blinds X with his password, we make the client
include the identities of both clients into the computation of the password-based
blinding factors. This procedure prevents unknown-key share attacks by a mali-
cious client insider as the technique of Choo et al. [31].

4 Analysis of Security

In this section, we show security properties of our scheme. For space limitation,
we cannot give all detailed analyses here, only brief outline. In this paper, in
particular, we show resistance to unknown-key share attacks and resistance to
undetectable on-line dictionary attacks which Yin-Bao scheme does not satisfy.
We will show all details in the full paper.

4.1 Resistance to Unknown-Key Share

In the case of that a malicious client insider C' wants to convince a client B in
the networks that B share a session key with C' while in fact B shares the key
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with another client A, C' is required to know the password pw4 so that he could
pass the verification of B. Otherwise, the attack hardly works.

So, we consider the case of that a malicious insider C' wants to share a session
key with a client B, while B believes that he shares the session key with a client
A. Then, C cannot validly modify (B, A, Cg) into (B, C,Cp) in the message to
SB since C cannot compute H;(pwpg, B, C) instead of Hq(pwp, B, A) without
the knowledge of pwe. If C' doesn’t modify Cp, then B’s session key is random-
ized by SB’s operation to compute ¥ and C' cannot obtain information of  it.
Also, C cannot validly modify (A, B,SA,SB, X1, Mga) to (C,B,SC,SB, X1,
]\/4;;) since he has no information of SA’s MAC key. Thus, the probability of C'
successfully impersonates of A can be negligible.

4.2 Resistance to Undetectable On-Line Dictionary Attacks

A chance to attack is only when an adversary sends messages in the first phase as
a client to servers since messages in other phases to servers contain no informa-
tion of passwords. However, the adversary cannot replay to send messages in the
first phase according to guessed passwords, since if he computes the ciphertext
with a wrong password, then the server verifies it and will abort. Thus, since the
adversary successfully continues on-line dictionary attacks only if the adversary

successfully guesses the password, the success probability can be negligible close
to 1/|D].

5 Conclusion

We proposed a new cross-realm C2C-PAKE scheme which clients only need the
optimal number of communication rounds and need no communication across
different realms. Furthermore, we showed our scheme is secure against unknown-
key share attacks and undetectable on-line dictionary attacks which successfully
work to Yin-Bao scheme.

A remaining problem of further researches is to give provable security to our
scheme. For proving formal security, since the formal security model of [26] has
some defects, we have to cultivate the model. It will be achieved by referring
to the recent formal model of authenticated key exchange, e.g., the model of
LaMacchia et al. [32].
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Abstract. Let ' be the binary n-cube, or binary Hamming space of
dimension n, endowed with the Hamming distance, and €™ (respectively,
O™) the set of vectors with even (respectively, odd) weight. For r > 1
and z € F", we denote by B, (x) the ball of radius r and centre z. A code
C C F™ is said to be r-identifying if the sets By(z) N C, x € F", are all
nonempty and distinct. A code C C £™ is said to be r-discriminating if
the sets Br(z)NC, x € O™, are all nonempty and distinct. We show that
the two definitions, which were given for general graphs, are equivalent
in the case of the Hamming space, in the following sense: for any odd 7,
there is a bijection between the set of r-identifying codes in I’ and the
set of r-discriminating codes in F™'!.

Keywords: Graph Theory, Coding Theory, Discriminating Codes, Iden-
tifying Codes, Hamming Space, Hypercube

1 Introduction

We define identifying and discriminating codes in a connected, undirected graph
G = (V,E), in which a code is simply a nonempty subset of vertices. These
definitions can help, in various meanings, to unambiguously determine a vertex.
The motivations may come from processor networks where we wish to locate a
faulty vertex under certain conditions, or from the need to identify an individual,
given its set of attributes.

In G we define the usual distance d(v1,vs) between two vertices vy, vo € V' as
the smallest possible number of edges in any path between them. For an integer
r > 0 and a vertex v € V, we define B,.(v) the ball of radius r centred at v, as
the set of vertices within distance r from v. Whenever two vertices v; and v, are
such that vy € B, (v2) (or, equivalently, v € By(v1)), we say that they r-cover
each other. A set X C V r-covers a set Y C V if every vertex in Y is r-covered
by at least one vertex in X.

The elements of a code C' C V are called codewords. For each vertex v € V,

we denote by
Ker(v)=CnNBy(v)

the set of codewords r-covering v. Two vertices v1 and vy with K¢ (v1) #
K¢ ,r(vg) are said to be r-separated by code C, and any codeword belonging to
exactly one of the two sets B,(v1) and B, (vs2) is said to r-separate v and vs.
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A code C' C V is called r-identifying [10] if all the sets K¢ »(v), v € V, are
nonempty and distinct. In other words, every vertex is r-covered by at least one
codeword, and every pair of vertices is r-separated by at least one codeword.
Such codes are also sometimes called differentiating dominating sets [8].

We now suppose that G is bipartite: G = (V = TUA, E), with no edges inside
I nor A — here, A stands for attributes and I for individuals. A code C C A is
said to be r-discriminating [] if all the sets K¢ (i), @ € I, are nonempty and
distinct. From the definition we see that we can consider only odd values of r.

In the following, we drop the general case and turn to the binary Hamming
space of dimension n, also called the binary n-cube, which is a regular bipartite
graph. First we need to give some specific definitions and notation.

We consider the n-cube as the set of binary row-vectors of length n, and as
so, we denote it by G = (F", F) with F' = {0,1} and F = {{z,y} : d(z,y) = 1},
the usual graph distance d(z,y) between two vectors x and y being called here
the Hamming distance — it simply consists of the number of coordinates where
x and y differ. The Hamming weight of a vector x is its distance to the all-
zero vector, i.e., the number of its nonzero coordinates. A vector is said to be
even (respectively, odd) if its weight is even (respectively, odd), and we denote
by £" (respectively, O™) the set of the 2"~! even (respectively, odd) vectors
in F. Without loss of generality, for the definition of an r-discriminating code,
we choose the set A to be £, and the set I to be O". Additions are carried
coordinatewise and modulo two.

Given a vector x € F™, we denote by m(x) its parity-check bit: m(x) = 0 if x
is even, m(x) = 1 if @ is odd. Therefore, if | stands for concatenation of vectors,
x|m(z) is an even vector. Finally, we denote by M,.(n) (respectively, D,.(n)) the
smallest possible cardinality of an r-identifying (respectively, r-discriminating)
code in F™.

In Section 2] we show that in the particular case of Hamming space, the two
notions of r-identifying and r-discriminating codes actually coincide for all odd
values of r and all n > 2, in the sense that there is a bijection between the set
of r-identifying codes in F™ and the set of r-discriminating codes in F™*1!,

2 Identifying Is Discriminating

As we now show with the following two theorems, for any odd r» > 1, any r-
identifying code in F™ can be extended into an r-discriminating code in F"*1,
and any r-discriminating code in F™ can be shortened into an r-identifying code
in F"~1. First, observe that r-identifying codes exist in F" if and only if r < n.

Theorem 1. Let n > 2,p > 0 be such that 2p+ 1 < n, let C C F™ be a
(2p + 1)-identifying code and let

C' ={c|n(c): c€ C}.
Then C' is (2p + 1)-discriminating in F™" 1. Therefore,

Dopi1(n+1) < Mapia(n). (1)



Links Between Discriminating and Identifying Codes 269

Proof. Let r = 2p + 1. By construction, C’ contains only even vectors. We shall
prove that (a) any odd vector x € O™ *! is r-covered by at least one codeword
of C’; (b) given any two distinct odd vectors x,y € O"1, there is at least one
codeword in C’ which r-separates them.

(a) We write © = x1|x2 with z; € F™ and a2 € F'. Because C' is r-identifying
in F", there is a codeword ¢ € C with d(z1,c¢) < r. Let ¢ = c|w(c).

If d(z1,¢) < r — 1, then whatever the values of x5 and m(c¢) are, we have
d(z,d) < r; we assume therefore that d(x1,¢) = r = 2p + 1, which implies
that 21 and ¢ have different parities. Since z1|x2 and c|m(c) also have different
parities, we have 3 = 7(c) and d(x, ") = r. So the codeword ¢’ € C’ r-covers .

(b) We write x = 21|22, ¥y = y1|y2, with z1,y1 € F™, x2,y2 € F. Since C is
r-identifying in F™, there is a codeword ¢ € C which is, say, within distance r
from 27 and not from y;: d(x1,¢) <r, d(yy,c) > r. Let ¢ = ¢|n(c).

For the same reasons as above,  is within distance r from ¢’, whereas obvi-
ously, d(y,c') > d(y1,¢) > r. So ¢ € C' r-separates x and y.

Inequality () follows. O

Theorem 2. Letn > 3,p > 0 be such that 2p+2 < mn, let C CE™ be a (2p+1)-
discriminating code and let C' C F"~' be any code obtained by the deletion of
one coordinate in C. Then C' is (2p + 1)-identifying in F"~'. Therefore,

Mapi1(n = 1) < Doy (n). (2)

Proof. Let r = 2p + 1. Let C C £ be an r-discriminating code and ¢’ C Fn~1
be the code obtained by deleting, say, the last coordinate in C. We shall prove
that (a) any vector x € F"~! is r-covered by at least one codeword of C’; (b)
given any two distinct vectors x,yy € F"~!, there is at least one codeword in C”
which r-separates them.

(a) The vector z|(m(z)+1) € F™ is odd. As such, it is r-covered by a codeword
c=dlueCC& el u=mn(d), and d(z|(r(x) + 1),¢) < r. This proves
that x is within distance r from a codeword of C".

(b) Both z|(w(x) 4+ 1) and y|(7(y) + 1) are odd vectors in F™, and there is a
codeword ¢ = '|u € C C &, with ¢ € C', u = 7(¢’), which r-separates them:
without loss of generality, d(z|(7(z)+1),¢) < r whereas d(y|(w(y) + 1), ¢), which
is an odd integer, is at least r+2. Then obviously, d(z,¢') < r and d(y, ') > r+1,
i.e., there is a codeword in €’ which r-separates z and y.

Inequality (@) follows. O

Corollary 1. For alln > 2 and p > 0 such that 2p + 1 < n, we have:
Dopi1(n+1) = Mapi1(n).

3 Conclusion

We have shown the equivalence between discriminating and identifying codes;
the latter being already well studied, this entails a few consequences on discrim-
inating codes.
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For example, the complexity of problems on discriminating codes is the same
as that for identifying codes; in particular, it is known [9] that deciding whether
a given code C' C F™ is r-identifying is co-NP-complete.

For yet another issue, constructions, we refer to, e.g., [1]-[3], [6], [9], [T0]
or [IIJ; visit also [12]. In the recent [7], tables for exact values or bounds on
Mi(n), 2 <n <19, and Ms(n), 3 <n < 21, are given.

Discriminating codes have not been thoroughly studied so far; let us simply
mention [4] for a general introduction and [5] in the case of planar graphs.
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Abstract. In this paper we present a theoretical construction of Rota-
tion Symmetric Boolean Functions (RSBFs) on odd number of variables
with maximum possible algebraic immunity (Al) and further these func-
tions are not symmetric. Our RSBFs are of better nonlinearity than the
existing theoretical constructions with maximum possible Al. To get very
good nonlinearity, which is important for practical cryptographic design,
we generalize our construction to a construction cum search technique in
the RSBF class. We find 7, 9, 11 variable RSBFs with maximum possible
Al having nonlinearities 56, 240, 984 respectively with very small amount
of search after our basic construction.

Keywords: Algebraic Immunity, Boolean Function, Nonlinearity, Non-
singular Matrix, Rotational Symmetry, Walsh Spectrum.

1 Introduction

Algebraic attack has received a lot of attention recently in studying the secu-
rity of Stream ciphers as well as Block ciphers (see [TI2I3/45] and the references
therein). One necessary condition to resist this attack is that the Boolean func-
tion used in the cipher should have good algebraic immunity (Al). It is known
[2] that for any n-variable Boolean function, maximum possible Al is [ ].

So far a few theoretical constructions of Boolean functions with optimal Al
have been presented in the literature. In [4], the first ever construction of Boolean
functions with maximum Al was proposed. Later, the construction of symmetric
Boolean functions with maximum Al was given in [6]. For odd number of in-
put variables, majority functions are the examples of symmetric functions with
maximum Al. Recently in [9], the idea of modifying symmetric functions to get
other functions with maximum Al is proposed using the technique of [5].

An n-variable Boolean function which is invariant under the action of the
cyclic group C), on the set V;, = {0,1}" is called Rotation Symmetric Boolean
functions (RSBFs). We denote the class of all n-variable RSBF's as S(C},). On the
other hand, an n-variable symmetric Boolean function is one which is invariant
under the action of the symmetric group S, on the set V,, and we denote the
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class of all n-variable symmetric Boolean functions as S(S,,). The class S(C),)
has been shown to be extremely rich as the class contains Boolean functions
with excellent cryptographic as well as combinatorial significance (see [7I12] and
the references therein). As for example, in [7], 9-variable Boolean functions with
nonlinearity 241 have been discovered in S(C9) which had been open for a long
period. Also an RSBF has a short representation which is interesting for the
design purpose of ciphers. Since C,, C Sy, we have S(S,,) C S(C,). Therefore
all the symmetric functions with maximum Al are also examples of RSBFs with
maximum Al. The class S(C),)\ S(S,) becomes quite huge for larger n. However,
so far there has been no known construction method available which gives n-
variable RSBFs belonging to S(C) \ S(S,), having the maximum Al. It has
been proved in [T0/I3], that the majority function (upto complementation) is
the only possible symmetric Boolean function on odd number of variables which
has maximum Al. Hence, there is a need to get a theoretical construction method
which provides new class of RSBFs with maximum Al, which are not symmetric.

In this paper we present a construction method (Construction[]) that gener-
ates RSBF's on odd variables (> 5) with maximum Al, which are not symmetric.
Note that up to 3 variables, RSBFs are all symmetric, and that is the reason we
concentrate on n > 5. In this construction, complement of n-variable majority
function is considered and its outputs are toggled at the inputs of the orbits of
size | | and [7 ] respectively. These orbits are chosen in such a manner that a
sub matrix associated to these points is nonsingular. This idea follows the work
of [5], where the sub matrix was introduced to reduce the complexity for deter-
mining Al of a Boolean function. We also show that the functions of this class
have nonlinearity 2"~ — (’@1) + 2 which is better than 27~ — (Tﬁ), the lower
bound [TI] on nonlinearity of any n (odd) variable function with maximum Al;
further the general theoretical constructions [4l6] could only achieve this lower
bound so far.

We present a generalization of the Construction [I] in Construction [ which
is further generalized in Construction [Bl In each of the generalizations we re-
lease the restrictions on choosing orbits and achieve better nonlinearity of the
constructed RSBFs with maximum Al. We present instances of RSBFs having
nonlinearities equal to or slightly less than 271 — 2"2" for odd n, 7<n<11.

One may refer to [7J6] for basics of Boolean functions, and in particular,
symmetric and rotation symmetric Boolean functions. Also [5] gives detailed
description on algebraic immunity of a Boolean function.

2 Existing Results Related to Annihilators

We take the degree graded lexicographic order “<9!” on the set of all monomials
on n-variables {Zyp, ... Ty, : 1 <k <n,1<my,...,mp <n}.

Let vy q(z) = (7711(30),7712(1“)7...,mzdiO (7})(30)), where m;(x) is the i-th

monomial as in the order (<%9') evaluated at the point x = (21,22, ...,%,).
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Definition 1. For an n-variable Boolean function f, let M, 4(f) be an wt(f)
)]

Z?:O (’f;) matriz deﬁnEd as Mn,d(f) = [Un,d(P1)7Un,d(P2) s Un, d
where 0 < d < n, P; € supp(f), 1 <i < wit(f) and P; < dgl P <d9l . <d
Pui(s)-

Let h be an n-variable Boolean function defined as h(z) = 1 if and only if
wt(z) < d for 0 < d < n. Then from [5] we know that M, 4(h)~! = M,, 4(h).

Let f be an n-variable Boolean function. Let a nonzero n-variable function g
be an annihilator of f, i.e., f(x1,...,2n)*g(x1,...,2,) =0 forall (z1,...,2,) €
V.. That means,

g1, xn) =01if f(ag,...,2) = 1. (1)

If the degree of the function g is less than equal to d, then the ANF of g is of
the form

n
9(T1,...,Tn) = ag + E a;iTi + -+ E iy,.yigTiy " Tigs
i=0

1<y <ig---<ig<n

where ag, a1, ...,a12,...an—d+1,.. n are from {0,1} not all zero. Then the rela-
tion [Il gives a homogeneous linear equation

ao+Zaixi+---+ Z @iy, igTiy - Tiy = 0, (2)
i—0

1<ip<ig-<ig<n

with ag,a1,...,a12,...Gn—d+1,.n as variables for each input (z1,...,z,) €
supp(f) and thus wt(f) homogeneous linear equations in total. If this system of
equations has a nonzero solution, then g having the coefficients in its ANF which
is the solution of this system of equations is an annihilator of f of degree less
than or equal to d. Note that in this system of equations M, 4(f) is the coeffi-
cient matrix. Then it is clear that if the rank of M, 4(f) is equal to Z?:o (M), f
does not posses any annihilator. If for d = |7 |, both of f and 1 & f do not have
any annihilator of degree less than or equal to d, then f has maximum algebraic
immunity, i.e., [7].

2.1 Existence of Boolean Functions with Maximum Al on Odd

Variables

Let us start with a few available results on n-variable Boolean functions with
maximum Al. Henceforth we will consider the <9 ordering of the inputs of V,,
unless stated.

Proposition 1. [3] An odd variable Boolean function with mazimum Al must
be balanced.

Proposition 2. Let f be an n (odd) variable Boolean function. Then Al of f is
[5] if and only if f is balanced and M, r»1-1(f) has full rank.
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We denote by G, the n (odd) variable Boolean function with G,(X) = 1 if
wt(X) < [5] =1, and G, (X) =0 if wt(X) > [7].

The function G, is a balanced symmetric Boolean function and it has been
proved [6] that this function has maximum algebraic immunity, i.e., [ ]. Then
both of the matrices M, n1_1(Gn) and M, n7-1(1® Gp) are of the order
27=1 % 27=1 and nonsingular. Now we take a look at a construction of an
n-variable Boolean function having maximum Al by modifying some outputs
of G,.

Let {Xi,...,Xon—1} and {Y7,...,Y5n—1} be the support of G,, and 1 & G,
respectively. Suppose X7 = {X;,,..., X, } and Y = {V;,,...,Y;, }. Construct
the function F,, as

Fu(X) = 16 G,(X), if X C XIUY?,
" | Gu(X), elsewhere.

In rest of the paper, we denote an n-variable Boolean function constructed as
above by F,. The next result follows from Proposition 21

Proposition 3. The function F,, has maximum Al if and only if the two k-sets
X7 and Y be such that My, (ny-1(Fy) is nonsingular.

This idea was first proposed in [5] and using this idea, a few examples of Boolean
functions on odd variables with maximum Al have been demonstrated in [9].
However, this has not been studied in the domain of RSBF's.

Let’s have a quick look at a result from linear algebra which is a consequence
of the Steinitz Exchange Lemma [§].

Theorem 1. Let V' be a vector space over the field F of dimension T and
{at,...,a;} and {B1,...,5:} are two bases of V. Then for any k (1 <k <7),
there will be a pair of k-sets {Bay,- .-, Bay} and {ap,, ..., ap, } such that the set
{aa, .., ar- YU {Bays- s Bap F \{@y, - -, } will be a basis of V.

The row vectors vy, |7 (X1),..., v 7 (Xon-1) of My, | n(Gr) form a basis of
the vector space Von-1. Similarly the row vectors vy, | » | (Y1),... s Un, 7] (Yon-1)
of M, n) (1@ G,,) also form a basis of the vector space Von-1. By finding two
k-sets {vp 2 (X1)s ooy 00 0 (X5)} and {o, 0 (Viy), oo 0 2 (Vi )} (which
always exist by Theorem [I), one can construct an n-variable Boolean function
F,, with maximum algebraic immunity if and only if the corresponding matrix
My 7 |(F,) is nonsingular. Complexity of checking the nonsingularity of the
matrix M, | » | (F,) is O(( tL:T;é (M)?), i.e., this construction will take huge time
for larger n. But this task can be done with lesser effort by forming a matrix,
W =M, »(1®Gy) x (M, = (G,))"" and checking a sub matrix of it. Since
(Mn,LT;J (Gn))_l = Mﬂ,l_g] (Gr), then W = Mn’LgJ (1eGp) x MngJ (Gr). We
have the following proposition.

Proposition 4. [5] Let A be a nonsingular m X m binary matriz where the row
vectors are denoted as vi,...,Vn. Let U be a k x m matriz, k < m, where the
vectors are denoted as uy,...,uy. Let Z = UA™L, be a k x m binary matriz.
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Consider that a matriz A’ is formed from A by replacing the rows vi,, ..., v;, of
A by the vectors ua, ..., ux. Further consider the k x k matriz Z' is formed by
taking the j1-th, ja-th, ..., jr-th columns of Z. Then A’ is nonsingular if and
only if Z' is nonsingular.

From the construction of F,, it is clear that it is balanced. Now construct
the matrix W = M, |» (1 ® G) x M, »|(Gy). Consider A to be the ma-
trix Mn’wJ(Gn) and let U be the matrix formed by i1-th, ..., ig-th rows of
M, (1 ® Gn) which are the row vectors v, |n((Yi,), ..., v 7 (Ys,) respec-
tively. Now replace the ji-th, ..., ji-th rows of M, |»(Gn) which are respec-
tively the row vectors vy, | n |(Xj,), ..., vn 7] (Xj,) by the rows of U and form the
new matrix A’. Note that A’ is exactly the My, | | (Fy) matrix. Let Wyi|x|xs| be
the matrix formed by taking i;-th, ..., ig-th rows and ji-th, ..., jg-th columns
of W. Then M, | (Fy) is nonsingular if and only if W}y || xs is nonsingular.
Thus we have the following theorem.

Theorem 2. The function F,, has maximum algebraic immunity if and only if
the sub matriz Wyyi|x|xi| is nonsingular.

The following proposition characterizes W.

Proposition 5. [3] The (q,p)-th element of the matriz W is given by Wi, ) =
L5 ]—wt(Xp) wt(Y)—wt(X )
0 if WS(X,) € WS(Yy) and Wigpy = > ( a . P ) mod 2,
t=0
otherwise; where WS((x1,...,zn)) ={i:2; =1} C{1,...,n}.

3 New Class of RSBFs with Maximum Al
Proposition 6. Given odd n, all the orbits O, generated by = (p1,..., tn) €

Vi, of weight | 3] or [ 3] have n elements.

Proof. From [12], it is known that if ged(n, wt(n)) = 1, then the orbit O, con-
tains n elements. Since ged(n, |4 |) = ged(n, [5]) = 1, the result follows. O

Construction 1

1. Take odd n > 5.
2. Take an element x € V,, of weight || and generate the orbit O,.
3. Choose an orbit Oy by an element y € V,, of weight ] such that

for each x' € O, there is a unique y' € O, where WS(z') C WS(y').
4. Construct

Go(X)® 1, if X €0, UO,,

R, (X) =
&0 {GH(X), elsewhere .

Henceforth, we will consider R,, as the function on n (> 5 and odd) variables
obtained from Construction [[l We have the following theorem.
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Theorem 3. The function R,, is an n-variable RSBF with mazimum Al.

Proof. R, is obtained by toggling all outputs of GG,, corresponding to the inputs
belonging to the two orbits O, and O,. Therefore R,, is an RSBF on n variables.
By Proposition [6l we have |O,| = |O,|. Also it is clear that G, (X) = 1 for all
X € Oy and G,,(X) =0forall X € O,. So wt(R,,) = 2" —|0,|+]0,| =271,
Thus R,, is a balanced RSBF on n-variables.

Let us now investigate the matrix Wo, |x|0,|- We reorder the elements in O,
and O, as M 29D and yM) . 49D respectively where WS(z®))
WS(y®), for all 1 < p < |0,] = |0y|. As WS(2P)) ¢ WS(y@) for all q €
{1,...,104|} \ {p}, then by Proposition [ the value of W,y = 0, for all ¢ €
{1,...,104|}\{p}. Again by Proposition[d] the value of W/, ;) can be determined

L5 —wt(z?)

SRS N e ) 5 () -

t=0 t=0
Thus the matrix Wp, |x|0,| is a diagonal matrix where all the diagonal elements

are all equal to 1. Hence W|p, |x|0,| is nonsingular. Therefore Theorem 2limplies
that R, has maximum Al. O

Ezample 1. Take n = 5. Consider z = (1,0,0,1,0) and y = (1,0,0,1,1) and
generate the orbits

OI = {(1707 07 1’ 0)7 (07 1707 07 1)’ (1707 17 070)7 (07 17 07 170)’ (0707 170’ 1)} and
O, = {(1,0,0,1,1),(1,1,0,0,1),(1,1,1,0,0), (0,1,1,1,0), (0,0, 1,1, 1)}.

Here, for each 2’ € O,, there is a unique 3y’ € O, such that W.S(z") C WS(y').
Therefore, by Theorem Bl the function

Ro(X) = Gh(X)® 1, if X € 0, UO,,
" | Gu(X), elsewhere ,

is a 5-variable RSBF with maximum Al which is 3.

Tt is known [I1] that for an n (odd) variable Boolean function f with maximum
Al we have nl(f) > 271 — (TZJI) Therefore nonlinearity of the function R,, will
2
be at least 271 — (T;Jl) Let us now examine the exact nonlinearity of R,,.
2

Theorem 4. The nonlinearity of the function R, is 2"~ ' — (LZJI) + 2.
2

Proof. As per the assumptions of Construction I n > 5 and it is odd; and
weights of the orbits O, and O, are respectively |3 | and [ ]. Now G}, being a
symmetric function, it is also RSBF. So R,, can be viewed as a function, which is
obtained by toggling the outputs of the RSBF G,, corresponding to the orbit O,
and O,. From [6], we know that nl(G,) = 2"~ — (TZJl) Also it is known that
2
the maximum absolute Walsh spectrum value of G,,, i.e., Q(TZJI) occurs at the
2
inputs corresponding to the orbits of weight 1 and n. We denote an element of V;,
by A™. Note that when, wt(A™) = n, the value of Wg (A™) is —2(’[;}) or Q(TZJI)
2 2
according as |7 | is even or odd, and for wt(A™) =1, Wg, (A") = —2(?;}).
2
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Let us first find the relation between the values of Wg, (A™) and Wg, (A™).

Wg, (A™) = > (PO A" 1 3 En (O e At
) CEVR\{Oz U0y} CEO,

+ (,URn(O(,l)('An

CEOy
- (—1ERO LA™ L 5 (L)1OGn (@) (Lgy¢a”
CeEVR\{OzUOy } CEO
b Y (—)'®GR(O)(Ly)can
CEOy
- (—1)Er (O A™ _ 5 (L) (©) Lqyea”
CeEVR\{OzUOy } (€0
Y ()G pyea”
CEOy
= Y (0fr@E e o s CplendA” oy )0
CEVn ¢E0q ¢E0y
_ WGT, (A”)+2 Z (_1)(-/&" _a Z (_1)(./171, )
) ¢EO0s CEOy

Consider that wt(A™) = 1. It can be proved that for any two orbits O, and O,,
of weight |7 ] and [} ] respectively, ZCEO;L(_DC'A =1 and Z:CE()V(—l)C'/1 =
—1.Thus .o, (-1)¢4 =1and > ceo, (—1)¢4 = —1. Therefore from Equation

B we get, Wi, (4") = =2({7]) +4.
Let us now check the Walsh spectrum value Wg, (A™) for wt(A™) = n. We do
it in the following two cases.

CASE I: [} ] is even.

We have, > (=1)¢4" = |O,| = n, since ¢ - A™ is | | which ii even. Again for
¢ € Oy, we have, ¢ - A" =[] which is odd, so deoy(—l)c'” = |0y| = —n.
Therefore from Equation3 we get W, (A™) = —2(?;})—1—211—4-271 = —2(?;})—&-471.

2 2
CASE II : | 7] is odd.

Using the similar argument as applied in the previous case, we can show that
ZCeom(—l)C'M = —n and deoy(—l)g'/ﬁ = n. Therefore from Equation Bl we

get Wr, (A") = 2({;)) —2n —2n.=2(};}) - 4n.

Note that Q(TZJI) > 4n, except for the case n = 5. Therefore for both of the
2

cases and for n > 7, [Wg, (A™)| = 2(?;}) —4n. Also 2(?;}) —4n < 2(?;}) —4, for
2 2 2

n > 7. This implies that |Wg, (A™)| < |[Wg, (A™)| for n > 7, where A™ € V,, is an

input of weight 1. For n = 5, 2(7@}) = 12 and thus, W, (A") = -8 = W, (A™).

Therefore, |Wg, (A™)| < |[Wg, (A™)] for all n > 5.

Let us check the Walsh spectrum values of R,, at the other inputs, i.e., except
inputs of weight 1 and n. For n > 7, the second maximum absolute value in the
Walsh spectrum of G,, occurs at the inputs of weight 3 and n — 2. The exact
value at weight 3 input is C = [(?Li?) - Z(ﬁTil) + (71?1_32)], whereas at the input

2 2 2
of weight n — 2, the exact value is C when |} ] is even and it is —C when [} | is

odd. Equation B] implies that when wt(A™) = 3 or n — 2, |Wg, (A™)| can attain
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value maximum up to |Wg, (A™)| + 4n, i.e., (f;f’) - 2(nZT31) + ( 273 ) + 4n.
But it is clear that, (%-7) =2(.%0% ) + (W237,) +4n < 2(7; ) —4 = [Wg,(A")].
For n =5, it can be verified that for any ch01ce of a pair of orbits O, and O,
assumed in Construction[I] the absolute Walsh spectrum value of R,,, for all the
inputs A™ of weight 3 is 8 which is equal to |[Wg, (A™)].
Therefore, for all n > 5, maximum absolute Walsh Spectrum value of R, is

2(fy}) — 4. Honcerni(R) =27 = (f5) +2, .

4 Generalization of Construction [

Construction 2. Take orbits O,,,...,0,, with Gy, (z;) = 1, for z; € V,,1 <
i <k and Oy, ,...,0, with G, (w;) =0 for w; € V,,,1 <1i <. Assume that,

k !
1> -0 |0Zt| = Zt:o 0w, |-
2. for each x' € UF_,0,, there is a uniquey’ € Ul_yO,, s.t. WS(z') C WS(y').

3. ZL 3] -wt(@) (wt( )twt(ml)) is odd, for any ¥’ € UX_ 0., and corresponding
y' UL_o Oy, such that WS(x') C WS(y'). Then construct,

R/ (X) = Gn(X) b 1’ ZfX € {Uf:()ozt} U{Ufﬁ:OOwt}
" Gn(X), elsewhere .

Theorem 5. The function R}, is an n-variable RSBF with mazimum Al.

Proof. Following the same argument as used in Theorem [B] we can prove that
Wior_ o 002, XUt O, | is a diagonal matrix whose diagonal elements are all equal
to 1, i.e., it is nonsingular. Hence the proof. a

Ezample 2. Take n = 7. Consider z; = (0,0,0,1,1,0,1),22 = (0,0,1,0,1,0,1)
and wy; = (0,0,0,1,1,1,1),ws = (0,0,1,0,1,1,1) and generate the orbits

Oz = {(0,0,0,1,1,0,1),(0,0,1,1,0,1,0), (0,1,1,0,1,0,0), (1,1,0,1,0,0,0),
(1,0,1,0,0,0,1),(0,1,0,0,0,1,1),(1,0,0,0,1,1,0) };

Ozy = {(0,0,1,0,1,0,1),(0,1,0,1,0,1,0), (1‘0‘1.0.1,0,0) (0,1,0,1,0,0,1),

Owy = {(0,0,0,1,1,1,1),(0,0,1,1,1,1,0),(0,1,1,1,1,0,0),(1,1,1,1,0,0,0),
(1,1,1,0,0,0,1),(1,1,0,0,0,1,1),(1,0,0,0,1,1, 1) };

Owgy = {(0,0,1,0,1,1,1),(0,1,0,1,1,1,0),(1,0,1,1,1,0,0), (0,1,1, 1,0, 0, 1),

(1,1,1,0,0,1,0),(1,1,0,0,1,0,1),(1,0,0,1,0,1,1)}.

Here for each 2’ € O,, UO,,, there exists a unique 3" € O, U O, such that
WS(z') c WS(y') and ZL 2] -wt(a) (witv )tm("’”/)) is odd. Then construct,

R(X) = Gn(X) @1, if X € {0:, UO.,} U{Ow, UOy,}
N G, (X), elsewhere .

Then by Theorem [ R], is an 7-variable RSBF with maximum Al which is 4.
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As in Construction 2 outputs of Gy, are toggled at more inputs, one can expect
better nonlinearity than the Construction [II

For 7-variable functions with maximum Al 3, the lower bound on nonlinear-
ity is 44 [I1] and that is exactly achieved in the existing theoretical construc-
tion [4l6]. Our Construction [ provides the nonlinearity 46. Further we used
Construction 2 to get all possible functions R], and they provide the nonlinear-
ity 48.

4.1 Further Generalization

Construction 3. Take n > 5 and odd. Consider the orbits O.,,...,0,, and
Ow, ;- -+, O, such that the sub matric Wi_s_ o, |x|ul_ 0., 8 nonsingular. Then
construct, / /

RI(X) = Gn(X) @1, if X € {UF_,0.,} U{U_;O0u, }
" Gn(X), elsewhere .

Clearly, the function R is an n-variable RSBF with maximum Al. Construction
Bl will provide all the RSBFs with maximum Al. In this case we need a heuristic to
search through the space of RSBFs with maximum Al as the exhaustive search
may not be possible as number of input variables n increases. One may note
that it is possible to use these techniques to search through the space of general
Boolean functions, but that space is much larger (22") compared to the space
of RSBFs (=~ 2% ) and getting high nonlinearity after a small amount of search
using a heuristic is not expected. We present a simple form of heuristic as follows
that we run for several iterations.

1. Start with an RSBF n having maximum Al using Construction [I

2. Choose two orbits of same sizes having different output values and toggle
the outputs corresponding to both the orbits (this is to keep the function
balanced).

3. If the modified function is of maximum Al and having better nonlinearity
than the previous ones, then we store that as the best function.

By this heuristic, we achieve 7, 9, 11 variable RSBFs with maximum possible Al
having nonlinearities 56, 240, 984 respectively with very small amount of search.
Note that these nonlinearities are either equal or close to 2"~ — 2"2".

5 Conclusion

In this paper, we present the construction (Construction [I) of Rotation Sym-
metric Boolean functions on n > 5 (odd) variables with maximum possible
algebraic immunity. We determine the nonlinearity of the RSBFs constructed in
Construction [l and find that the nonlinearity is 2 more than the lower bound
of nonlinearity of n (odd) variable Boolean functions with maximum algebraic
immunity. Prior to our construction, the existing theoretical constructions could
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achieve only the lower bound. We also included little amount of search with the
construction method to get RSBFs having maximum possible Al and very high
nonlinearity. With minor modifications, our method will work for RSBF's on even
number of variables. This will be available in the full version of this paper.
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Abstract. There are characteristics of Hadamard matrices that enable
an exhaustive search using algorithmic techniques. The search derives
primarily from the eigenvalues which are constant after the Hadamard
matrix is multiplied by its transpose. Generally this would be a perfor-
mance concern but there are additional properties that enable the eigen-
values to be predicted. Here an algorithm is given to obtain a Hadamard
matrix from a matrix of 1s using optimisation techniques on a row-by-
row basis.

Keywords: Hadamard Matrices, eigen values, optimization.

1 Introduction

Hadamard Matrices are named after Jacques Hadamard (1865-1963) and are
square matrices of order 1, 2, 4n, n = 1...00, whose entries are on the unit
circle, and whose rows are all orthogonal to each other. That is,

H,H' =nI (1)

where n is the order of matrix.

Hadamard Matrices currently are found using construction techniques which
have been generally classified [3] as recursion theorems, ”plug-in” methods or
direct constructions. These are summarised in the following table:

Multiplicative or Recur- Any Kronecker product of existing Hadamard ma-

sive Techniques trices is itself a Hadamard matrix.

“Plug-in” methods Named after James Sylvester, this is the earliest
(1863) and simplest construction and is also based
on the Kronecker product.

Direct Constructions The Paley HMs are two constructions found using
quadratic residues in a finite field.
Williamson Also a "plug-in” algorithm where the HM is con-

structed from an existing HM plus 3 other HMs
that satisfy specific conditions.

Full details of the construction methods mentioned above can be found in [3]
while other methods can be found in [§] and are not included here. The important

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 281 2007.
© Springer-Verlag Berlin Heidelberg 2007
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aspect is that using any of the methods above, not all orders of Hadamard
matrices have been verified that they can be created since they are constructed
from matrices of lower orders. This is the long (since 1893) unsolved Hadamard
conjecture. In addition, the nature of equivalence is not fully understood and
only orders up to 28 have been fully explored, which has a known 427 equivalence
classes.

Hadamard matrices are formed into equivalence classes where they are deemed
to be equivalent if the following operations are performed on them to arrive at
the same matrix:

1. Any permutation of the existing rows and/or permutation of the columns
2. The multiplication of row(s) or column(s) by -1.

More recently [0] has defined Q-classes to enable more manageable categorisa-
tion of the equivalence classes by “extracting” common sub-matrices or substruc-
tures of Hadamard matrices and classifying those matrices with these common
sub-matrices as Q-equivalent.

2 Background

Instead of relying on construction techniques to construct, and sheer brute force
to test for, Hadamard matrices, there are characteristics that enable Hadamard
matrices be searched for using optimisation methods [4[7]. These characteristics
also provide clues to the nature of Hadamard equivalence classes.

There are two properties of matrices that offer the opportunity to search
for the existence of Hadamard matrices using optimisation techniques: the de-
terminant and the eigenvectors and eigenvalues. These are, of course related
measures.

The determinant for a Hadamard matrix is given by

detH = +n"™/?. (2)

But one of the drawbacks in using the determinant is that it has sharp peaks
and exhibits properties analogous to the Hamming cliffs encountered when using
optimisation methods with binary strings as distinct from gray encoded strings.
This primarily arises from the fact that the determinant is 0 when it becomes
singular which can occur as soon as one row becomes identical to another. Also,
there are multiple matrices that have the same determinant with little or no
indication as to the direction a search could or should progress.

The eigenvectors of a Hadamard matrix all lie on the unit circle and the
absolute value of the eigenvalues are constant and equal to n, where n is the
order of the Hadamard matrix. Since the eigenvectors can be complex and half
the eigenvalues are negative, it is easier to consider the RHS of ([Il) and the effects
on it when looking at the optimisation path.

The question that arises is: what is the sensitivity of the eigenvalues to errors
that would enable its use in optimisation?
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It will be shown that the variance of the eigenvalues (EVV) of the RHS of ()
can provide a suitable optimisation path since:

1. The intra-row errors describe an EVV path that is represented by the para-

bolic equation:
x
8x (1 — N) (3)

where x is the number of cells within a row that are inverted and N is the
order of the matrix. The variance of the eigenvalues is calculated as:

EVV = Zn: (Mi _nEA) 2) (4)
i=1
Note: EA=n

2. The inter-row errors are described by the recursive equation:

vy, =Y (y2

M ()
where y is the number of non-orthogonal rows and M is the maximum EVV
for each row which occurs where = N/2 in [@3)). Eg, for order 8, M = 16
and EVV for an entire order 8 matrix of ones = 448.

This information can be used to devise an optimisation path to a Hadamard
matrix from a unit matrix since at any stage it is known how many steps a
non-Hadamard matrix is from a Hadamard matrix.

It is inescapable that any algorithm that actually uses eigenvalues is not going
to be very efficient. Hence there needs to be an improvement to any algorithm
that does use the eigenvalues method that enables the eigenvalues to be pre-
dicted. Fortunately, for row-by-row optimisation, there are two criteria or tests
that can be used to assist. This will be developed in the next section.

3 The Search for a Path

Consider the normalised Hadamard matrix Hy of order 4 given by

11
m=[1 2]

and the Hadamard matrix of order 8 Hg given by:

Hy Hy
Hy —H,

As successive errors are introduced to a row, the eigenvalues (of the RHS of
() are affected according to the following tables and the variance follows an
inverted parabolic path.
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Number of cells inverted0 1 2 3 4
4 0.5359 0 0.5359 4
4 4 4 4 4
4 4 4 4 4
4 7.4641 8 7.4641 4
Variance (EVV) 0 6 8 6 0

Eigenvalues

Number of cells inverted 0 1 2 3 4 5 6 7 8
8 2.7085 1.0718 .2540 0 .2540 1.0718 2.7085 8

8 8 8 8 8 8 8 8 8

8 8 8 8 8 8 8 8 8

Eigenvalues 8 8 8 8 8 8 8 8 8

8 8 8 8 8 8 8 8 8

8 8 8 8 8 8 8 8 8

8 8 8 8 8 8 8 8 8

8 13.2915 14.9282 15.7460 16 15.7460 14.9282 13.2915 8

Variance (EVV) 0 7 12 15 16 15 12 7 0

By the time all the entries in a row are inverted we have arrived at another (but
equivalent) Hadamard matrix. Not only do the eigenvalues follow a predicable
path, there is an indication of the number of rows that are not orthogonal to
each other.

HM Order 4 Sensitivity HM Order 8 Sensitvity HM Order 12 Sensitivity

3 ] [ 1 2|AJA[S[&s]7 8 0 3
] S N N N EN ER EN N A I R

T3] 7300

Fig. 1. Orders 4, 8 and 12 EVV as successive cells are inverted

What if there are errors in more than one row? In a simple situation where
there is a single error in another row, and the particular column entries of the
two rows have the same sign, then the errors aggregate, not only in that column,
but also in other columns that have the same sign. When the column entries
have opposite signs, they tend to compensate. (Figure [2))

But it is not so simple and with multiple errors, the situation needs to be
viewed of sub-matrices of order 2 that include the respective rows. The EVV
induced by errors on odd-weighted sub-matrices is double that of even weighted
sub-matrices.

What if we overwrite two rows with ones within a Hadamard matrix (besides
the first row)? Three rows, four rows....? What is the total EVV that can be
found for a matrix consisting only of +1 in a matrix of a given order? The
results are in the following table for those of order 8.

The total EVV of a square matrix of ones, (eg for order 8 is 448) which is
the furthest a matrix can digress from Hadamard, can be broken down and it
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HM Order 8 Sensitivity HM Order 8 Sensitivity

Induced vy
{
}
Induced EvY

Emmducegew | 7

Fig. 2. Order 8 with same sign and opposite sign in another row as successive cells are
inverted

Rows Non-orthogonal EVV
1 0

16
48
96
160
240
336
448

0 O U W N

Fig. 3. Successive EVV as more rows non-orthogonal

is possible to determine how many rows are not orthogonal to each other. In
other words, every Hadamard matrix of any order must comply with () since
replacing successive rows will automatically induce a known level of EVV until
it reaches a maximum.

Putting the aforementioned characteristics into practice can be investigated
in two separate ways.

1. The first method is to consider the matrix as a whole and successively test
individual cells as to the effect on the EVV. In other words, each cell has
a marginal contribution to the total EVV of the matrix. At each iteration,
the entire matrix can be searched for the cell that when inverted, gives the
greatest reduction in EVV, and then invert that cell. This will not always
give a complete path to a Hadamard matrix since there are other criteria
elaborated below that also need to be satisfied. Also, given that the eigenval-
ues are continually being calculated, this method is only suitable for matrices
of smaller orders.

2. A second method is to optimise to a Hadamard matrix from a matrix of
ones row-by-row. Exactly the opposite to successively substituting rows of a
Hadamard matrix by rows of ones. The objective is to find which combination
of cells within each row needs to be inverted to fit the expected EVV from (H).

By way of an example for the second method, start with a matrix of ones of
the desired order, say 8. (Assume the the matrix will be normalised whereby
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there will be exactly 4 -1’s in every row or column except the first row and
column which will be all 1’s.)

1.
2.

Start with a matrix of ones.

Leave the first row and fill half the second row with -1s. Leave the first
column so that normalisation is maintained.

Calculate the ” Expected EVV” contributed by this row. That is, if this row is
orthogonal to all the preceding rows, what is the EVV by all the subsequent
rows. For the fourth row this is (using (@) where N = 8 and = = 4 and then
) where y = 5): 5x4/2 * 16 = 160.

. Determine all the combinations of columns 2. .. 8 in groups of 4 and calculate

the new EVV if they were chosen. If the EVV matches the Expected EVV,
then this combination forms part of a Hadamard matrix. Use it and move
onto the next row. It needs to borne that there are

( >
TQL
[)()SSI‘ble C()Hlbinal ]..()IIS f()I eaCh TOwW.

Working through an example, in figure [d] we have the situation where rows 1,

2 and 3 are complete. To assist in clarification the terminology has been changed
and we will for the purposes of this example use ’.” for a 1 and an X for -1. Any
new row will require the resultant matrix to have an EVV of 160 (using (@)).

. XX XX
XX XX

01102211

Fig. 4. 3 Completed Rows

Note that the last row in the table is the sum of the “weights” or number of

Xs already in each of the columns.

Any of the 8 rows in figure [A are valid possible insertions for the fourth row

since if they are inserted, the resultant EVV is 160 and each row has exactly 2
columns that match the -1s already in rows 2 and 3. Only one of these does not
include column 4 which stands to reason since there is only one way of matching
up exactly two columns with the existing rows 2 & 3. (Also note that this row

is

the difference between rows 2 and 3. This characteristic may offer a method

of taking shortcuts in the algorithm or possibly lead to clues about the nature
of equivalence.)
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XX .. X X]
X XX X .
X XX . . X
X X . XX .
XXX X .
XXX .. X
XX XX .
XX X X

Fig. 5. Possibilities for row 4

Now compare these rows with rows in figure [0l which will be rejected because
they do not have the desired EVV (These are only 6 out of the possible 26.)

Rows EVV Row 2 Corr. Row 3 Corr.
XXX . X . 164 1 2
XXX X 164 2 3
LXXXX 0L 168 1 3
L. X L XX L X 168 3 3
XX XX Lo 176 4 0
XX XX 176 0 4

Fig. 6. Rejected Rows

The EVV column displays the resultant EVV of the matrix should that row
be used as the new row 4. The last two columns show the difference between the
candidate new row and the pre-existing rows 2 and 3 respectively. The last two
candidate rows are the same as the rows already inserted and hence should be
immediately rejected.

The important thing to note is that all the rows that result in the desired
EVV of 160, have exactly () matches between itself and all previous rows (not
including the first row). In other words, for every possible column permutation
for the next particular row, if there aren’t (/) matches then the combination
can be rejected immediately.

The other noticeable facet concerns the number of all the Xs (see the bot-
tom row of figure ) or weights of the columns. Each successful combination or
candidate row satisfies:

Z Weights = (row — 2) (Z) (6)

This is another rule that can be used to fine-tune the algorithm. For example,
the first successful candidate row tells us to insert Xs in columns 2, 3, 7 and 8.
These four coulmns have weights (from figure (@) of

1+1+1+1:4=(4—2)(i) (1)
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If we assume that the second candidate row is selected (from figure Bl) for row
4, what are the circumstances for the next iteration?

Figure [ has the starting position and figure 8 has the new possible rows for
row 5 (there are only 4 possibilities).

.. XXX X
XX O XX L
X XX DX

L02113 22 1]

Fig. 7. 4 Completed Rows and new column weights

Rows EVV Row 2 Corr. Row 3 Corr. Row 4 Corr.
XX .o XX 9 2 2 2
XX X X 9 2 2 2
L XXX 00X 9 2 2 2
XX XX L 9 2 2 2

Fig. 8. Candidate Rows for Row 5

All these rows have:

— the new desired EVV of 96
— exactly 2 matches with every row preceding it except row 1
— the sum of column weights = 6 which satisfies (5)

In summary, there are 3 criteria to be satisfied for each row:

1. The desired EVV for each successive row needs to satsify EVV = m(“;; R

where M is the maximum EVV for each row which occurs where x = N/2.
2. Each new row must have () matches of X with every preceding row
3. The weights of each column must satisfy > Weights = (row — 2) (")

Criteria 1 & 2 are synonymous while criterion 3 forms a type of a classical
subset-sum problem [2] where the count of the weights subset is known and there
are possible multiple solutions. The solutions are not necessarily known to exist.

3.1 An Incomplete Path

This is an example of when these methods will not allow us to proceed on
our search for a Hadamard matrix. The following situation arises at the start of
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optimising to an order 12 matrix. After 3 rows we may have the following order
12 matrix:

L L XXXXXX
XXX o L XXX

The following rows are all possible for the fourth row (there are others). ..

[ XX.X..X.XX.]

If the first row was selected then the situation could arise where we have. ..

L0 L XXXXXX
XXX L XXX
XXX XXX .

This is a situation which could occur but the problem is there is no further
step. The EVV given by () is an expected 864 which satisfies criterion 1. Crite-
rion 2 is satisfied since each row matches exactly 3 times against each previous
row. However, criterion 3 fails, since the weights all = 2, and the required weights
to proceed needs 6 columns to add up to 9 which is an impossibility.

In other words, an additional constraint is needed to ensure that the subse-
quent steps are valid which could lead to a large recursive tree for matrices of
larger orders. This particular problem is easily circumvented by not choosing
this particular row for row 4. This is the only exception encountered so far from
other simulations on orders 8, 12, 16, 20 and 24 by randomly selecting any of
the valid available rows.

4 Conclusions

The methods presented in this paper are only the start of possible alternatives
using the eigenvalues and eigenvectors to search for Hadamard matrices. Can
they be investigated further?

The Eigenvectors. How are they affected by disturbing a Hadamard matrix?
Is there some clue in the direction they shift to that may help find the “way
home” and may improve the algorithm?
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Equivalence. At what stage of the traversal of the optimisation path is it
decided whether a matrix belongs to another equivalence class or forms its
own equivalence class?

The Determinant. Although this was discarded as a measure on its own, this
may not necessarily be desirable because it is hard to discuss eigenvalues
without acknowledging the determinant because of their direct relationship.
Given that the calculation of the determinant is much more efficient to cal-
culate for larger matrices, can it be used?

Although, the optimisation method is discussed as a “Hill-climb”, the final
solution forms a series of “Subset-sum” optimisation problems [2]. If these be-
come too unwieldy, maybe alternatives as such “genetic algorithms” [I5] could
be used.

The one example found that led to an incomplete path described above is
interesting because it may offer clues as to the existence of Hadamard matrices
(or the non-existence).

References

1. Goldberg, D.E.: Genetic Algorithms in Search, Optimization and Machine Learning,
1st edn. Addison-Wesley Longman Publishing Co., USA (1989)

2. Goodrich, M.T., Tamassia, R.: Algorithm Design: Foundations, Analysis, and Inter-
net Examples. John Wiley and Sons, New York (2002)

3. Horadam, K.J.: Hadamard Matrices and Their Applications. Princeton University
Press, Princeton, N.J. (2007)

4. Klima, R.E., Sigmon, N.P.; Stitzinger, E.L.: Applications of Abstract Algebra with
Maple™ and Matlab®, 2nd edn. Chapman & Hall/CRC, Boca Raton (2006)

5. Michalewicz, Z.: Genetic Algorithms 4+ Data Structures = Evolution Programs, 2nd
edn. Springer, New York (1994)

6. Orrick, W.P.: Switching operations for Hadamard matrices (2007),
http://www.arxiv.org/abs/math.C0/0507515

7. Snyman, J.A.: Practical Mathematical Optimization: An Introduction to Basic Op-
timization Theory and Classical and New Gradient-Based Algorithms. Springer,
Cambridge, Massachusetts (2005)

8. Wallis, W.D., Street, A.P., Wallis, J.S.: Combinatorics: Room Squares, Sum-Free
Sets, Hadmard Matrices. Springer, New York (1972)


http://www.arxiv.org/abs/math.CO/0507515

The Tangent FFT*

Daniel J. Bernstein

Department of Mathematics, Statistics, and Computer Science (M/C 249)
University of Illinois at Chicago, Chicago, 1L 60607-7045, USA
djb@cr.yp.to

Abstract. The split-radix FFT computes a size-n complex DFT, when
n is a large power of 2, using just 4n lgn—6n+8 arithmetic operations on
real numbers. This operation count was first announced in 1968, stood
unchallenged for more than thirty years, and was widely believed to be
best possible.

Recently James Van Buskirk posted software demonstrating that the
split-radix FFT is not optimal. Van Buskirk’s software computes a size-
n complex DFT using only (34/9 + o(1))nlgn arithmetic operations on
real numbers. There are now three papers attempting to explain the
improvement from 4 to 34/9: Johnson and Frigo, IEEE Transactions on
Signal Processing, 2007; Lundy and Van Buskirk, Computing, 2007; and
this paper.

This paper presents the “tangent FFT,” a straightforward in-place
cache-friendly DFT algorithm having exactly the same operation counts
as Van Buskirk’s algorithm. This paper expresses the tangent FFT as a
sequence of standard polynomial operations, and pinpoints how the tan-
gent FF'T saves time compared to the split-radix FFT. This description
is helpful not only for understanding and analyzing Van Buskirk’s im-
provement but also for minimizing the memory-access costs of the FFT.

Keywords: Tangent FFT, split-radix FFT, modified split-radix FFT,
scaled odd tail, DFT; convolution,polynomial multiplication, algebraic
complexity, communication complexity.

1 Introduction

Consider the problem of computing the size-n complex DFT (“discrete Fourier
transform”), where n is a power of 2; i.e., evaluating an n-coefficient univariate
complex polynomial f at all of the nth roots of 1. The input is a sequence of n
complex numbers fo, f1,..., fn—1 representing the polynomial f = fy + fix +
<o+ fno12™ L The output is the sequence f(1), f(Ca), £(C3), ..., f(¢71) where
Cn = exp(2mi/n).

The size-n FFT (“fast Fourier transform”) is a well-known algorithm to com-
pute the size-n DFT using (5+0(1))n lgn arithmetic operations on real numbers.
One can remember the coefficient 5 as half the total cost of a complex addition
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document: 2007.09.19.
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(2 real operations), a complex subtraction (2 real operations), and a complex
multiplication (6 real operations).

The FFT was used for astronomical calculations by Gauss in 1805; see, e.g., [0
pages 308-310], published in 1866. It was reinvented and republished on several
subsequent occasions and was finally popularized in 1965 by Cooley and Tukey
in [2]. The advent of high-speed computers meant that users in the 1960s were
trying to handle large values of n in a wide variety of applications and could see
large benefits from the FFT.

The Cooley-Tukey paper spawned a torrent of FFT papers—showing, among
other things, that Gauss had missed a trick. The original FFT is not the optimal
way to compute the DFT. In 1968, Yavne stated that one could compute the
DFT using only (4+o0(1))nlgn arithmetic operations, specifically 4nlgn—6n+8
arithmetic operations (if n > 2), specifically nlgn — 3n + 4 multiplications and
3nlgn —3n+4 additions; see [I3], page 117]. Nobody, to my knowledge, has ever
deciphered Yavne’s description of his algorithm, but a comprehensible algorithm
achieving exactly the same operation counts was introduced by Duhamel and
Hollmann in [3], by Martens in [9], by Vetterli and Nussbaumer in [12], and by
Stasinski (according to [4, page 263]). This algorithm is now called the split-
radix FFT.

The operation count 4nlgn — 6n + 8 stood unchallenged for more than thirty
yearﬂ and was frequently conjectured to be optimal. For example, [I1), page
152] said that split-radix FFT algorithms did not have minimal multiplication
counts but “have what seem to be the best compromise operation count.” Here
“compromise” refers to counting both additions and multiplications rather than
merely counting multiplications.

In 2004, James Van Buskirk posted software that computed a size-64 DFT
using fewer operations than the size-64 split-radix FFT. Van Buskirk then posted
similar software handling arbitrary power-of-2 sizes using only (34/9+o0(1))nlgn
arithmetic operations. Of course, 34/9 is still in the same ballpark as 4 (and 5),
but it is astonishing to see any improvement in such a widely studied, widely
used algorithm, especially after 36 years of no improvements at all!

Contents of this paper. This paper gives a concise presentation of the tangent
FFT, a straightforward in-place cache-friendly DFT algorithm having exactly
the same operation counts as Van Buskirk’s algorithm. This paper expresses the
tangent FF'T as a sequence of standard polynomial operations, and pinpoints how
the tangent FFT saves time compared to the split-radix FFT. This description
is helpful not only for understanding and analyzing Van Buskirk’s improvement
but also for minimizing the memory-access costs of the FFT.

! The 1998 paper [14] claimed that its “new fast Discrete Fourier Transform” was much
faster than the split-radix FFT. For example, the paper claimed that its algorithm
computed a size-16 real DFT with 22 additions and 10 multiplications by various
sines and cosines. I spent half an hour with the paper, finding several blatant errors
and no new ideas; in particular, Figure 1 of the paper had many more additions than
the paper claimed. I pointed out the errors to the authors and have not received a
satisfactory response.
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There have been two journal papers this year—[8] by Lundy and Van Buskirk,
and [7] by Johnson and Frigo—presenting more complicated algorithms with
the same operation counts. Both algorithms can be transformed into in-place
algorithms but incur heavier memory-access costs than the algorithm presented
in this paper.

I chose the name “tangent FFT” in light of the essential role played by tan-
gents as constants in the algorithm. The same name could be applied to all of
the algorithms in this class. Lundy and Van Buskirk in [8] use the name “scaled
odd tail,” which I find less descriptive. Johnson and Frigo in [7] use the name
“our new FFT ... our new algorithm ... our algorithm ... our modified algo-
rithm” etc., which strikes me as suboptimal terminology; I have already seen
three reports miscrediting Van Buskirk’s 34/9 to Johnson and Frigo. All of the
credit for these algorithms should be assigned to Van Buskirk, except in contexts
where extra features such as simplicity and cache-friendliness play a role.

2 Review of the Original FFT

The remainder f mod 28 — 1, where f is a univariate polynomial, determines the
remainders f mod z* — 1 and f mod 2* + 1. Specifically, if

fmoda® —1=fo+ fix+ for® + f32° + faz® + f52° + foa® + fra”,

then fmoda* —1 = (fo+ fa) + (f1 + fs)x + (f2 + fo)2? + (fs + f7)z® and
fmodat +1=(fo— fo) +(fi = fs)z+ (f2 — fo)2* + (f3 — fr)=*. Computing the
coefficients fo+ fu, fi+fs5, fo+ fo, f3+ [z, fo— fa, fr—f5, f2— fe, f3— f7, given the
coefficients fo, f1, f2, f3, f4, f5, f6, f7, involves 4 complex additions and 4 complex
subtractions. Note that this computation is naturally carried out in place with
one sequential sweep through the input. Note also that this computation is easy
to invert: for example, the sum of fy + f4 and fo — f41 is 2fo, and the difference
is 2f4

More generally, let r be a nonzero complex number, and let n be a power of
2. The remainder f mod 22" — 12 determines the remainders f mod =™ — r and
f mod 2™ + r, since 2" — r and 2" + r divide 22" — r2. Specifically, if

f mod 22— = fo+ fiz+ - +f2n711'2n_17

then f mod 2™ —r = (fo+7rfn)+ (fi+7rfas1)r+- -+ (fao1 +7fon_1)2" ! and
fmoda™+7r= (fo—rfu)+ (fi = rfas1)x+ -+ (fa_1 — 7fon_1)z" L. This
computation involves n complex multiplications by r; n complex additions; and
n complex subtractions; totalling 10n real operations. The following diagram
summarizes the structure and cost of the computation:

- N
/&10%\

n_ " +r

xT
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Note that some operations disappear when multiplications by r are easy: this
computation involves only 8n real operations if r € {V/i, —V/i,/—i,—v/—i}, and
only 4n real operations if r € {1, —1,4, —i}.

The same idea can be applied recursively:

28 —1
s )
/ \16J \

-1 at 41
S EN S EN
2% —1 2?41 2% —i 2?4
FN SRR
z—1 —i r+i  xz—Vi x+Vi x—V—i z+V—i

The final outputs f modx — 1, f mod z 4+ 1, f mod  — i,... are exactly the
(permuted) DFT outputs f(1), f(=1), f(4),..., and this computation is exactly
Gauss’s original FFT. Note that the entire computation is naturally carried out
in place, with contiguous inputs to each recursive step. One can further reduce
the number of cache misses by merging (e.g.) the top two levels of recursion.

This view of the FFT, identifying each FFT step as a simple polynomial
operation, was introduced by Fiduccia in [5]. Most papers (and books) suppress
the polynomial structure, viewing each intermediate FFT result as merely a
linear function of the input; but “f mod ™ — r” is much more concise than a
matrix expressing the same function!

One might object that the concisely expressed polynomial operations in this
section and in subsequent sections are less general than arbitrary linear functions.
Is this restriction compatible with the best FFT algorithms? For example, does
it allow Van Buskirk’s improved operation count? This paper shows that the
answer is yes. Perhaps some future variant of the FFT will force Fiduccia’s
philosophy to be reconsidered, but for the moment one can safely recommend
that FFT algorithms be expressed in polynomial form.

3 Review of the Twisted FFT

The remainder f mod 2™ + 1 determines the remainder f({2,z) mod 2™ — 1.
Specifically, if f mod ™ + 1= fo+ fix + -+ fn_12"" ", then

f(enz) mod 2™ — 1= fo + Confrz + -+ ot frmga™ L

Computing the twisted coefficients fy, (on f1, .- -, an_lfn,1 from the coefficients
fos f1,- -, fn_1 involves one multiplication by (a,,, one multiplication by ¢3,,, and
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so on through ¢4, These n — 1 multiplications cost 6(n — 1) real operations,
except that a few multiplications are easier: 6 operations are saved for C;,{ % when

n > 2, and another 4 operations are saved for Cgf, 32/4 when n > 4.

The remainder f mod 22" — 1 determines the remainders f mod 2™ — 1 and
f mod 2™ 4 1, as discussed in the previous section. It therefore determines the
remainders f mod " —1 and f({2,2) mod x™—1, as summarized in the following
diagram:

" —1 " +1
- N

\max{ﬁn — 16, O}/ Con

" —1

The twisted FFT performs this computation and then recursively evaluates
both f mod 2™ — 1 and f({2,2) mod 2™ — 1 at the nth roots of 1, obtaining the
same results as the original FFT. Example, for n = 8:

/\

2+ 1

/ N A

241 2 —1

() . () .
\OJ v \OJ v
v v
| 2 —1
/2 /2 /2
\4J \4J /4J

r—1 r+1 r—1 r+1 r—1 r+1
() () () ()
LO -1 LO -1 LO -1 LOJ -1

r—1 r—1 rz—1 r—1
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Note that the twisted FFT never has to consider moduli other than z™ £ 1.
The twisted FFT thus has a simpler recursive structure than the original FFT.
The recursive step does not need to distinguish f from f({2,2): its job is simply
to evaluate an input modulo ™ — 1 at the nth roots of 1.

One can easily prove that the twisted FFT uses the same number of real
operations as the original FFT: the cost of twisting ™ + 1 into 2™ — 1 is exactly
balanced by the savings from avoiding z"/* — /i etc. In fact, the algorithms have
the same number of multiplications by each root of 1. (One way to explain this
coincidence is to observe that the algorithms are “transposes” of each other.) One
might speculate at this point that all FFT algorithms have the same number of
real operations; but this speculation is solidly disproven by the split-radix FF'T,
as discussed in Section [l

4 Review of the Split-Radix FFT

The split-radix FFT applies the following diagram recursively:

x4 —1
e N
/ \8nj \
2 1 x2n +1
e N
/ \4nj \

x" — "+
rmax{fin -8, O}\ Can rmax{6n -8, 0}\ Cin
A\ J A\ J

\ \

" —1 " —1

The notation here is the same as in previous sections:

from f mod z*™ — 1 compute f mod z?* — 1 and f mod 2" + 1;
from f mod %" + 1 compute f mod 2" — i and f mod ™ + i
from f mod 2™ — i compute f({4nz) mod 2" — 1;

from f mod z"™ + i compute f((;llm) mod z" — 1;

recursively evaluate f mod 22" — 1 at the 2nth roots of 1;
recursively evaluate f((4nz) mod 2™ — 1 at the nth roots of 1; and
recursively evaluate f (C;nlm) mod z" — 1 at the nth roots of 1.

If fmoda™ —i= fo+ fix+ -+ fno12" ! then f(C4nz) mod 2™ — 1 = fo +
Canfrz+ -+ fumiz™ ' The n — 1 multiplications here cost 6(n — 1) real
operations, except that 2 operations are saved for g;;{Q when n > 2. Similar
comments apply to x” + 1.

The split-radix FFT uses only about 8n+4n+6n+6n = 24n operations to divide
4" —Tinto 2?"—1,2"—1, 2" —1, and therefore only about (24/1.5)nlgn = 16nlgn
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operations to handle 24" — 1 recursively. Here 1.5 = (2/4) 1g(4/2)+ (1/4) 1g(4/1) +
(1/4)1g(4/1) arises as the entropy of 2n/4n,n/4n,n/4n. An easy induction pro-
duces a precise operation count: the split-radix FFT handles ™ — 1 using 0 oper-
ations for n = 1 and 4nlgn — 6n + 8 operations for n > 2.

For the same split of % — 1 into 2?” — 1,2 — 1,2" — 1, the twisted FFT
would use about 30n operations: specifically, 20n operations to split 2™ — 1 into
2" —1,2%" — 1, and then 10n operations to split 22" — 1 into 2™ — 1, 2™ — 1, as
discussed in Section Bl The split-radix FFT does better by delaying the expensive
twists, carrying out only two size-n twists rather than one size-2n twist and one
size-n twist.

Most descriptions of the split-radix FFT replace ¢, (anl with (,,,, (3, Both
¢l and (3, are nth roots of —i; both variants compute (in different orders)
the same DFT outputs. There is, however, an advantage of ¢, over ¢}, in
reducing memory-access costs. The split-radix FFT naturally uses ¢}, and C4_nk as
multipliers at the same moment; loading precomputed real numbers cos(27k/4n)
and sin(27k/4n) produces not only (¥, = cos(27k/4n) + isin(27k/4n) but also
CF = cos(2mk /4n) — i sin(2mk/4n). Reciprocal roots also play a critical role in
the tangent FFT; see Section Bl

5 The Tangent FFT

The obvious way to multiply a + bi by a constant cosf + isinf is to compute
acosf—0bsinf and asin+bcos. A different approach is to factor cos €+ sin 6
as (1 +itanf)cosf, or as (cot § + i) sin 6. Multiplying by a real number cos @ is
relatively easy, taking only 2 real operations. Multiplying by 1 4 itan is also
relatively easy, taking only 4 real operations.

This change does not make any immediate difference in operation count: ei-
ther strategy takes 6 real operations, when appropriate constants such as tan 6
have been precomputed. But the change allows some extra flexibility: the real
multiplication can be moved elsewhere in the computation. Van Buskirk’s clever
observation is that these real multiplications can sometimes be combined!

Specifically, let’s change the basis 1,z,22,...,2" ! that we’ve been using to
represent polynomials modulo ™ —1. Let’s instead use a vector ( fo, f1,..., fn—1)
to represent the polynomial fo/sno + fi/sp1 + -+ fu-12""/Spn—1 where

497k
Spk = Hmax{ sin T ’}

n
£>0

497k
cos

)

This might appear at first glance to be an infinite product, but 4°27k/n is a
multiple of 27 once /¢ is large enough, so almost all of the terms in the product
are 1.

This wavelet s, is designed to have two important features. The first is
periodicity: sin i = San,k+n. The second is cost-4 twisting: ck (sn)k/szm’k) is
+(1+itan---) or £(cot - -+ 1).
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The tangent FFT applies the following diagram recursively:

8 —1
2/ ssnk
e N
/ \16”’1 \
$4n —1 $4n + 1
2* /ssn i ¥/ sgp 1
r N r N
/ \8’”’/ \ / \8’”’/ \
x2n_1 x2n+1 1.2n_,L' 1.271_’_%
o* /ssn i a* /ssn i 2%/ sgp 1 ¥/ sgp 1
4n — 2 4n — 2
xznv— 1 302"\/—1— 1 8n—6 8 — 6
“ “ J
ok /s 1 28 /sun 1
r N _
/ An, \ Can ot
- S n_4 - N " +1
max{ max{

dn—6  2¥/supk  An—06  2F/s4

S ’O}/ S ’O} J
Can ot v e
" —1

v —1 x2n_1 x2n_1

2% /s ¥ /s i ok /s 1 ok /s 1

This diagram explicitly shows the basis used for each remainder f mod =" —
-++. The top node, %" — 1 with basis 2* /sg, x, reads an input vector (fo, f1,. . -,
fan—1) representing f mod z®" — 1 = Y _, o fu®*/sgn k. The next node to
the left, 2" — 1 with basis l'k/88n)}97 computes a vector (go, g1, .., gan—1) rep-
resenting f mod %" — 1 = Zogk<4n gkxk/ssmk; the equation sgp ktan = Ssn.k
immediately implies that

(90,915 -+ gan—1) = (fo + fan, f1 + fans1s -+ fan—1 + fan—1).

The next node to the left, 22" —1 with basis l'k/Sgn)]“ similarly computes a vector
(hoshi, ..., han—1) representing f mod #*" —1 =3, _o. hxa"/ssn, k. The next
node after that, 22" — 1 with basis ¥ /sq,, 1 (suitable for recursion), computes
a vector (hf, hy,. .., hh, ) representing f mod " — 1=} o, hi2" /590 1;
evidently h}, = hg(S2n.k/Ssn,k), requiring a total of 2n real multiplications by
the precomputed real constants Say, i /Ssn.k, minus 1 skippable multiplication by
S2n,0/Ssn,0 = 1. Similar comments apply throughout the diagram: for example,
moving from x2" — ¢ with basis $k/88n)}c to 2™ — 1 with basis "Ek/SQn’k involves
cost-4 twisting by &, 55, /55 k-
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The total cost of the tangent FFT is about 68n real operations to divide
28 — 1 into 22" — 1,2%" — 1,2?" — 1,2" — 1,2" — 1, and therefore about
(68/2.25)nlgn = (34/9)8nlgn to handle 2" — 1 recursively. Here 2.25 is the
entropy of 2n/8n,2n/8n,2n/8n,n/8n,n/8n. More precisely, the cost S(n) of
handling 2™ — 1 with basis 2¥ /s, x satisfies S(1) =0, S(2) = 4, S(4) = 16, and
S(8n) = 60n—16+max{8n — 12,0} +35(2n)+25(n). The S(n) sequence begins
0,4,16,56,164,444,1120, 2720, 6396, 14724, 33304, . . .; an easy induction shows
that S(n) = (34/9)nlgn — (142/27)n — (2/9)(—=1)'8" lgn+ (7/27)(-1)'e" +7 for
n > 2.

For comparison, the split-radix FFT uses about 72n real operations for the
same division. The split-radix FFT uses the same 16n to divide %" — 1 into
x4 — 1,2 4 1, the same 8n to divide 2" — 1 into z?” — 1, 22" + 1, the same
8n to divide 2" + 1 into 2?® — i, 2™ 44, and the same 4n to divide 2" + 1 into
x™ — i, 2" + 4. It also saves 4n changing basis for 2" — 1 and 4n changing basis
for 2™ 4+ 1. But the tangent FFT saves 4n twisting 22” — i, another 4n twisting
22" 4 4, another 2n twisting ™ — ¢, and another 2n twisting 2™ + 7. The 12n
operations saved in twists outweigh the 8n operations lost in changing basis.

What if the input is in the traditional basis 1, z, 22, ..., 2™ 1? One could scale
the input immediately to the new basis, but it is faster to wait until the first
twist:

i —1
2k
r N
\8n/\
a1 2" 4+ 1
ak ak
r N
/\411/\
" —1 " 41
ak ak
e N - N
_ _ —1
Lmax{Gn 8, O}J V<4n Lmax{Gn 8, O}J v<4"
" —1 " —1
ack/sn,;c ack/sn,;c

The coefficient of z* in f mod 2" — i is now twisted by (}, s,.x, costing 6 real
operations except for the easy cases (8,0 = 1 and (27{28n7n/2 =i
The cost T'(n) of handling 2™ — 1 with basis " satisfies T'(1) = 0, T'(2) = 4,
and T'(4n) = 12n 4+ max{12n — 16,0} + T'(2n) + 2S(n). The T'(n) sequence
begins 0,4, 16,56, 168, 456, 1152, 2792, 6552, 15048, 33968, . . .. an easy induction
shows that
34

124 2 16
T(n)= gnlgn— 27n—21gn—9(—1)1g”1gn+27

for n > 2, exactly matching the operation count in [7, Equation (1)].

(—1)'s" +8
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Abstract. The novel algebraic structure for the cyclic codes, Cyclic
Multiplicative Groups (CMGs) over polynomial ring, is proposed in this
paper. According to this algorithm, traditional cyclic codes can be con-
sidered as a subclass in these cyclic codes. With CMGs structure, more
plentiful good cyclic code cosets can be found in any polynomial rings
than other methods. An arbitrary polynomial in polynomial ring can gen-
erate cyclic codes in which length of codewords depend on order of the
polynomial. Another advantage of this method is that a longer code can
be generated from a smaller polynomial ring. Moreover, our technique is
flexibly and easily implemented in term of encoding as well as decoding.
As a result, the CMGs can contribute a new point of view in coding
theory. The significant advantages of proposed cyclic code cosets can be
applicable in the modern communication systems and crypto-systems.

1 Introduction

A very important class of codes is, arguably, the class of cyclic codes. Cyclic
codes were explored by Prange [I] in the early history of coding theory. A cyclic
code is a block code in which a cyclic shift of every code word yields another
codeword belonging to the same code [2I3[4]. Currently, cyclic codes are used in
a wide variety of communication systems, computer networks and data storage
devices to provide inexpensive and effective error detection capabilities.

Although there are advantages of traditional cyclic codes, it can be seen that
there is shortage in cyclic code generation. Specifically, the number of generator
polynomials is limited because they depend on the number of ideals in poly-
nomial ring, i.e. they depend on the ability of the factorization of (z* + 1) in
polynomial ring Zs[z]/(x* + 1) [3I5].

To overcome this problem, the key idea in this paper is using Cyclic Multi-
plicative Group structure instead of the method in which cyclic codes generated
from ideals, i.e. depend on factorization of polynomial rings. We investigate, for
the first time, some properties of the Cyclic Multiplicative Groups in order to
find more plentiful good cyclic cosets and their applications than the traditional
methods, especially in polynomial rings with two cyclotomic cosets, i.e. the fac-
torization in these rings has only two factors. Based on our knowledge, the cyclic
codes in these rings have not been mentioned yet.

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 301{:310] 2007.
© Springer-Verlag Berlin Heidelberg 2007



302 D.H. Bac, N. Binh, and N.X. Quynh

Cyclic codes are built from an arbitrary polynomial in polynomial ring and
these codes become independent of the factors of the factorization with CMGs
structure. An arbitrary polynomial in polynomial ring can generate cyclic codes
with length depended on order of polynomial. This is the main difference in com-
parison with the traditional method. Traditional cyclic codes can be considered
as a subclass of the cyclic codes of the CMGs method.

The proposed method have significant advantages such as: the good con-
structed cyclic code cosets are larger than conventional; the longer cyclic code
can be generated from smaller polynomial ring, leading to easier and faster for
implementing. Furthermore, using properties of multiplicative group has much
lower critical path delays, thus allowing much faster operating clock rates in im-
plementing by VLSI, such as FPGA [6/7/I0]. These properties are also suitable
for high-speed cryptographic applications such as elliptic curve cryptography
[12]. The effect of extension on the properties of CMGs can be used for fur-
ther study in PN generation, peak to average power ratio (PAPR) reduction in
OFDM, and building cypto-systems.

2 Cyclic Multiplicative Group over Polynomial Ring

2.1 Order of Polynomial

Based on the order of polynomials in polynomial ring, the cyclic multiplicative
groups can be generated. CMGs play an important role in new algebraic structure
mentioned in this paper.

Definition 1. Order of polynomial a(x) modulo (x* + 1) in polynomial ring
Zo[z]/(z* 4+ 1) is the positive integer n which satisfies:

a(z)"t =a(z) (mod (z*¥ +1)) or a(z)" =e(x) (mod (zF 4+ 1)) (1)

where, e(x) is an idempotent polynomial in this ring, e(x) satisfies the property
02

x)
e(r) = e*(z) 23]
Consider polynomial ring Zs[x]/(x* + 1), with k is an odd number, the formula
of zF + 1 is:
= [[ /i) (2)
where f;(x) are distinctive irreducible polynomials. With a(z) € Za[x]/(x* + 1),
the maximum order of a(x) modulo z* + 1 (denote max(orda(z))) is defined:
max(orda(z)) =2™ -1 (3)
where m = max; deg f;(z).

In the polynomial ring Zs[z]/(z* 4 1), the available order of all polynomials
n is max(ord a(z)) or divisor of max(orda(x)).
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Example 1. With n =5 | consider a(z) € Za[x]/(z° + 1). According to ([@]), we
have: 2% +1 = fi(x)- fa(x) = (1+2)(1+z+2? + 23 +2?) and fi(z) = (1+2) =
deg f1(z) =my = 1.

fo) = (1 +z+ 22+ 23 +2%) = deg fa(x) = mg = 4.

Hence, max(ord a(x)) is calculated as follows: (a(z) is an arbitrary polynomial
in polynomial ring Zs[x]/(x% + 1).

According to ([B]), max(orda(x)) = 2™ —1 =15 = 3-5, thus the available orders
of an arbitrary a(z) in Zs[z]/(z® + 1) are: n = 1,3,5,15 ( n = 1 is order of
idempotents).

32 polynomials (2% — 1 = 32) in Zs[z]/(2° 4+ 1) are divided into four groups
as follow:

— The group of polynomials with order 1: {Zero, (0), (01234), (1234)}.

— The group of polynomials with order 3: {(023), (024), (14), (23)}.

— The group of polynomials with order 5: {(1),(2),(3),(4), (0123), (0124),
(0134), (0234)}.

— The group of polynomials with order 15: {(01),(02),(03),(04), (012), (013),
(024), (034)}.

Remark: (023) denotes 1 + 2% + 22 | (0) denotes 1 and zero = 0.

2.2 Cyclic Multiplicative Groups

Depending on the order of polynomial a(x) modulo (z* 4+ 1) in polynomial ring
Za[7]/ (2% + 1), we can construct the cyclic multiplicative group (CMGs).
Consider the following CMG:

A= {d'(x) (mod (z*+1)),i=1:n}. (4)
Some characteristics of CMGs are presented as follows:

— All the elements of a CMG have the same parity of weight.

— The quantity of elements in A is equal order of a(z) : |A =n. P

— According to Lagranges theorem [23] n is divisor of 2™ — 1 : n|2™ — 1
— k is also divisor of 2" — 1 : k|2™ — 1.

CMG I ={z%,i=1,2,...,k} is called unity CMG.

2.3 Symmetric Polynomial a(x) and Symmetric CMGs

Definition 2. With a(x) € Zs[z]/(x" + 1), a(x) is called symmetric polynomial
of a(x) , if a(x) = >,y x* then a(x) = djev 27 where

unv=0 Uuv=5={0,1,2,--- ,k—1}.

eo(z) = Zf Olac is called swallowing idempotent. eo(x) have the following char-
acteristics:
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— If a(x) is an arbitrary odd weight polynomial, then a(x)eg(x) = ( ).
— If b(x) is an arbitrary event weight polynomial, then b(x)eg(x) =

Based on these characteristics, we can define: a(z) = eo(x) + a(x).

Lemma 1. Consider a(x) be generator element of CMG A. a(x) be generator
of CMG A. We have
A={a" (moda*+1)}
A={a" (modz"+1)} (5)
|A| = ‘A’ and a'(x) = ai(x).
Proof. Consider a(x) be odd weight polynomial, we have:
)=a'" 1(33)
) = eo(z) +a
z) = eo(r) +a
)=a'"(z)a(x
) 1

7—

=a'" () [eo(z) + a(2)] = @' (z)a(x)
[eo() + a(@)]a' (z) = eo(2) + a'(z) = ai()

Similarly, we have: |A| = |A| . The symmetric characteristic of CMGs is useful
for constructing cyclic codes.

=a(x)a' (z

3 Cyclic Code Based on Cyclic Multiplicative Group

Consider CMG A = {a’(x)}, the number of elements in A is: |A| = n. The cyclic
codes can be built from CMG A in the way described as follows.

Definition 3. Cyclic code with length n is called a code with its code digits that
are elements of a CMG.

Remark 1
— According to this definition, generator matrix has following form:
G = [a(z)d®(z)---a"(z)].

— If I = {2} € A then cyclic code generated by A is symmetric code.
— If a(xz) = V/x then ith row of G is cyclic shift of (i — 1)th row to the right
with j.
For traditional cyclic codes, the generator matrix is built from the ideal of poly-

nomial ring. The limitation of the traditional method is the small number of
ideals. In some special polynomial rings, ¥ + 1 have only two factors as follow:

2 4+1=(1+2) (Zx) (6)
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These rings are called the polynomial rings with two cyclotomic cosets (with
k = 3,5, 11, 13, 17, 19 and etc., see Appendix). In these rings, we can not
build good cyclic codes, except trivial codes which are repetition code (n, 1) and
even parity check code (n, n-1). The cyclic codes in these rings have not been
mentioned before. With CMGs structure mentioned above, many cyclic codes
can be yielded in polynomial rings with two cyclotomic cosets, as can be seen in
example below.

Ezample 2. Consider polynomial ring Zs[z]/(z® + 1). If we choose an arbitrary
polynomial a(x) in this ring with order 15 (maximum order in this ring), such
as:

a(r) = 1+ 2%+ 2* < (024).

According to a(x), we can define CMG A as follow:

A={d(x)}
= {(024), (034), (1), (013), (014), (2), (124), (012), (3), (023), (123), (4),
(134),(234), (0)}.

Cyclic code based on A is (15,5,7) code. This is a systematic code with the
following generator matrix:

110110010100001
001110110010100
G = (100001110110010
010100001110110
110010100001110

In G, we can see that:

— The 1st column (10101) is a(z) = (024).
The 2nd column (10011) is a?(z) = (034).

— The 15th column (10000) is a'®(x) = (0) and this element is the end of CMG
A.

In CMG A , we have (1 + 2% + 2%)? = 2 < (024)3 = (1). Thus, ith row of G is

cyclic shift of (i — 1)th row to the right with 3. The encoding algorithm of cyclic
codes based on CMGs above can be given:

G = [a'(z) (mod z®+1)].
O

The decoding algorithm for this code can be performed by threshold algorithm
with two levels as follows:
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— Orthogonal checksum system with pair of information digits [0] + [1] at first

level.
0] + [1] = [012) + 2
= [014] + [4]
= [034] + [134]
= [024] + [124]
= [013] + [3]
= [023] + [123]

In this code, the distant Hamming is: dyp = 7. The detail schematic for decod-
ing of this code is illustrated in Fig.1. In this scheme, clock rate of A register is
equal to three times of clock rate of B register, M is threshold decoder.

The number of possible cyclic codes in this case is can be calculated:

N=1+2-154+1=32

According to CMGs above, the cyclic code (15,5,7) is built in Zs[x]/(2® + 1)
with simple way for encoding as well as decoding. Moreover, this cyclic code
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Fig. 1. Decoder scheme for cyclic codes (15, 5) in Za[x]/(x® + 1)
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equivalent to traditional cyclic codes with the same parameter in larger ring
Zsolx]/(z° + 1). Here is also significant advantage of this method, thus allow
faster implementing.

Lemma 2. Given a(x) has odd weight, if A generates a cyclic (n,k,d ) then A
generates a cyclic code (n,k -1,d +1).

Example 3. In Zo[z]/(z° + 1). If a(z) = 1 + 2® + 2* < (024), according to
definition 2, we have a(z) = x+ 2% < (13), and then the CMG A can be defined
as: A = {a'(z)}= {(13), (12),(0234), (24),(23),(0134), (03), (34), (0124), (14),
(04), (0123), (02), (01), (1234)}

Cyclic code based on A is (15,4,8) code. Clearly, this is an optimal code
satisfying Griesmer bound [3].

A is equivalent to A’ = {a*(x) (mod 1+ z + 2% + 2% + 2*)}.

A’ = {(13),(12),(1),(013),(23),(2),(03),(012),(3), (023), (123), (0123), (02),
(01), (0)}

4 Cyclic Codes over CMGs and Traditional Cyclic Codes

Using CMGs brings more abilities to construct the cyclic codes than using tra-
ditional method. For supporting this opinion, we can consider again polynomial
ring Zs[x]/(2° + 1) . In this ring, the factorization of (% + 1) is:

4
m5+1:(1+m) (le>
i=0

where (1 + x) and (Z?:o mi) are irreducible polynomials.

Based on the traditional cyclic code, only two trivial codes are can be built
in this ring. With generator polynomial fi(z) = (1 + ), we yield (5, 4) code
which is even parity check code with Hamming distance dy = 2. With generator
polynomial fa(z) = (1 + z + 2% + 23 + 2*) we yield repetition code (5,5) with
Hamming distance dy = 5. However, in Zs[z]/(2° 4+ 1), using the CMGs method,
as can be seen from example 2, we can construct more cyclic codes with good
properties than cyclic codes based on traditional method. This is because the
ability of available cyclic code is dependent on a(x) and the order of a(x). More-
over, traditional cyclic codes over ideals I can be a special case of cyclic codes
over CMGs.

Lemma 3. Unity CMG according to modulo h(z) with h(z)|(z* + 1) is a tradi-
tional cyclic code with the following generator polynomial g(x)

xk—|—1]*

o) = |

where where g*(x) is reciprocal polynomial of g () :

g (x) = 2989 g(a) (®)
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Proposed Cyclic Code (PCC) vs Traditional Cyclic Code (TCC)

&— PCC(155) |7
—4—TCC (155) |

BER ——->

Eb/NQ ——>

Fig. 2. Comparison of BER performance between proposed and traditional cyclic code
(15,5)

Lemma 4. In decomposition of polynomial ring according to unity CMG, coset
G with leader g (z) is a traditional cyclic code with generator polynomial g*(x)

G = [g(z) - ] (9)
where g () is a divisor of x* +1 : g(z)|z* + 1.

Ezample 4. Consider Zs[x]/(xz” + 1). If we choose h(z) = 1 + x + 22 + z*, we
can define the unity CMG with modulo h( x) as follow:

I={z" (mod h(z)):i=0:6}
={l,z,2>, 2% 1+ 2+ 2>,z +2° +2°, 1 +z +2°}

Clearly, I is equivalent to cyclic code (7,4,3) with generator polynomial g(z) =
1422 + 23,

Clearly, traditional cyclic codes are only a special case of cyclic codes over CMGs.
Traditional cyclic codes are cyclic codes with clock x, cyclic codes over CMGs are
cyclic codes with arbitrary clock a(x) . The number of traditional cyclic codes
is limited and it depends on number of ideals. The number of cyclic codes over
CMGs is greater than that. The simulation results for the comparison between
BER performance of the proposed cyclic codes (PCC) based on CMG structure
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and traditional cyclic codes (TCC) in an AWGN channel with BPSK modulation
are shown in Fig. 2. In this investigation, the (15,5) cyclic code with 5e+7 input
information bits is used. From Fig.2, it can be seen that the BER for the proposed
cyclic codes is lower than the BER for the traditional cyclic codes. The BER of
the proposed cyclic codes (15,5) at Eb/N0O = 7db has a good performance with
value 1.6e-7.

5 Conclusion

We have proposed an approach for the efficient construction of cyclic codes
from cyclic multiplicative group. Using the novel method, we can consider the
traditional cyclic codes as subclass of CMGs cyclic codes. This leads to new point
of view of cyclic codes with the ability to extend codewords generation. The
novel algebraic structure has significant advantages, the good constructed cyclic
code cosets are larger than conventional; the longer cyclic code can be generated
from smaller polynomial ring and the better BER performance. Moreover, the
characteristics of CMGs are very suitable for implementation of VLSI, such as
FPGA with high speed calculation. Our future works will focus on investigation
of application cyclic codes based on CMG for PN generation, PAPR reduction
in OFDM and cryptography.
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Appendix

The value of “k” so that Zs[z]/(z* + 1) is a polynomial ring with two cyclotomic
cosets.

k =3, 5, 11, 13, 19, 29, 37, 53, 59, 61, 67, 83, 101, 107, 131, 139, 149, 163,
173,179, 181, 197, 211, 227, 269, 293, 317, 347, 349, 373, 379, 389, 419, 421, 443,
461, 467, 491, 509, 523, 541, 547, 557, 563, 587, 613, 619, 653, 659, 661, 677, 701,
709, 757, 773, T87, 779, 821, 827, 829, 853, 859, 877, 883, 907, 941, 947.
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Abstract. The uniform distribution of the trace map lends itself very
well to the construction of binary and non-binary codes from Galois fields
and Galois rings. In this paper we study the distribution of the trace map
with the argument az? over the Galois field GF(p, 2). We then use this
distribution to construct two-weight, self-orthogonal, trace codes.

Keywords: Trace map, self-orthogonal, non-binary, two-weight, Galois
fields.

1 Introduction

In [I] and [2] the trace map over Galois field GF(p, m) and ring GR(p®,m)
was used to construct linear codes over Zgs and Zps, respectively. At that time
the distribution of the trace map was very intriguing and the question arose of
whether this trace distribution was as straightforward when the argument was
changed. One encounter of a different argument was in the search for mutually
unbiased bases which can enable a quantum cryptosystem in d-dimensions [3].

The authors were unable to find any information in the literature about such
distribution of the trace map other than the fundamental properties. It does turn
out that this work is not straightforward and this paper looks at the distribution
of Tr(ax?) over GF(p,2) for odd primes p. The two-weight self-orthogonal codes
generated using this distribution are a by-product.
Let p be a prime and Z; be the vector space of all n-tuples over the finite
field Z,. If C'is a k-dimensional subspace of Zj then C'is called an [n, k] linear
code over Z,. The generator matrix G of an [n, k] code C' is simply a matrix
whose rows are linearly independent and span the code. The inner product of
= (z1,72,...2n), Y= (Y1,Y2,-..Yn) € Z, is defined by = -y = Yo Ty
Using the inner product, the dual code C+ of C is defined by C+ = {z €
Zylr-c=0 Yce C}. The code C is called self-orthogonal if C' C Cc+.

Many authors look at self-orthogonal codes, for example, [4I5J67]. Following
are some preliminary results on self-orthogonal codes that are useful here:

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 311 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Lemma 1 (Theorem 1.4.3, [8]). (i) If x € Z} then wy(xz) = x -z (mod 2).
(it) If x € Z%§ then wy(x) = x - x (mod 3).

Note that this result does not hold for x € Z;; when p > 3, the reason being that

when = € Zg, wy(x) = f;ll n;, where n; is the number of non-zero 7’s in z,
andz-z=>1" 27 =ny+n222+n332+...+n,_1(p—1)% This does not imply
that wy () = -2 (mod p). Lemma [ does tell us whether a given ternary code

is self-orthogonal.

Lemma 2 (Theorem 1.4.10, [8]). Let C' be an [n,k,d] code over Zs. C is
self-orthogonal if and only if the weight of every non-zero codeword is divisible
by 3.

Again this result cannot check the self-orthogonality of codes over Z,, for p > 3.
For this we need the following result.

Lemma 3 (Proposition 1 [7]). Let p be an odd prime and C' be a linear code
over Zy. Then C' is self-orthogonal if and only if c-c =0V ce C.

An important invariant of a code is the minimum distance between codewords.
The Hamming distance dp(v,y) between two vectors z,y € Zj is defined to
be the number of coordinates in which = and y differ. The minimum distance
of a code C' is the smallest distance between distinct codewords, and is simply
denoted by d. The higher the minimum distance, the greater the number of errors
that can be corrected. If the minimum distance d of an [n, k] code is known then
C'is an [n, k,d] code.

The weight enumerator of C is the polynomial We(z,y) = > oi, A;z" 'y,
where A; is the number of codewords of weight i. A code is called a two-weight
code if [{ili # 0 and A; # 0}| = 2. More details on two-weight codes can be
found in [Q[TO/TT], etc. and the references therein.

The trace map can be used to go down from a code defined over an extension
field to a code defined over the ground field. Let F, be the ground field of the
extended field Fyr. Let C' be an IFy--linear code of length n and T'r : Fr — F, be
the trace. The code T'r(C), defined as the set of all (T'r(x1), T'r(x2),...,Tr(xy,)),
is called the trace code, where (x1, xa, ..., x,) € C. We note that the codes found
in this paper could be classed as trace codes, since they are found using a trace
map. See [I2] for example for details on trace codes.

We now have some of the tools required to classify the codes found in this pa-
per. In the next section we study the distribution of the trace map over GF(p, 2),
using the argument az?. In Section [l we construct our codes and study their
properties. In the final section, we give some conclusions and detail further work.

2 Distribution of the Tr(az?) over GF(p,2)

Let p(z) be a primitive polynomial of degree m over Z,. The Galois field of
characteristic p is defined to be the quotient field GF(p,m) = Z,[z]/(p(z)). Let
¢ be a root of p(x) and therefore GF(p, m) = Z,[¢]. Any element in GF(p, m)
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can be written as a polynomial of ¢ over Z,, and further it is well known that
GF(p7 m) - {07 17 C’ <27 M) Cpnl_z}'

Definition 1. Let GF(p,m) be the Galois field of characteristic p. The trace
map Tr : GF(p,m) — Z, is defined by Tr(x) = = + xP + a4+

Theorem 1. The trace map satisfies the following properties:

(i) Tr(z+y)=Tr(z)+ Tr(y) Va,y € GF(p,m).

(i) Tr(az) = aTr(z) Ya € Zy, x € GF(p,m).

(iii) Tr(x?) =Tr(z) Vo e GF(p,m).

() Tr(a) =am Y a € Z,.

(v) Tr(z) =0 if and only if v = yP —y for some y € GF(p,m).

(vi) As x ranges over GF(p,m), Tr(x) takes each element in Z, equally often
p™ L times.

Since every non-zero element of GF'(p,2) can be written as a power of the prim-
itive element ¢, we first identify the powers of ¢ that have trace zero.

Lemma 4. Let Tr be the trace map over GF(p,2) defined by Tr(x) = x + aP.
Let (' € GF(p,2)* = GF(p,2) \ {0}, where 0 <t < p? —2. Then

p+1

i. Tr(¢'2 )=0.
ii. For 0 <t<PH' Tr(¢t) #£0.
ii. If Tr(Ct) = 0 then Tr(¢CtCFtY) =0, where k =0,1,...,p — 2.

Proof:

i. By using the definition of the trace map we have

2

Py =+ () =0 (140,

Since CPQ*I is the only element in GF(p,2)* such that CPQ*I = 1, we have

21

§(p 2 ) = —1. Therefore Tr(Cp;rl) = 0.
ii. Let Tr(¢') = 0 for some ¢, 0 < ¢ < P5'. This implies that

(+¢P=0=¢"=00r PV =1

Since ¢ is a primitive element of GF(p,2)*, ¢* # 0 for any ¢. Thus (P~ =
—1 and ¢P~D? = 1. Hence (p*> — 1)|(p — 1)2t, i.e., 2(p — 1)t = (p> — )m

(pgl)n% a contradiction to the

for some m € Z%*. This implies that ¢t =
assumption. Therefore Tr(¢t) # 0 for any ¢, 0 < t < p'gl and the minimum
value of ¢ such that Tr(¢!) = 0is t = 1.

iii. From the definition of the trace map if Tr(¢*) = 0 then ¢ + (% = 0 =
(Ct)2k _ (Ctp)Qk. Therefore TT(Ct(2k+1)) _ Ct(2k+1) + Ctp(2k+1) _ CtC2tk +
C2thpte = (t(2thp 4 (2thp(te — (), Thus if Tr(¢Y) = 0 then Tr(¢HZRHD) = 0,
From part (vi) of Theorem [I] there are p — 1 elements in GF(p,2)* such
that Tr(z) = 0. Hence if Tr(¢!) = 0 then Tr(¢!ktD) = 0 for all k =
0,1,2,....p—2. 0
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Corollary 1. For x € GF(p,2)*, Tr(z) = 0 if and only if
T = C(p;rl)(%H) = C(p+1)k§(p;rl) , where k =10,1,2,....,p— 2.

The base field GF(p,1) = Z, is a subfield of the extended field GF'(p,2). The
next lemma gives us those indices ¢ for which ¢* € GF(p,1)*.

Lemma 5. Let ¢! € GF(p,2)*, for somet, 0 <t <p?—1.1If(" € GF(p,1)*
thent = (p+ 1)k.

Proof: Let ¢* € GF(p,2)*, for some t, 0 <t < p?—1. Now GF(p,1) 2 Z, is
p+1

a subfield of GF(p,2). Hence if (* € GF(p,1)* = Z,\{0} then Tr(¢'¢ 2 ) =
¢tTr(¢ pgl) =0, from part (ii) of Theorem [M and part (i) of Lemma [l

But from Corollary [ if « € GF(p,2)*, such that Tr(z) = 0 then z =
C(P;rl)(zkﬂ) _ C(p+1)k<<”§”. Hence th”;l - C(p+1)k<(”§” = (t = ((P+Dk
since C(pgl) # 0. Therefore if ¢* € GF(p,1)* thent = (p+1)k,k=0,1,2,...,p—
2, i.e., ¢! is an element of the subfield when t = (p+1)k, k =0,1,2,...,p—2. O

Thus far we have identified the elements ¢* € GF(p,2)* which have trace 0 or are
in the base field. We are now in a position to study the distribution of T'r(az?),
when both a and = range over GF(p,2). A useful tool in this study is to list
the elements of GF(p,2)* in a two-dimensional array based on the powers of a
chosen primitive element (.

Let ¢ be a primitive element of GF(p,2). Then GF(p,2)* = {1,(, (%, ...,

¢P*=2} and ¢P’~! = ¢0 = 1. Also (M eEr-9+(73) = C2p2_3p+§p_3+p+l

2_
C2<p2 - sz_l = 1. The elements in GF(p,2)* can now be listed by means of
a(p—1)x (p+ 1) matrix: [C(piwrl)(?fﬂrl)“}7 where £k =0,1,2,...,p — 2 ranges
over the rows of the matrix creating p — 1 rows and d = 0,1, 2,...,p ranges over

the columns of the matrix creating p + 1 columns. This (p — 1) X (p+ 1) matrix
is given by

'g(pgl) g(pgl)“l g(pgl)Jr(prl) g(p§1)+1’ T
g(pgl)i’ g(pgl)“d g(pgl)“(pgl) g(p§1)3+1’
(CFY @R | CE @Rk (PF @k (7]) (5 )k |

_'(:(”;’1)(217—3) 'C(pgl)(2p—3)+d ;:;0271 - 'C(”‘gl)(2p—3)+p_

This arrangement of the elements of GF(p, 2)* enables us to better understand
the distribution of the values of the trace map. For ease of reading let ax, k =
0,1,...p — 2, be a listing of the non-zero elements of the base field.

Lemma 6. The trace of the elements of GF(p,2)* is distributed in the following
manner:
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The trace of each element in the first column of the matriz representation of
GF(p,2)* is zero.

The trace of the elements in every other column of the matriz representation
of GF(p,2)* takes every element in Z,\{0} once only.

Proof

i.

ii.

From Corollary [t is clear that the trace of the elements in the first column
p+1

of the matrix representation of GF(p,2)* is zero, i.e., T'r (C( B )(%H)) =

0,Yk=0,1,2,....,p—2.

From Lemma [ the trace of the elements in the d** column (d # 0) of the
matrix is given by
TT(C(P;fl)(zkH)er) _ TT(C(pH)kCP;rl Cd)

p+2d+1

=Tr(ax¢ 2 )( from Lemmal[d)

p+2dt1

=aTr(C 2 ) ;ar € GF(p,1)" =7Z,\{0}
From Corollary [[l we know that for x € GF(p,2)*, Tr(z) = 0 if and only if
T = C(pgl)(zkﬂ), where k = 0,1,2...,p — 2 and therefore Tr(CpH?dH) #0
forald=1,2,...,p, ie, Tr(C p+22d+1) is fixed for each column. In addition,
a, represents every element in Z,\{0} for k =0, 1,2,..., p— 2. Consequently

the trace of the elements in the d” column of the matrix representation of
GF(p,2)* takes each element in Z,\{0} exactly once. |

Example 1. Consider the primitive polynomial p(x) = 2% + x + 2 over Zs. The
elements in GF(5,2)* = {1,(,(?,...,(?*} and their trace values are given in the
following table:

z x=a1(+aoTr(z) x z=ail+aoTr(z) z xz=ail+ao Tr(z)

1 0¢+1 2 ¢® 3¢+1 4 ¢t 2¢+3 4
¢ 1(+0 4 ¢® 3¢CH+4 0 ¢T1cH+1 1
CC4c+3 2 ¢ 1¢H+-4 2 ¢t o¢+3 1
¢ Ac+2 0 ¢ 3¢+3 3 ¢*3¢+0 2
¢3¢ +2 1 ¢ 0¢H+4 3 2044 1
CCAC+4 4 ¢BAc+0 1 ¢r2¢+1 0
¢C®o¢+2 4 ¢M1c+2 3 P ac+1 3
C"2¢+0 3 ¢ 1CH+3 0 2042 2

The matrix representation of GF(5,2)* is then:
¢ ¢t > (¢ ¢’ ¢®
9 +10 11 12 13 14
GF(57 2)*: <15 gw gw g18 219 220
<21 <22 <23 <24 =1 <25 — C 26 _ C2 6

and the corresponding trace matrix is:
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014434
023313
041121

032242], 4

Tr(GF(5,2)*)=

It is clear that the first column is an all zero column and every non-initial column
contains each non-zero element of Zs exactly once.

We can now examine the trace distribution for the specific case considered in
this paper: Tr(az?).

Theorem 2. Let T'r be the trace map over GF(p,2). As x ranges over GF(p,2)*
and for a € GF(p,2)*, Tr(ax?) takes each element in Z,\{0} equally often either
p+1 times or p— 1 times.

In the matrix representation of GF(p,2)* (Lemmalf), we note that there are p42-1
columns with odd powers of ¢ and * 42'1 columns with even powers of (. We will
label these columns as odd and even, respectively. We call the matrix obtained
by taking the trace of each element in the matrix representation of GF(p,2)* as
the trace matrix of GF(p,2)*.

Before we can prove Theorem [2, we need to work out some more details of
the trace matrix. We consider the two cases, p = 1 (mod 4) and p = 3 (mod 4)
separately.

Case I: p =1 (mod 4) In this case p;l is odd. From Lemma [ TT(C(pgl)(zkH))
=0 forall k =0,1,2,...,p — 2. Hence the first odd column (which is the first
column of the matrix representation of GF(p,2)*) has trace zero. Therefore there
are p'gl —-1= pgl odd columns in the matrix representation of GF(p,2)* with
non-zero trace.

From Lemma [6 the trace of the elements of each of these p;1 odd columns
contain each element in Z,\{0} exactly once. Thus the trace of all the odd powers
of ¢ gives us each element in Z,\{0}, ? ;1 times, and so the trace of all the even
p+1

2

powers of ¢ gives us each element in Z,\{0} , times.

Case II: p = 3 (mod 4) Here P7" is even. As in case I, TT(C(pgl)(%H)) =0 for
allk=0,1,2,...,p—2 and the first even column has trace zero. Therefore there
are other ? ;1 —-1="7 ;1 even columns in the matrix representation of GF(p, 2)*
with non-zero trace and hence the trace of all the even powers of { gives us each

element in Z, \ {0}, ;" times. Consequently the trace of all the odd powers of

p+1

M times.

¢ gives us each element in Z,\{0} ,
Proof of Theorem 2] Let a € GF(p,2)* be an even (resp. odd) power of ¢ and
consider the set {Tr(az?®) | = € GF(p,2)*}. This set can be written as two
copies of the trace of the elements in the set {¢** | h=0,1,2,..., p22_3} (resp.
{1 | h=0,1,2,..., p22_3}) or its cyclic shifts.

Suppose p = 1 (mod 4). If a € GF(p,2)* is an odd power of ¢ then from
Case I above, as x ranges over GF(p,2)*, Tr(az?) takes each element in Z,\{0}
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equally often p — 1 times. If a € GF(p,2)* is an even power of ¢ then Tr(az?)
takes each element in Z, \ {0} equally often p + 1 times.

Similarly if p = 3 (mod 4), when a € GF(p,2)* is an even power of ¢ then
from Case II above, as x ranges over GF(p,2)*, Tr(ax?) takes each element in
Z,\{0} equally often p — 1 times and when a € GF(p,2)* is an odd power of (,
Tr(az?) takes each element in Z,\{0} equally often p + 1 times. (See Examples
and [3) |

3 Two-Weight Self-orthogonal Codes Via Tr(ax?) over
GF(p,2)

Thus far we have studied the distribution of Tr(ax?) for x ranging over the
Galois field GF(p,2). In this section we apply this result to construct cyclic,
two-dimensional, two-weight, self-orthogonal codes over Z,.

Theorem 3 (Codes from Tr(ax?))
Let GF(p,2) be the Galois Field of characteristic p > 3. Let Tr be the trace
map over GF(p,2). Consider the matriz H = [Tr(az?)]qcecr(p2)-

i. H is a linear code over Z, with parameters [n, k,dy) = [p?,2, (p—1)?], where
dg is the minimum Hamming distance.
ii. H is a two-weight code with Hamming weights p*> — 1 and (p — 1)2.
1i. The code obtained by deleting the first column of H, denoted by H*, is a
eyclic code with parameters [p* — 1,2, (p —1)?] .
w. Forp >3, H is a self-orthogonal code.

Proof

i. Let ¢ be a primitive element of GF(p,2) and ¢; be any element in GF(p, 2).
Consider the matrix

Tr(c?), i=1,2,...,p°
1,2,.

Gg = . .
" TT(CC?)7Z P '-ap2 2% p?

The two rows of Gy are linearly independent: For ag, a1 € Z,,and forall7 =
L,2,...,p% aoTr(c?)+aiTr(¢c?) = 0= ap+ai1( = 0 since ¢? # 0 for some i
= ap = a1 = 0 since 1 and ¢ are linearly independent over Z,,.

Now consider all linear combinations of the two rows in G . This gives
us agTr(c?) + a1 Tr((c?) = Tr((ao + ai1{)c?), i =1,2,...,p% Thus Gy is a
generator matrix for H, and consequently the length n and the dimension k
of H are p? and 2, respectively, and H is a linear code.

Now from Theorem [ every non-zero row of H contains every non-zero
element of Z, equally often either p 4+ 1 times or p — 1 times. Since there
are p — 1 non-zero elements in Z,, the minimum Hamming weight of H is
(»—1)%

ii. Since every non-zero codeword of H contains each element in Z, \ {0} equally
often either p+ 1 times or p— 1 times, the codewords have Hamming weights
either p> — 1 or (p— 1)?, and H is a two-weight code over Z,,.
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iii. Let H* be obtained by deleting the first column of H: H* =

Tr(0) Tr(0) Tr(0) Tr(0) Tr(0) Tr(0)
) 5 (02-3)
Tr(1) Tr(¢2) ... Tr(¢ 2 ) Tr(1) Tr(¢2) ... Tr(¢ 2 )
5 5 (P2=3) 5 5 (p2=3)
Tr(Q)  Tr(3) ... Trct 2 ) Tr) T . T 20
(p=—=3) (p=—3)
Tr(c?)  Trch) . T2 2 ) Tre?) Trch L. Te2 T 2 )

5 ,(p%=3

. (»2-3)
Tr(cr? =22 2 222

Tr(cr?=2) Tr(er?) | ') raer?=2) Tre?) e
The second and third rows generate this code, the next consecutive two
rows are the left cyclic shift by one element of the second and third rows,
respectively, and so on. Thus H* is a cyclic code.

iv. Let S be the dot product of every non-zero codeword of H with itself. Again
from Theorem (] every non-zero codeword of H contains each element in

Z,\{0} equally often either p + 1 times or p — 1 times. Therefore either

p—1
S = DS 2= —3p+1
(p+ );Z 6(p+ )(2p* —3p+1)

or
p—1

S=(p-1)Y = p-1E’-3p+1)

i=1

If p > 3 we have S = 0 mod p and from Theorem 3] H is a self-orthogonal
code over Z, for p > 3. O

The following two examples illustrate Theorems 2] and

Example 2. Consider the primitive polynomial p(x) = 2% + x + 2 over Zz and
let ¢ be a root of p(x). The elements of GF'(3,2) = Zs[z]/(p(x)) = Zs[¢] can
be listed as {0,1,(,¢?,...,("}. The following table provides the trace value of
these elements and their squares.

zx=alTr(zx)z? Tr(z®) z ©=a( Tr(z) 2> Tr(z?) z == a1l Tr(z) z° Tr(z?)

+ag +ao +ao

00C+0 0 00 ¢C2¢+1 0 ¢t ¢°2(+0 1 o
10¢+1 2 1 2 GG2ac+2 2 ¢to t1c+2 0 !
C1(+0 2 o ¢toc+2 1 1 2 C"1C+1 1 ¢to

Taking a,z € GF(3,2) = {0,1,¢,¢2,...,¢"}, the 9 x 9 matrices A = [(al’z)]a,zecp(g’z)
and H = [Tr(a$2)]a’zecp(3,2> are given by

000000000
020102010
022112211

002010201
012211221
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A generator matrix for H is

00000000

20102010

Gr— 020102010 while o 22112211
022112211}, 4
02010201

12211221

is obtained by

9x8

deleting the first column of H. H is a linear code over Z3 with parameters
[9,2,4]. The Hamming weight of each non-zero codeword is either 4 or 8. Thus
H is a two-weight code. The punctured code H*, obtained by deleting the first
column of H, is an [8,2,4] cyclic code over Zs. The weight of each non-zero
codeword is not divisible by 3 and from Theorem 2, H is not a self-orthogonal

code.

Ezample 3. Consider the primitive polynomial p(z) = 22 + x + 2 over Zs and
let ¢ be a root of p(x). The elements of GF'(5,2) = Zs[z]/(p(x)) = Zs[¢] can
be listed as {0,1,¢(, (2, ..., ¢**}. The following table provides the trace values of

squares of these elements.

z 22 Tr(z?) = o Tr(z®) = 2* Tr(z?) = 2 Tr(z?)
000 C4 CS 4 CQ C18 1 C14 C4 1
11 2 C5 ClO 2 (:10 C2O 1 C15 CG 4
C <-2 2 C() <-12 3 Cll <-22 3 <-16 CS 4
CQ C4 1 C7 C14 3 (:12 1 2 C17 (:10 2
CS CG 4 CS Clﬁ 4 (:13 C2 2 ClS (:12 3

Selectinga, z € GF(5,2) = {0,1,(,¢?,...,¢*}, thematrix A = [(a2?)]4 zecr(s,2)

is given by

0 423 <-1 43 <-5 <-7 49 411 <-13 (

and the matrix H = [Tr(az?)], zecr(s,2) is given by

00000000000000000000000OO0O
0221442334113221442334113
0404303101202404303101202

0322144233411322144233411
0240430310120240430310120

The rows of H can be generated by

Gy

L

21
-6 25x25

25%25

10221442334113221442334113
©10404303101202404303101202

2x25
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Therefore H is a linear code over Zs and its parameters are [25,2,16]. The
punctured code H*, obtained by deleting the first column in H, is a [24, 2, 16]
cyclic code over Zs. The Hamming weight of each non-zero codeword of H is
either 16 or 24. Thus H is a two-weight code. From part iv of Theorem B H is
a self-orthogonal code.

4 Conclusions and Further Work

Even though much work has been done on the classification of nonbinary self-
orthogonal codes (JBIT3], these deal mostly with dimension 3 and larger. The
codes we find here are 2-dimensional.

In this paper we studied the distribution of Tr(az?) and used it to construct
two-dimensional, two-weight, cyclic, self-orthogonal codes over Z,. The questions
that arise are whether we can extend this construction to construct codes over
GF(p,2) using Tr(az?) for any integer A > 0 and in general over GF(p, m). We
are currently doing this research.
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Generalized Rotation Symmetric and Dihedral
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Abstract. Recently, 9-variable Boolean functions having nonlinearity
241, which is strictly greater than the bent concatenation bound of 240,
have been discovered in the class of Rotation Symmetric Boolean Func-
tions (RSBFs) by Kavut, Maitra and Yiicel. In this paper, we present
several 9-variable Boolean functions having nonlinearity of 242, which we
obtain by suitably generalizing the classes of RSBFs and Dihedral Sym-
metric Boolean Functions (DSBFs). These functions do not have any
zero in the Walsh spectrum values, hence they cannot be made balanced
easily. This result also shows that the covering radius of the first order
Reed-Muller code R(1, 9) is at least 242.

Keywords: Rotation symmetric boolean functions, dihedral symmetric
boolean functions, nonlinearity.

1 Introduction

Constructing Boolean functions with high nonlinearity is a challenging problem
in the area of cryptography and combinatorics. The problem is also related to
the covering radius of the first order Reed-Muller code. The Boolean functions
attaining maximum nonlinearity of 2! —22~! are called bent [27] which occur
only for even number of input variables n. For odd number of input variables
n, an upper bound of nonlinearity is given as 2[2"~2 — 22 ~!| [I3]. For odd n,
one can get Boolean functions having nonlinearity 27~ —2"2 ' by concatenating
two bent functions on (n — 1) variables. That is the reason why the nonlinearity
value of 271 —2"2" for odd n is known as the bent concatenation bound.
Recently, 9-variable Boolean functions with nonlinearity 241, which is greater
than the bent concatenation bound of 240, have been discovered [15] in the RSBF
class. The question of whether it is possible to exceed the bent concatenation
bound for n = 9, 11, 13 was open for almost three decades. It was known for odd
n < 7, that the maximum nonlinearity is equal to the bent concatenation bound,
on—l 2"51; since the maximum nonlinearity of 5-variable Boolean functions
was found [I] as 12 in 1972, and that of 7-variable Boolean functions was com-
puted [23] as 56 in 1980. However, in 1983, 15-variable Boolean functions with
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© Springer-Verlag Berlin Heidelberg 2007
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nonlinearity 16276 which exceeded the bent concatenation bound were demon-
strated [24] and using this result, it became possible to get Boolean functions
with nonlinearity 27! — 2" 420%x2"2" for odd n > 15. Until 2006, there was
a gap for n = 9,11, 13 and the maximum nonlinearity known for these cases was
2n=1_2"2" In 2006, 9-variable functions, which belong to the class of Rotation
Symmetric Boolean functions (RSBFs), with nonlinearity 241 (=29-1—-2"2" 41)
were discovered [I5]. Such functions were attained utilizing a steepest-descent
based iterative heuristic that first appeared in [17], which was suitably modified
in [15] for a search in the class of RSBFs.

The class of RSBF's is important in terms of their cryptographic and combina-
torial properties [ABGITIRIOTTITORTIZ2225128/29]. The nonlinearity and correla-
tion immunity of such functions have been studied in detail [ATTITOR2TI222829].
It is now clear that the RSBF class is quite rich in terms of these properties and
the recently found 9-variable RSBFs [I5] having nonlinearity 241 support this
fact. In [20], a subspace of RSBFs called Dihedral Symmetric Boolean Functions
(DSBFs), which are invariant under the action of the dihedral group are intro-
duced. It has been shown that some of the 9-variable RSBF's having nonlinearity
241 also belong to this subspace, confirming the richness of DSBF's.

Since the space of the RSBF class is much smaller (=~ 2 £ ) than the total space
of Boolean functions (22") on n variables, it is possible to exhaustively search
the space of RSBFs up to a certain value of n. In [14], an exhaustive search is
carried out for the whole space of 9-variable RSBF's exploiting some combinato-
rial results related to the Walsh spectra of RSBFs; and it has been shown that
there is no RSBF having nonlinearity > 241. In order to find functions with
higher nonlinearity, one needs to increase the search space. This motivated us to
generalize the classes of RSBFs and DSBF's, and our search in the generalized
DSBF and RSBF classes successfully ended up with 9-variable functions having
nonlinearity 242. However, since these functions do not have any zero in the
Walsh spectrum values, they cannot be made balanced easily.

Considering a Boolean function f as a mapping from GF(2") — GF(2), the
functions for which f(a?) = f(a) for any o € GF(2"), are referred to as idempo-
tents [8I9]. In [24], 15-variable Patterson-Wiedemann functions having nonlinear-
ity 16276 = 215-1 — 2 "7 420 are identified in the idempotent class. As pointed
out in [8I9], the idempotents can be seen as RSBFs with proper choice of basis.

In the following section, we will propose the generalized k-RSBF's, as functions
which satisfy f(an) = f(a), where 1 < k|n. Note that if ged(n, k) = 1, the
resulting functions are the same as idempotents; whereas for k& = n the entire
space of n-variable Boolean functions is covered. In the space of generalized k-
RSBFs, imposing the condition of invariance under the action of dihedral group,
we obtain the class of generalized k-DSBFs as a subset of k-RSBFs.

2 Background

A Boolean function on n variables may be viewed as a mapping from V,, =
{0,1}™ into {0,1}. The truth table of a Boolean function f(zg,...,2,—1) is a
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binary string of length 2", f = [f(0,0,...,0), f(1,0,...,0), f(0,1,...,0),...,
f(1,1,...,1)]. The Hamming weight of a binary string S is the number of 1’s
in S denoted by wt(S). An n-variable function f is said to be balanced if its
truth table contains an equal number of 0’s and 1’s, i.e., wt(f) = 2"~ 1. Also, the
Hamming distance between equidimensional binary strings S; and S is defined
by d(S1,S2) = wt(S1 & S2), where @ denotes the addition over GF'(2).

An n-variable Boolean function f(zg,...,z,—1) can be considered to be a
multivariate polynomial over GF(2), called the algebraic normal form (ANF)
of f. The number of variables in the highest order product term with nonzero
coefficient is called the algebraic degree of f and denoted by deg(f).

Functions of degree at most one are called affine functions. An affine function
with constant term equal to zero is called a linear function. The set of all n-
variable affine functions is denoted by A(n). The nonlinearity of an n-variable
function f is ni(f) = minge 4(n)(d(f,g)), i-e., the minimum distance from the
set of all n-variable affine functions.

Let x = (zo,...,%n—1) and w = (wp, ..., w,—1) both belong to {0,1}" and
T-w = Towy D ... P Tp_1wWy_1. Then the Walsh transform of the n-variable
Boolean function f(x) is a real valued function over {0, 1}" which is defined as

_ _1\f(=)_1\ywz
Witw) =32 o (D e
In terms of the Walsh spectrum, the nonlinearity of f is given by

1 n
ni(f) = 52"~ max (Wy(w)).

The autocorrelation function of a Boolean function f is given by

ri(d) = Zme{oyl}n<—1)f(””)<—1)f(””@d)v where d = (do, ..., dn—1) € {0,1}™

The autocorrelation value having maximum magnitude is also known as the
absolute indicator [30] and denoted as Ay = maxg(o,....0)ef0,13» |77 (d)]-

3 Generalized Rotation and Dihedral Symmetric Boolean
Functions

After briefly summarizing RSBF's, we propose the generalized classes of k- RSBF's
and k-DSBFs in Definition 2 and Definition 3 respectively. Letting (zo, z1, .. .,
Ty_1) € Vi, the (left) k-cyclic shift operator p*, on n-tuples is defined as
Pkn($07 3 P (Enfl) - ($(0+k)mod nyc e x(n—l-&-k)mod n)v for 1 S k S n.
Definition 1. A Boolean function f is called rotation symmetric if for each
anUt (an ceey ﬂfn_l) S {Oa 1}n7 f(pln(x()a s 7$n_1)) = f(an cee 7$n_1).

That is, RSBF's are invariant under all cyclic rotations of the inputs. The in-
puts of a rotation symmetric Boolean function can be divided into orbits so
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that each orbit consists of all cyclic shifts of one input. An orbit generated by
(0,21, ,2Tn_1) is denoted by G, (w0, T1,...,Tn_1) = {p* (T0,T1, .., Tn_1) |
1 <k < n} and the number of such orbits is g, (= 2% ). More specifically, g,
is equal to 711 Zt|n #(t)2% [28], where ¢(t) is the Euler’s phi-function. The total
number of n-variable RSBFs is 29~.

In the following, we define the generalized RSBFs as k-rotation symmetric

Boolean functions (k-RSBFs).

Definition 2. Let 1 < k < n,k|n. An n-variable Boolean function f is called
k-rotation symmetric if for each input (zo,...,zn—1) € {0,1}", f(p*, (20, .,
xn—l)) = f(xo, ey a:n_l).

As can be seen, the k-rotation symmetric Boolean functions are invariant un-
der k-cyclic rotations of inputs. Therefore, an orbit of a k-RSBF generated by
(20,21, s Tn_1) is G¥p(zo, 21, 20 1) = {p°,(x0, 21, ., Tn_1)|i = k,2k,
3k,...,n}. For example, G34(001,001,111) = {(001,001,111), (001,111, 001),
(111,001, 001)}.

If g,k is the number of distinct orbits in the class of k-RSBF's of n variables,
one can show that g, ; = Z Zt| " #(t)2%, where ¢(t) is the Euler’s phi function.

In [20], a subspace of RSBFs called Dihedral Symmetric Boolean Functions
(DSBFs), which are invariant under the action of dihedral group D,, are intro-
duced. In addition to the (left) k-cyclic shift operator p*, on n-tuples, which
is defined previously, the dihedral group D,, also includes the reflection oper-
ator 7, (o, 1, .., Tn-1) = (Tp-1,...,21,20). The 2n permutations of D,, are
then defined as {p',,, 0%, s P L0 Py Th s T2y oo o, T 5, 770 b The dihe-
dral group D,, generates equivalence classes in the set V,, [26]. Let d,, be the
number of such partitions. The following proposition gives the exact count of

d,, [10, page 184], [20].

Proposition 1. Let d,, be the total number of orbits induced by the dihedral
group D,, acting on V,,. Then d,, = g,/2 + 1, where, g, = 711 Zt|n #(t)2% is the
number of rotation symmetric classes [28], ¢(t) is the Euler’s phi-function and

- 223,ifniseven,
N 2n51,ifnisodd.

Since there are 2%» many n-variable DSBF's, a reduction in the size of the search
space over the size of RSBFs is provided.

Definition 3. Let 1 <k < n, k|n. An n-variable Boolean function f is called k-
dihedral symmetric if f is invariant under the group action D*, = {p',, Tnp®, |
i =k, 2k, 3k,...,n}.

As the class of DSBF's is a subspace of k-DSBFs, we call k-DSBFs ” generalized
dihedral symmetric Boolean functions”. One should observe that k-DSBFs is a
subspace of k-RSBF's.

When Proposition 1 is applied to k-dihedral symmetric functions, we obtain
the following corollary.
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Corollary 1. Let d, i be the number of distinct orbits, in the class of k-DSBF's
of n variables. Then, dn i = gnk/2 + 1, where, gn i = ZZtIZ #(t)2% s the
number of k-rotation symmetric classes, ¢(t) is the Fuler’s phi-function and

n . ,
2271 if n is even, k is even,
n . . .
|l = 222, if n is even, k is odd,
n—1 . .
2 2 | ifn is odd.

Table 1 compares the orbit counts of k-rotational classes, k-dihedral classes,
RSBFs, and DSBFs for kjn,n < 15.

Table 1. Comparison of the orbit counts g, dn, gn,r and d,,  for n =4,6,...,15, and
all integers k, which divide n

n
ga=6 gsr 10 — - - - -
di=6 day 7 - - — — -

6 g6 =14 ger 24 36 - - - -
ds =13 dejp 16 24 - - - -

g 9= 36 gk 70 — 136 - - -
ds =30 dsr 43 — 76 - - -

9 g9 = 60 99,k - 176 - - - -
do =46 doj - 104 - - - -

10 gio = 108 gio,x 208 — — 528 — —

dio =78 dior 120 - - 288 - -

19 912 = 352 gi2,, 700 1044 1376 — 2080 —

diz =224 di2) 382 570 720 - 1072 -

1= 118291k 2344~ 8256

dia = 687 diar 1236 — - - — 4224

15915 = 2192 g5, — 6560 — 10944 — -

dis = 1224 dy5, — 3408 — 5600 — -

4 Search Strategy

Our search strategy (refer to [I5II0] for details) uses a steepest-descent like iter-
ative algorithm in the pre-chosen set of n-variable Boolean functions (3-DSBF's
or 3-RSBFs for n = 9). Each iteration step accepts the function f and outputs
the function f,,;,. Initiating the algorithm with a random Boolean function, at
each iteration all costs are calculated within a pre-defined neighborhood of f,
and the function having the smallest cost is chosen as the iteration output f,n-
In some rare cases, the cost of f,;, may be larger than or equal to the cost of f.
This is the crucial part of the search strategy, which provides the ability to es-
cape from local minima and its distinction from the steepest-descent algorithm.
Hence, the algorithm minimizes the cost until a local minimum is attained; then
it takes a step in the direction of nondecreasing cost. The deterministic step in
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the reverse direction corresponds to the smallest possible cost increase within
the pre-defined neighborhood of the preceding Boolean function. The choice of
the cost function is also critical and it is chosen as:

Cost(f) =Y [Wy(w)* — 2",

which is also equal to the sum of squares of the autocorrelation values given by
Zd7d¢(07___70) r¢2(d), excluding r£(0,...,0).

5 Results

We apply our search strategy to 9-variable 3-DSBFs, where the size of the 3-
DSBF search space is 2194 (see Table 1). We have found several unbalanced
Boolean functions having nonlinearity 242. Among them there are two different
absolute indicator values, which are 32 and 40. The following is the truth table
of a 9-variable, 3-dihedral symmetric Boolean function having nonlinearity 242,
absolute indicator value 40, and algebraic degree 7:

68B7EF2DA03BOD3EAOODB6A96DDI9AEAFDBIC842B6D5DC8C4526CEODD29020DB
B75FE3314568344E73688FF0CB2482E065231869E1AA4583765CC491F8A8DB12

And, the function below is another 9-variable 3-DSBF having nonlinearity 242,
absolute indicator value 32, and algebraic degree 7:

125425D30A398F36508C06817BEE122E250D973314F976AEDSSA3EA9120DA4FE
OE4D4575C42DD0426365EBATFC5F45BEOB2F336981B5E1863618F49474F6FEQO

Using a computer system with Pentium IV 2.8 GHz processor and 256 MB
RAM, and setting the maximum iteration number to N = 60, 000, a typical run
of the search algorithm takes 1 minute and 34 seconds. We have carried out 100
runs, each with N = 60,000. Out of 6 million distinct 3-DSBFs, 152 functions
have the nonlinearity 241, and 36 many 3-DSBFs have the nonlinearity 242.

Additionally, we have applied the search strategy to 9-variable 3-RSBF's (the
size of the search space is now 27 as can be seen from Table 1), for which
we initiate the search algorithm with a 9-variable 3-DSBF having nonlinearity
242. Then we have obtained some 9-variable 3-RSBFs having nonlinearity 242,
absolute indicator 56, and algebraic degree 7. The following is the truth table of
such a function:

3740B6A118A1E19642A85E2B7TE2F3C3CB65FAODOSECODB1EA92BDB3666185AE0
087F5FEGE0757106A12FC918754C40E8A1BCCB7A714032A8961456E066E8A801

Tt is clear that using one of the above 9-variable functions (say f) and a 2-
variable bent function (say g), the 11-variable function g(yo,y1) @ f(xo, ..., xs)
with highest -till date- nonlinearity of 2''=1 —2 Y= 996, can be obtained.
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Similarly h(yo,y1,y2,y3) ® f(xo,...,xs) is the most nonlinear 13-variable func-
tion known to date, with nonlinearity 2'3=% — 22" + 8 = 4040 where h is a
4-variable bent function and f is one of the above 9-variable functions with non-
linearity 242. We think this is a significant improvement on the results of [I5].
However, since the nonlinearity 2"~1 —2"2" +2 x 2"2", which can be obtained
by bent concatenation of 9-variable functions with nonlinearity 242 is less than
the nonlinearity 271 —2"2" +20x2"2" given in [24] for odd n > 15, this result
is significant only for odd 13 > n > 9.

6 Coding Theoretic Significance

The concept of urcoset was first presented in [12] and then in [23] as orphan
coset. The set D defines an urcoset, if the union of the support of the leaders
of D covers the full space; in other words, a coset D of the first order Reed-
Muller code R(1,n) with a set of coset leaders L(D) is an urcoset [I§], when
UgGL(D)Supp(g) = {07 1...,2" = 1}

In [9], orphan cosets having minimum weight of 240 have been reported, and
in [I4] it is confirmed that each of the cosets f @ R(1,9) is an orphan or urcoset,
where f is any RSBF having nonlinearity 241.

We have checked by running a computer program that for any of the above
functions f having nonlinearity 242, each of the cosets f @ R(1,9) is an orphan
or urcoset. This is the first time orphan cosets having minimum weight 242 are
demonstrated.

In [2], it is conjectured that the covering radius [T9124] of R(1,n) is even.
Our results for n = 9 show that the covering radius is at least 242 and it is an
interesting open question to settle it. The upper bound presented in [13] for the
covering radius of R(1,9) is 244.

References

1. Berlekamp, E.R., Welch, L.R.: Weight Distributions of the Dosets of the (32, 6)
Reed-Muller code. IEEE Trans. Inform. Theory 18(1), 203-207 (1972)

2. Brualdi, R.A., Cai, N., Pless, V.: Orphan Structure of the First Order Reed-Muller
Codes. Discrete Mathematics 102, 239-247 (1992)

3. Brualdi, R.A., Pless, V.S.: Orphans of the First Order Reed-Muller Codes. IEEE
Trans. Inform. Theory 36(2), 399-401 (1990)

4. Clark, J., Jacob, J., Maitra, S., Stanica, P.: Almost Boolean Functions: The Design
of Boolean Functions by Spectral Inversion. Computational Intelligence 20(3), 450
462 (2004)

5. Cusick, T.W., Stanica, P.: Fast Evaluation, Weights and Nonlinearity of Rotation-
Symmetric Functions. Discrete Mathematics 258, 289-301 (2002)

6. Dalai, D.K., Gupta, K.C., Maitra, S.: Results on Algebraic Immunity for Crypto-
graphically Significant Boolean Functions. In: Canteaut, A., Viswanathan, K. (eds.)
INDOCRYPT 2004. LNCS, vol. 3348, pp. 92-106. Springer, Heidelberg (2004)

7. Dalai, D.K., Maitra, S., Sarkar, S.: Results on rotation symmetric Bent functions.
In: BFCA 2006. 2nd International Workshop on Boolean Functions: Cryptography
and Applications, pp. 137-156 (2006)



328

8.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

S. Kavut and M.D. Yiicel

Filiol, E., Fontaine, C.: Highly nonlinear balanced Boolean Functions with a good
Correlation-Immunity. In: Nyberg, K. (ed.) EUROCRYPT 1998. LNCS, vol. 1403,
pp. 475-488. Springer, Heidelberg (1998)

. Fontaine, C.: On Some Cosets of the First-Order Reed-Muller Code With High

Minimum Weight. IEEE Trans. Inform. Theory 45(4), 1237-1243 (1999)

Harary, F.: Graph Theory. Addison-Wesley Publishing Company, Reading (1972)
Hell, M., Maximov, A., Maitra, S.: On Efficient Implementation of Search Strategy
For Rotation Symmetric Boolean Functions. In: ACCT 2004, Black Sea Coast,
Bulgaria (2004)

Helleseth, T., Mattson Jr., H.F.: On the Cosets of the Simplex Code. Discrete
Math. 56, 169-189 (1985)

Hou, X.-d.: On the Norm and Covering Radius of the First Order Reed-Muller
codes. IEEE Trans. Inform. Theory 43(3), 1025-1027 (1997)

Kavut, S., Maitra, S., Sarkar, S., Yiicel, M.D.: Enumeration of 9-variable Rotation
Symmetric Boolean Functions having Nonlinearity > 240. In: Barua, R., Lange,
T. (eds.) INDOCRYPT 2006. LNCS, vol. 4329, pp. 266-279. Springer, Heidelberg
(2006)

Kavut, S., Maitra, S., Yiicel, M.D.: Search for Boolean Functions with Excellent
Profiles in the Rotation Symmetric Class. IEEE Trans. Inform. Theory 53(5), 1743~
1751 (2007)

Kavut, S., Maitra, S., Yiicel, M.D.: Autocorrelation Spectra of Balanced Boolean
Functions on Odd Number Input Variables With Maximum Absolute Value <

2"3". In: BECA 2006, University of Rouen, France, pp. 73-86 (2006)

Kavut, S., Yiicel, M.D.: A New Algorithm for the Design of Strong Boolean Func-
tions. In: First National Cryptology Symposium, METU, Ankara, Turkey, pp. 95—
105 (2005)

Langevin, P.: On the Orphans and Covering Radius of the Reed-Muller Codes.
In: Mattson, H.F., Rao, T.R.N., Mora, T. (eds.) AAECC-9. LNCS, vol. 539, pp.
234-240. Springer, Heidelberg (1991)

MacWillams, F.J., Sloane, N.J.A.: The Theory of Error Correcting Codes. North
Holland, Amsterdam (1977)

Maitra, S., Sarkar, S., Dalai, D.K.: On Dihedral Group Invariant Boolean Func-
tions. In: BFCA 2007, University of Rouen, France (2007)

Maximov, A.: Classes of Plateaued Rotation Symmetric Boolean functions un-
der Transformation of Walsh Spectra. In: Ytrehus, @. (ed.) WCC 2005. LNCS,
vol. 3969, pp. 325-334. Springer, Heidelberg (2006)

Maximov, A., Hell, M., Maitra, S.: Plateaued Rotation Symmetric Boolean Func-
tions on Odd Number of Variables. In: BFCA 2005, University of Rouen, France
(2005)

Mykkeltveit, J.J.: The Covering Radius of the (128, 8) Reed-Muller Code is 56.
IEEE Trans. Inform. Theory 26(3), 359-362 (1980)

Patterson, N.J., Wiedemann, D.H.: The Covering Radius of the (215, 16) Reed-
Muller code is At Least 16276. IEEE Trans. Inform. Theory 29(3), 354-356 (1983)
Pieprzyk, J., Qu, C.X.: Fast Hashing and Rotation-Symmetric Functions. J. Uni-
versal Computer Science 5, 20-31 (1999)

Roberts, F.S.: Applied Combinatorics. Prentice-Hall, Inc., Englewood Ciffs, New
Jersey



Generalized Rotation Symmetric and Dihedral Symmetric Boolean Functions 329

27. Rothaus, O.S.: On Bent Functions. Journal of Combinatorial Theory, Series A 20,
300-305 (1976)

28. Stanica, P., Maitra, S.: Rotation Symmetric Boolean Functions — Count and Cryp-
tographic Properties. In: R. C. Bose Centenary Symposium on Discrete Mathemat-
ics and Applications. Electronic Notes in Discrete Mathematics, vol. 15, Elsevier,
Amsterdam (2004)

29. Stanica, P., Maitra, S., Clark, J.: Results on Rotation Symmetric Bent and Corre-
lation Immune Boolean Functions. In: Roy, B., Meier, W. (eds.) FSE 2004. LNCS,
vol. 3017, pp. 161-177. Springer, Heidelberg (2004)

30. Zhang, X.M., Zheng, Y.: GAC — The Criterion for Global Avalanche Characteristics
of Cryptographic Functions. J. Universal Computer Science 1(5), 316-333 (1995)



On Quasi-cyclic Codes over Integer Residue
Rings

Maheshanand! and Siri Krishan Wasan?

! Centre for Development of Advanced Computing, Noida, India
maheshanand@cdacnoida.in
2 Department of Mathematics, Jamia Millia Islamia, New Delhi, India
skwasan@yahoo.com

Abstract. In this paper we consider some properties of quasi-cyclic
codes over the integer residue rings. A quasi-cyclic code over Zg, the
ring of integers modulo k, reduces to a direct product of quasi-cyclic
codes over Zp?:, k =TI;_,p{, pi a prime. Let T be the standard shift
operator. A linear code C over a ring R is called an [-quasi-cyclic code
if T'(c) € C, whenever ¢ € C. It is shown that if (m,q) = 1, ¢ = p",
p a prime, then an l-quasi-cyclic code of length Im over Z, is a direct
product of quasi-cylcic codes over some Galois extension rings of Z,. We
have discussed about the structure of the generator of a 1-generator [-
quasi-cyclic code of length im over Z,. A method to obtain quasi-cyclic
codes over Zg4, which are free modules over Z,, has been discussed.

Keywords: Quasi-cyclic codes, circulant matrices, Galois rings, Hensel’s
lift.

1 Introduction

Quasi-cyclic codes form a remarkable generalization of cyclic codes [I], [Bl,
[18]. They are asymptotically good as they meet a modified version of Gilbert-
Varshamov bound [I0]. They are closely linked to convolutional codes. Recently
there has been a great interest for their applications in studying Turbo codes [19]
and many Low-Density Parity Check (LDPC) codes [6]. It is well known that
Turbo codes and LDPC codes have been proved to be capacity approaching
codes.

In recent years, there has been a lot of interest in codes over finite rings since
the revelation in 1994, in a breakthrough paper by Hammons et al. [7], that some
non linear binary codes with very good parameters are actually binary images
under a certain map, of some linear codes over Z,, the ring of integers modulo
4. Cyclic codes over some rings have been studied by a number of authors [2],
[3], [15], [16], however, there has been a limited study on quasi-cyclic codes over

rings [1], [12].
Let R be finite commutative ring with identity. A linear code C of length n
over R is a submodule of the R-module R". Such a submodule is not necessarily

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 330 2007.
© Springer-Verlag Berlin Heidelberg 2007
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a free module. Let T be the standard shift operator. A linear code C over R
is called a quasi-cyclic code of index [ (or an [-quasi-cyclic code ) if T(c) € C
whenever ¢ € C. For [ = 1, a quasi-cyclic code is simply a cyclic code. We assume
that [ divides the code length n and n = Im, for some positive integer m. Up
to equivalence, the generator matrix of an [-quasi-cyclic code of length n = Im
can be expressed as a block matrix of m x m circulant matrices [4]. It is well
known that a quasi-cyclic code of length n = Im over R can be regarded as

1
an <wﬁ[f]1> -submodule of ( <$ﬁ[f]l>> [0, [12]. If this module is generated by a

R[z]

!
single element g(z) € ( ( , then we say that the code is a 1-generator

zm—1)
quasi-cyclic code. The generator matrix of a 1-generator [-quasi-cyclic code of
length n = Im consists of a single row G = [G1,Ga, ..., G| of m x m circulant

matrices. In this paper we consider some properties of quasi-cyclic codes over
integer residue rings.

2  Quasi-cyclic Codes over Zj

Now we consider quasi-cyclic codes over Zj, the ring of integers modulo k. As

Zele]l _submodule of

usual, an [-quasi-cyclic code of length n = Im over Zy is a (@m—1)

!
( <$Z,ﬁ[f]l>> . Let k =T];_; p{* be the canonical factorization of k. By the Chinese

Remainder Theorem

Ly, = HZP?: . (1)

From (), it follows that

(O ) . _< ) | ¥

Zy ]
1;7n71>
Zeil] !

mnz 1>

1
Every submodule of ( ( ) (1 - quasi-cyclic code over Zy) is a direct prod-

uct of submodules of (I - quasi-cyclic code over Ze: ), i = 1,2,...,s

Therefore, in order to study quasi-cyclic codes over Zy, it is sufficient to consider
them over Z,-, p a prime.
Let g =p" , p a prime.
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3 Quasi-cyclic Codes over Z,

Definition 1. A polynomial f(x) € Zg[z] is said to be basic irreducible if f(x)
(modulo p) is irreducible in Zy[x].

Definition 2. Let f(x) € Z,[z] is a monic basic irreducible polynomial of degree

m. Then the Galois ring of degree m, over Zq, is defined by GR(q, m) = <%cq([;)]>.

Further, GR(q,1) = Z, and GR(p, m) = Fpm, the finite field over Z, with p™
elements. The Galois ring R = GR(q, m) = GR(p",m) is a local ring with the
maximal ideal (p) = pR and the residue field R/pR = Fpm. If £ is a root of f(z),
then R = Z4(§).

Theorem 1 ([9]). If (m,q) = 1, then 2™ — 1 factorizes uniquely into monic
pairwise coprime basic irreducible polynomials over Z,.

Using Theorem (1) we can describe a structure of I-quasicyclic codes of length
n = Im over Z,. A more general structure of quasi-cyclic codes over finite chain
rings has been discussed in [12].

Theorem 2. If (m,q) = 1 then a quasi-cyclic code of length n = lm and index
L over Zq 1is a direct product of linear codes over Galois extension rings of Z.

Proof. Let C be a quasi-cyclic code of length n = Im and index [ over Z,. Then

I
Cisa (qu - submodule of (<qu ) . Since (m,q) = 1, therefore, x™ — 1

zm—1) z™m—1)
factorizes uniquely into monic pairwise coprime basic irreducible polynomials
over Zq. Let 2™ —1 = f1(x) fo(x)... fe(x) be the factorization of 2™ —1 into monic
pairwise coprime basic irreducible polynomials over Z,. Then by the Chinese
Remainder Theorem

Zg[z)
L (fi(w)) -

Since f;(z) is a basic irreducible polynomial in Z,[z],i = 1,2,...,t, therefore,

5;([::% is a Galois ring over Z,. Let éf([j% = GR(q,m;), where m; = deg

I
(fi(z)). Then (Zq [=] y = [1._, GR(g, m;) . From this, it follows that ( Lqlz) ) =

rm—1 (xm—1)

Za] T
(™ — 1) N - )

7

!
[1._, (GR(q, m;)) . Then every submodule of (&ﬂf%) is a direct product of

submodules of (GR(q, mi))l. Since a submodule of (GR(q, mi))l is a linear code
of length I over GR(q, m;), therefore, C is a direct product of linear codes over
the Galois rings GR(q,m;),i =1,2,...,t. O

Thus, if (m,q) = 1 and C; is a linear code of length [ over the Galois ring
GR(q,m;),i=1,2,...,t, then Hle C; is an [-quasi-cyclic code of length n = Im
over Z, with [[._, |C,| codewords.
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Ezample 1. Let q=2,l=3andm=7.Nowz" — 1 = (z — 1)(2® + = + 1)(2® +
2?4 1) is the factorization of 27 — 1 into irreducible polynomials in Zs[x]. Let C be
a 3-quasi-cyclic code of length 21 over Zs. Then C = C; @@ C2 @ Cs3, where Cy is a
linear code of length 3 over the Galois ring GR(2,1) = <ZQ [z]> = Zs, and Cy and Cs
Zs[z] Zs[x]

are linear codes of length 3 over the Galois ring GR(2, 3) = (@ tatl) = (a1

The structure of 1-generator quasi-cyclic codes over the finite fields is well known
[17], [18]. We generalize the result for 1-generator quasi-cyclic codes over Z,.

Theorem 3. LetC be a 1-generator [-quasi-cyclic code over Zq of lengthn = lm.

1
Then, a generator g(x) € (f,i[f]D) of C has the form

g(iL') = (gl(x)vQQ(l‘)v s agl(l‘))
where g;(z) is a generator polynomial of a cyclic code of length m over Z,.

Proof. Let C be a 1-generator [-quasi-cyclic code of length n = Im over Z,. For a

1
fixed 4,4 =1,2,...,1, consider the projection (&‘,’ff%) — <§3[f]1>7 defined by

(ri(z),ra(x), ..., ri(x)) — ri(2)
Let the image of C under this projection be C;, ¢ = 1,2,....,1. Obviously C; C

Zyo] - s g Zalo] Zqle] '
(21" Now, since C is a (@m—1)" submodule of (<mm_1>> , therefore, for any

c(z) = (c1(x),ca(x),...,c(x)) € C and a(z) € Lqlz] , a(z)e(x) € C. Con-

(:E7”—1>
sequently, for any c¢;(z) € C; , a(z)c;(z) € C;. It follows that C; is an ideal of

z M . Therefore, C; is a cyclic code of length m over Z,. Now, if g(z) =

(zm
(91( ) 2(2), ..., qi(x)) is a generator of C, then the polynomial g;(x) generates
’L =

o Zalz] ~generated by g;().

1,2,...,1. Therefore C; is a principal ideal of (@m—1)
O

Now onward, we assume that (m,q) = 1. Then, <§ikf}1> is a principal ideal ring
3] [9]. Therefore, every cyclic code of length m over Z, is generated by a single
polynomial. However, unlike the finite field case, the generator polynomial of a
cyclic code of length m over Z, does not necessarily divide ™ — 1 in Z,[x] [II,
[20]. For the present case, (i. e. (m,q) = 1), an interesting class of quasi-cyclic
codes occurs when the cyclic code C;, 7 = 1,2, ...,1, in Theorem (3), is generated
by a polynomial g;(x) dividing ™ — 1 in Z,[z]. C; is then a free Z, - module. In
fact, the following result is true.

Theorem 4 ([22]). Let (n,q) =1 and C be a cyclic code of length n over Z,.
Then C is a free Zg-module if and only if it is generated by a polynomial g(x)
which divides ™ — 1 in Zq[x]. In this case, the rank of C over Zq is n—deg g(x).

In [20], it is shown that if a cyclic code C of length n over Z, is generated by a
polynomial g(z) | (2" —1) then g(z), zg(z), . .., z%89*)~1g(z) form a basis for C
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over Z4. Applying the similar arguments, it is easy to show that if a cyclic code
C of length n, (n,q) = 1, over Z,, is generated by a polynomial g(x) | (z" — 1)
then g(z),zg(z),. .., 289 ~1g(z) form a basis for C over Z,. Further, as in
the finite field case, it is straightforward to show that if a cyclic code of length
n over Z, is generated by a polynomial g(z) dividing 2™ — 1 in Z,[z], then it

is also generated by a polynomial f(z)g(x) with (f(:r)7 ””g?;f) =1 in Z,[z].
Therefore, for an [-quasi-cyclic code of length n = lm over Z, with a generator
g(z) = (g1(x), 92(x),...,q(z)) with g;(z) dividing ™ — 1 in Z4[z], we can
also take its generator as g(z) = (f1(x)g1(x), f2(x)g2(x), ..., fi(zx)g(z)) with
()5t ) =1

Now we consider 1-generator I-quasi-cyclic codes of length n = Im with gener-
ators of the form g(x) = (f1(x)g(x), f2(x)g(x), ..., fi(x)g(x)) with g(x) dividing
2™ —1and ( f;(x), ””;;)1 = 1. In [I] it is proved that a 1-generator [-quasi-cyclic
code of length n = Im, m odd, over Z4, with a generator of the above form is
a free Z4-module of rank m — degg(x). We generalize this result to quasi-cyclic
codes over Zg.

Theorem 5. Let C be a 1-generator l-quasi-cyclic code of length n = lm over
Zq with a generator of the form

9(x) = (f1(x)g(x), f2(x)g(2), ., fi(z)g(x))

where g(x) | (2™ —1) and (fi(:r)7 ””;'(L;)l) =1fori=1,2,...,1. Then C is a free

Zq-module of rank m—deg g(x).

Proof. Once again, for a fixed 4,7 = 1,2, ...,[, consider the projection (<§3[f]1>>

—  Lala] ) defined by

(zm—1
(T1($), 7"2(%), R 7‘[(1‘)) - Ti(‘r)

Let the image of C under this projection be C;, i« = 1,2,...,l. Then, from
Theorem (3), we know that C; is a cyclic code of length m over Z,, gener-
ated by the polynomial g;(z) = g(x) for each i = 1,2,....,l. Now if a rela-

tion of the form 3, a;x'g(z) = 0, with a; € Z, exists on <Zq[m]

ey then a

4 1
similar relation ), a;z*g(x) = 0, with a; € Zg4, holds in (<Z"[$]>) . Also

e |

if Y, aizig(z) # 0 with a; € Z, in Zal*l then so is Y, aixig(z) # 0 in

(mnz — 1>

1
(<Z“[m] ) . Thus g(z),zg(x),...,2°g(z), for some s > 0, are linearly indepen-

zm—1)
dent over Zg, if and only if, g(x),zg(x),...,z°g(x) are linearly independent
over Zq. Now g(x) is a generator polynomial of the cyclic code C; and g(x) di-
vides 2™ — 1 over Z,. Therefore, from Theorem (4), C; is a free Z,-module and,
g(x),2g(x),...,am (8@ =D g () form a basis for C; over Z,. From above dis-
cussion, it follows that g(z),zg(z),..., 2™ (4@~ g(z) form a basis for C
over Z4. Hence C is a free Z;-module of rank m — degg(x). |
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Now we consider a method of generating quasi-cyclic codes over Z,.

Theorem 6 ([3]). If fi(x) € Zpy[z] is a monic irreducible divisor of ™ — 1
over Z,, then there is a unique monic irreducible polynomial f(x) € Z,[x] which
divides ™ — 1 over Zq such that f(x) (mod p) = fi(x).

The polynomial f(x) in Theorem [Blis called the Hensel’s lift of the polynomial
fi(z).

Hensel’s lift of a polynomial f1(z) € Zz[z] to Z4[z], can be obtained by the
Graeffe’s method [7], [8], described below. Let f1(z) = e(z) 4+ o(x), where e(x)
contains only even powers of 2 and o(x) contains only odd powers of z. Then the
Hensel’s lift f(z) € Z4[x] of f1(z) is obtained by f(z) = +(e(z)? — o(x)?), where
the sign 4 is chosen in such a way that the coefficient of the highest power of x
is 1. This is illustrated by the following example.

Ezample 2. We know that, 27 — 1 = (z — 1)(2® + 2 + 1)(z + 22 + 1) is the
factorization of 7 — 1 into irreducible polynomials in Zs[z]. Let fi(z) = 23 +
22+ 1. Then e(z) = 22 +1 and o(z) = 2®. Let f(x) be the Hensel’s lift to Z,[z],
of fi(z). Then, f(z?) = —((z? + 1)? — (23)?) = 2% — 2% + 222 — 1 and thus
flr)=2% - 2% +22 - 1.

To generate a 1-generator I-quasi-cyclic code C of length n = Im over Z, with a
generator of the form g(@) = (fi(x)g(x), f2(a)g(a); . .., fulx)g(x)), with g(z) |

(z™ — 1) and ( fi(x), (m;g;)l)) =1,i=1,2,...,1, we require a polynomial g(z)
which divides 2™ —1 over Z4. Such a polynomial can be obtained by the following
procedure. Let g,(x) be a factor of 2™ — 1 in Z,[z]. Let g(z) be the Hensel’s lift
to Zg[x] of gp(x). Then g(x) divides ™ — 1 over Z,. Now g(z) can be used to

find the generator g(x) for C.

Ezample 3. Let q=4,l=3and m=7. Now 27 — 1 = (z — 1)(2® + 2 + 1)(2® +
x? 4 1) is the factorization of 7 — 1 into irreducible polynomials in Zs[z]. Let
g2(z) = #® + 2 + 1. Then the Hensel’s lift of ga(x), to Z4[z], is the polynomial
g(z) =2+ 222+ 2 —1. Let f1(x) =1, fo(x) = 2+ 1 and f3(z) = 2° + 2. Then,
9(2) = (f1(2)9(2), fa(2)g(x), f5()g(2)) = (2 + 227+ 1, (3 +1)(2 + 202 +
r—1), (@ +a)(@a®+222+2 1)) = @3 +222 +2 - 1,22 + 323+ 322 — 1,25 +
22° + 22* + 23 + 22 — 2), which generates a 3-quasi-cyclic code of length 21 and
rank 4 over Zy.

4 Conclusion

In this paper we have considered some quasi-cyclic codes over integer residue
rings. The study of quasi-cyclic codes over integer residue ring basically reduces
to quasi-cyclic codes over Zq, ¢ = p”, p a prime. A decomposition of quasi-cyclic
codes over Z, into quasi-cyclic codes over some Galois extension rings of Z,
is given. Some properties of 1-generator quasi-cyclic codes over Z, have been
discussed.
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Abstract. We consider a generalization of the codes defined by norm
and trace functions on finite fields introduced by Olav Geil. The codes
in the new family still satisfy Geil’s duality properties stated for norm-
trace codes. That is, it is easy to find a minimal set of parity checks
guaranteeing correction of a given number of errors, as well as the set of
monomials generating the corresponding code. Furthermore, we describe
a way to find the minimal set of parity checks and the corresponding
generating monomials guaranteeing correction at least of generic errors.
This gives codes with even larger dimensions.

1 Introduction

Let ¢ be a prime power and r an integer greater than or equal to 2. The curve

defined over - with affine equation g1 = qu,l + quZ + .-+ 4y is called
the norm-trace curve associated to g and r. In fact, the defining equation is
equivalent to Ny, v, (z) = Tr,. /v, (y), Where, for x € Fyr, Ng,, /r, (z) denotes
the norm of x over Iy, and for y € Fyr, Tg_, r,(y) denotes the trace of y over F,.
Norm-trace curves were introduced by Geil in [2]. They are a natural generaliza-
tion of Hermitian curves, these being norm-trace curves resulting from the field
extension Fg2 /IF,. Norm-trace curves have a single rational point P, at infinity
and n = ¢! proper rational points.

In this work we consider a somewhat broader family of curves that include
norm-trace curves. For example, our family includes z* = Tg , r, (y), where u
divides (¢" —1)/(¢ — 1), and it also includes the maximal curves derived from
Hermitian curves studied in [3].
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One can check that the new family of curves also fit the conditions for the list
decoding algorithm for Hermitian codes using Grobner basis presented by Lee
and O’Sullivan [4].

The codes we obtain from these curves can be seen as codes from order do-
mains. The theory of codes from order domains is developed in [BIGI7IRI9]. For
these codes there is a lower bound on the minimum distance and an efficient gen-
eralization of the Berlekamp-Massey algorithm based on Sakata’s algorithm for
finding linear recurrence relations in multidimensional arrays [10]. Using the ma-
jority voting method of Feng, Rao, and Duursma, [I1JT2] the algorithm corrects
up to half the above mentioned bound on the minimum distance. Improvements
to code dimension, while maintaining a fixed decoding radius were discovered
by Feng and Rao [II]. Our earlier work [I3] considered a different improvement,
based on the observation that the decoding algorithm corrects an error vector
based not so much on the weight of the vector but rather the “footprint” of the
error locations [I4]. For some codes, most error vectors of a given weight ¢ have
a particular footprint. Those error vectors are called generic and are correctable
with fewer check symbols than are required to correct all error vectors of weight
t. These results may be combined with the Feng-Rao improvements to increase
the dimension of a code while maintaining a desired correction capability.

We show how the codes from the new family of curves still satisfy Geil’s
duality properties stated for norm-trace codes [2]. That is, it is easy to find a
minimal set of parity checks guaranteeing correction of a given number of errors,
as well as the set of monomials generating the corresponding code.

Furthermore, following the results in [I3] we describe a way to find the minimal
set of parity checks and the corresponding generating monomials guaranteeing
correction at least of generic errors. This gives codes with larger dimensions.

2 Codes from Extended Norm-Trace Curves

A linearized polynomial over F,—also called a ¢ polynomial—is a polynomial
over F; whose terms all have degree a power of ¢ [15], §3.4]. Let L(y) = Z?:o aiyd
be a linearized polynomial such that ag, ag are nonzero and such that L(y) = 0
has ¢¢ distinct solutions in Fgr. Then L gives a ¢%-to-one map from F,- into
itself [15].

Let 1 be a primitive element of F,-. Let v be any factor of ¢" — 1 and let D
be the powers of 7", along with 0: D = {0} U {n"™ :m € {1,..., q:)_l}}. We
will assume that L(F,-) O D. Then for any v dividing v we consider the curve

]qu [‘Tv y}
zt — L(y)

A basis of A as a vector space over Fyr is given by the images in A of the set of
monomials B = {2 : b < ¢?}. Consider < the total ordering on A determined
by the (¢%,u) weighted degree, degya ,, 2°y” = q%a 4 ub. One can check that any
monomial in F,[z,y] has the same weighted degree as exactly one monomial in
B. In particular, no two monomials from B have the same weighted degree. Let
z; be the ith monomial in B with respect to <, starting with zg = 1. Notice that

xz* = L(y) whose coordinate ring is A =
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if z; divides z; then i < j. We say that a set of monomials W is divisor-closed if
z; € W whenever z; divides a monomial in W.

Since wu is coprime to ¢, this curve has a unique point at infinity. We consider
all points («, #) on the curve such that a* = L(5) € D. Thus we have « is either
0orac {gm/":me {1, .., "Y1 There are n = ¢ ((‘f:l)“ + 1) such
points, Py, ..., P,.

Let ¢ : A — Ty be such that f — (f(Pr),..., f(Pn)) and let W be a set of
monomials in B. We call Ey the linear code spanned by {¢(z;) : z; € W} and
Cw the dual code.

Given W define W, as the set {z; € W : ¢(2;) is not in the span of ¢(z;),j €
W,j < i} and let M = {2%" :a < (@ —Du 3 - q%}. The next proposition shows
how the set W defining a code can be reduced to its intersection with M. For
the sake of brevity, the proof of this proposition has been omitted.

Proposition 1. — IfW C M then W, = W.
— If W is divisor-closed then W, = W N M.

The next proposition shows how to find the set W+ defining the dual code of
the code defined by W. As before, for the sake of brevity, the proof of this
proposition has been omitted. The proofs of both propositions is in [I].

Proposition 2. Suppose that the prime divisor of q also divides v—u. If W € M
is divisor-closed then Cy = Ey1 where

1)u

=M\ { ”yqd_l_b caxyt e Wl

Ezxample 1. Let g be a prime power, let 7, j, k be positive integers with 7,k > 1

and let r be a common multiple of ij and k. Consider the curve with affine
ij_q B a

equation gaio1 = qu s qu et yq2 + y? 4+ y. We may write this as

NFQU /F (x) = ’]quk /F, (y) which is illustrated in the diagram of fields in Figure[ll

This curve matches the former scheme with v = ¢~ and u = qu __11. In this
case D = {0} U {n"™ :m € {1,...,q—1}} = F,, and we can verify that u

¢ -1, ¢-1 _ ¢ -1 q¢-1
—1 qii—1 qii—1 q—1

N,
\/

Fig. 1. Field extensions defining the curve of Example [I]

divides v since v/u = is an integer. Furthermore,
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both © and v are 1 modulo ¢ so g divides v — u. Thus the assumptions of this
section are fulfilled. Because of our choice of D, the only points on the curve
that we are considering are in Fyi; x F« and there are ¢" (1 + (¢ — 1)u) of
them. There may be other points on the curve, but we have not been able to
show that the duality properties of this section can be extended to a larger set
of points.

Norm-trace curves as defined in [2] correspond to the curves in this example
when ¢ = 1 and j = k = r, and Hermitian curves correspond to the case
when ¢ = 1 and j = k = 2. Other curves can be obtained which are not
Hermitian curves or norm-trace curves as in [2]. In Table [I] we list the pos-
sible norm and trace functions for all the extensions of finite fields contained
in ]FQS.

As an example, the curve with affine equation

D Y Y Y

over [Fpa is obtained taking ¢ = 2,7 =1, j = 2, k = 4 and r = 4. In this
case © = 3 and v = 15 and the number of points in Fy x Fi5 is 32. Consid-
ering Fi1g = Zs/(X* + X + 1) and taking o = [X], these 32 points are (0,0),

(0,1), (0,a), (0,a%), (0,a%), (0,a°), (0 a®), (0,a'?), ( a’), ( a®), (L,a7),
(1,0%), (1,a!t), (1,a'2), (1, e ) (1 al), (o a?), ( )7 (@, a7), (a®,a),
(@, at), (0%, a'?), (%, a'?), (% a'h), (a'?,0?), (o', o )7 a1, ), (@19, a?),
(Oélo,()(ll), (061070(12), (alo’ 3) (alo a14).

Table 1. For the field Fas6 the norm and trace functions appearing in Example [I] are
listed. The curves considered are obtained for a fixed ¢ by setting any norm function
equal to any trace function.

q=2
i, Norm functions on x k  Trace functions on y
1,2 z° 2 4y
1,4 a'® 4 Py ity
1,8 2255 8yl g g1 32 16y
2,2 a’ Tty oyt
2,4 %
42 zt7

q=4
i, Norm functions on x k  Trace functions on y
1,2 x° 2 vty
174 x85 4 y64+y16+y4+y
2,2 zt7

q=16

i,7 Norm functions on x k  Trace functions on y
1,2 z'7 2 vty
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3 Correction-Capability-Optimized Evaluation Codes

Given a field F and an F-algebra A, an order function on A is a map p: A —
N_; which satisfies: i) the set L,,, = {f € A: p(f) < m} is an m + 1 dimensional
vector space over F; ii) if f,g,z € A and z is nonzero then p(f) > p(g9) =
p(zf) > p(zg) [GI5I6]. The pair A, p is often called an order domain. It is easy
to show that p must be surjective. The ring A defined in Section 2] admits an
order function in which z; has order . That is, we may define p by i) p(0) = —1,
ii) p(z;) =1, 1ii) p(>_,c; aizi) = max I, where the ajs are assumed to be nonzero.
Notice that in this case two elements f, g in A have the same order if and only
ifvp_(f) =vp,_(9).

Given an order function p an operation @ in Ny can be well defined by i ®j =
p(fg) where f and g are such that p(f) = ¢ and p(g) = j. In our example,
i®j = k is equivalent to vp_ (%) + vp, (2;) = vp,(zk). In fact No, & is a
commutative semigroup. We can define a partial ordering < on Ny by setting
i < 7 if and only if there exists k € Ny such that i ® k = j. When i < j we must
also have i < j. An important parameter for decoding is v; = [{j € Ny : j < i }|.

Codes from order domains are defined by means of a surjective map ¢ :
A — F™. Consider a basis B of A with an element of each order. Given a
subset W of B, define the order-prescribed evaluation code related to W as the
F-subspace Eyw generated by {¢(z;) : 2z, € W} and define Cy to be its dual
code. For the codes considered here we take ¢ as the map which takes f € A to
(f(P1),...,f(P,)), where Py,..., P, are the points of the curve different than
the one at infinity.

The subsets W can be defined in order to achieve optimal correction capability.
The two results on decoding performance that we need are

Theorem 1. [T All error vectors of weight t can be corrected by Cw if W
contains all elements z; with v; < 2t + 1.

Theorem 2. [13] All generic error vectors of weight t can be corrected by Cyw
if W contains all elements z; with i ¢ {j ®k: j, k > t}.

Theorem [0 can be used to design an optimal order-prescribed evaluation code
correcting t errors. Indeed, take R(t) = {z; € Ny : v; < 2t + 1} and use the
code Cf ;). This construction is due to Feng and Rao [11]. Theorem [ can be
used to design an optimal order-prescribed evaluation code correcting all generic
errors of weight ¢. Indeed, take C'z. ) where R*(t) is No \ {i ®j : i,j > t}. This
construction was introduced in [I3].

Example 2. Consider the codes over the curve with affine equation 2% = ¢8 +
y* + 32 + y over Fi5. The monomials in A are ordered by their (¢, u) = (8, 3)
graded degree, which i m turn is the pole order of each monomial at infinity. Thus
w=1,2=19y, 20=9% 23 =2, 24 =y, 25 = 2y, etc.
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The parity checks (2%y®) can be represented by the corresponding monomials
x%® and each monomial %4® can be represented by the point with coordinates
(a,b) in the Ng x No grid. This is illustrated in Figure and Figure 2(b)]

Figure [2(c)|represents the pole order at infinity of each monomial represented
in Figure In this case the v-value corresponding to the monomial z; is
the number of monomials z;, z, with vp_(z;) +vp, (21) = v (2;). Figure R(d)]
represents these v-values.

Suppose we want to correct 3 errors. Theorem [ says that the minimum set
of parity checks that we need corresponds exactly to those monomials whose
v-value is at most 6. This gives the set R(3) = { 20 = 1, 21 = y, 20 = y?, 23 = ,
20 = Y3, 25 = 2y, 26 = Yy, zr = wy?, 28 = Y°, 29 = 22, 212 = 2%y}. These
monomials are represented in Figure

If we just want to guarantee correction of generic errors, Theorem 2l says that
the minimum set of parity checks that we need corresponds exactly to those
monomials whose pole order at infinity is not the sum of the pole orders of two
monomials in 23, z4, 25, . . .. This gives the set R*(3) = {20 = 1, 21 = ¥, 22 = y?,
23 =, 24 = Y3, 25 = xy, 26 = y*, 27 = xy?, 28 = y5}. These monomials are
represented in Figure Notice that R*(3) C R(3) and that R(3) has two
more monomials than R*(3).

A A 4
Y Z14 21
Y oay’ Z11 Z19 18 26
Y wy . Zs Zig - 15 23
y oy 2 213 12 20
Y xy'aty’ Z4 Z10 Z1s 9 17 25
v wyaty’ Zo Zr7 Z1s 6 14 22
y wy o’y 2’y 21 Zs Z12 Za9 3 1119 27
Yoz o2t Zo Z3 Zg Zirh 0 8 16 24»
(a) Monomials in Ng x Ng (b) Basis elements (c) Pole orders at P
A A A
8
7 14
6 12 ¢} X
5 10 ¢} X
4 8 12 o} X
3 6 9 o o X X
2 4 6 14 O 0 O X X
1 2 3 11» O o0 o0 » X X >
(d) v-values (e) §(3) (f) E*(g)
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Dimension and Generating Matrices of Correction-Capability-
Optimized Codes from Extended Norm-Trace Curves

In this subsection we see how the sets of check monomials giving correction-
capability-optimized codes from extended norm-trace curves behave well in the
sense that they are divisor-closed. Hence, we can find nice ways to determine the
actual dimensions of the codes, their parity-check matrices and their generating
matrices.

Lemma 1. The sets R(t) and R*(t) are divisor-closed.

Proof. Notice that for a subset W being divisor-closed is equivalent to being

<-closed, that is, ZEWforallz<jW1thj eW.Ifi < jandj ER()then
v vy <2l+1,s01€ R(t). Thus R(t) is closed under <. To prove that R*(t)
is closed under < notice that, if i < j then j =i ® s for some s € Ny. Suppose
i ¢ R*(t). Theni = k®l with k,l > tand j = i®s = kd (Ids) and so j & R*(¢).

Corollary 1. ﬁw(t) = R(t)N M, E:‘D(t) = R*(t) N M.

Corollary 2. Cﬁ(t) =C Ez 1, Cmpy=C E

Ro(t) = PR, VR T VR0 T PRyt

Ezample 3. Consider the codes Cf ;) and Cj. 5 over the curve 2 =y oyt +

y? + y represented in Figure and Figure In this case (q4;1)“ =3 and
¢ —1=7s0 M ={z%":0<a<3,0<b< T} (see Figure B(a)). Since all
checks in R(3) (resp. R*(3)) are inside M, by Corollary [Il they are all linearly
independent. So the dimension of C§(3) is 32 — 11 = 21 and the dimension of
Chugs 18 32— 9 =23, ) )

Now we can use CorollaryRlto derive, from R(3) and R*(3), the set of monomi-
als 2%y" such that the vectors p(x%) generate Chs) and Cg. 4. In Figure B(b)
we represented all these sets. In Figure d and Figure [}l we give the explicit parity
check matrices and generating matrices for these codes.

XXX

X X X

R XXX X
X XXX
XXX

w X X

A\

O
o - »

(a)

=
=

Fig. 3. Obtaining R(3)"* and R:(3)* from R,(3) and R, (3), respectively
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4 Conclusion

We described a new family of curves generalizing the norm-trace curves intro-
duced by Geil. We showed how the associated correction-capability-optimized
codes behave well in the sense that the set of defining check monomials is divisor-
closed. This enables us to exactly determine the dimension of the codes and to
construct a parity check matrix and a generating matrix.
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Abstract. We prove an upper bound on the covering radius of linear
codes over IFy in terms of their generalized Hamming weights. We show
that this bound is strengthened if we know that the codes satisfy the
chain condition or a partial chain condition. We show that this bound
improves all prior bounds. Necessary conditions for equality are also
presented.

Several applications of our bound are presented. We give tables of
improved bounds on the covering radius of many cyclic codes using their
generalized Hamming weights. We show that most cyclic codes of length
< 39 satisfy the chain condition or partial chain condition up to level 5.
We use these results to derive tighter bounds on the covering radius of
cyclic codes.

Keywords: Generalized Hamming weights, covering radius, Griesmer
bound, optimal codes, cyclic codes, chain condition, generalized Griesmer
bound.

1 Introduction

Let C be an [n,k,d] code over IF, (i.e., a linear subspace of I’ of dimension
k and Hamming distance d) with a check matrix H, and let » = n — k be the
redundancy of C (for terminology and standard results on coding theory, we
refer to MacWilliaims and Sloane [22]).

The covering radius R(C') of C' is defined by R(C) := max Hélél d(x, c), where

d(-,-) is the Hamming distance. For more details on the covering radius of codes
and its applications, we refer to the book by Cohen et. al. [2]. An important
open problem is to determine the covering radii of cyclic codes, as this class con-
tains BCH codes, Reed-Solomon codes, extended Goppa codes (in general some
important AG codes), quadratic-residue codes, some extended algebraic geomet-
ric codes, finite geometric codes, and punctured Reed-Muller codes. Covering
radii of cyclic codes of length < 64 and co-dimension < 28 were determined by
Dougherty and Janwa [3] using a highly efficient parallel algorithm implemented

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 347 2007.
© Springer-Verlag Berlin Heidelberg 2007
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on massively parallel computers (such as, 1024 node hypercube (at Caltech),
Connection Machines at UCLA, and the Los Alamos National Laboratories). In
[112], the authors have shown that the problem of computing covering radii of
codes is known to be both NP-hard and Co-NP-hard. Indeed, this problem is
strictly harder than any NP-Complete problem, unless NP = co-NP.

The complexity of computing covering radius of an [n, k, d] linear code is of
the order of @(2"~*). Thus, finding exact covering radius of high co-dimensional
linear codes is very difficult, and finding good upper bounds on the covering
radii of such codes is an important problem. In this article, we give tight upper
bounds on the covering radii of ¢g-ary linear codes in terms of their generalized
Hamming weights.

Generalized Hamming weights (GHWSs) were introduced by Wei [26] to study
the linear coding scheme for the wire-tap channel of Type II. Ozarow and Wyner
[24] had introduced a linear coding scheme on this channel in connection with
Cryptography (wire-taping). Wei [26] has shown that the GHWSs completely
characterize the performance of a linear code when it is used on the above
channel. The GHWs are also called the dimension/length profile and G.D. Forney
[5] has used it in determining the trellis complexity of linear block codes. A
connection between GHWs and list decoding was found by Guruswami [6]. Since
covering radius gives the limits of complete decoding, the results in [6] give
further evidence of connection between covering radii and GHWS.

Let C be [n,k] linear code over IF,. For 1 < r < k, the rth generalized
Hamming weight of C, denoted d,(C), was defined by Wei [26] as

d(C) = min{|Supp(U)|: U Cc C and dim(U)=1r } (1)
where Supp(U) = |J Supp(z) and Supp(z) is the support of the vector z, i.e.,
zelU

the set of coordinates where x is not zero. Note that the minimum distance d
of C is precisely d;(C). From now on we will use d, in place of d.(C), and d in
place of d;.

In general, it is very difficult to compute the GHWs of arbitrary linear codes.
An efficient algorithm to compute the GHWs of cyclic codes was given by Janwa
and Lal [I7]. That algorithm is efficient if the dimension of the code is small (and
hence the co-dimension is large). Thus, we are able to give tight upper bound
on the covering radii of high co-dimensional cyclic codes about which we do not
have much information.

The paper is arranged as follows: general background and a list of known
results are contained in Section 2l The main result is contained in Section III.
Section I'V briefly discusses some improvements of the bounds. Some applications
of our results are contained in Section V and Table I.

2 Background

2.1  Preliminaries

In this section, we mention a few known results with their references. These
results will be used in later sections.
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Fact 1. [26] Let C be an [n, k] linear code over IF, and let C* be the dual code
of C. Then {d.(C) : 1 <r <k} ={1,2,....,n}\{n+1-d.(Ct): 1 <r<n—k}.

We now define the term “chain condition”, which was introduced by Wei and
Yang [27]. We also state a few results related to the chain condition. For more
results on codes satisfying the chain condition, we refer the reader to [4I8I21].

Definition 1. Let C be an [n, k] linear code with {d1(C),d2(C),...,dx(C)}
as the GHWSs of C. Suppose the code C has k linearly independent vectors
X1, Xo,..., Xy over IF,, satisfying d,.(C) = |Ui_; Supp X;| for 1 < r < k.
Then the code C is said to satisfy the CHAIN CONDITION.

Fact 2. [27)] If a linear code C satisfies the chain condition then so does its dual
code, C*.

Fact 3. [27] Let C be an [n, k] linear code over IFy, satisfying the chain condition.
Suppose the vectors X1, Xs,..., Xy, of C are linearly independent over IFy; and
dr(C) = |Ui_; Supp X;| for 1 <r < k. Then, there exists a generator matriz G
of C having X; for 1 <1 <k as its ith row.

We now mention two results on the covering radius of codes.
Fact 4. [T]] The [n,1,n] code over IF, has covering radius L"(qq_l)J.
Theorem 1. [I2[13] Let C' be an [n,k,d] linear code over IF;. Then R < n —

k
ST

i=1

For 1 <r <k, we define H,(n,,d) —n—Z[ .| and g4(r, d) := Z[ . ]. Also,

for fixed positive integers k and d, let ny(k, d) denote the smallest pObblble length
of any linear [n, k,d] code over IF,. Then in Theorem [ the bound Hy(n, k, d)
can be re-written either as

fwwAh@+d—gb7orn—%w+L@+d(mn—%wJ$» (2)

The results that give conditions under which g,(.,.) in (@) can be replaced by
the function ng(.,.) are given in [I2] and [20]. Indeed, Hy(n, k, d) can be replaced
by n — gq(k, [f]l]) (see [20]) for complete proofs).

3 Upper Bounds on the Covering Radius in Terms of
GHWs

In this section, we find upper bounds on the covering radius of linear codes in
terms of their GHWs.
Let the generator matrix G of the code C be partitioned into

G:[jgi]. (3)
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With this notation, we state the next two lemmas. The proof of the first lemma
is immediate from the definition of covering radius and we give the proof of the
second for the sake of completeness.

Proposition 1. [T][23] Let C be a linear code with generator matriz as given
in [@). If, for i =1,2, the matrix G; generates the code C;, then

R(C) < R(C1) + R(C2). (4)

Lemma 1. [I8] Let C be a linear code with generator matriz as given in (3).
Suppose that for i = 1,2, the matriz G; generates the code C;, rank (G1) =r
and |Supp(G1)| = d,.(C). Then the minimum distance of the code Co, denoted
d(Cz), satisfies

d(Cs) > dypy1 — dy. (5)

Furthermore, if the code C satisfies the chain condition then equality is attained

Proof. Let x € Co be the code of minimum weight. Then by definition of GHWs
dr+1(C) < | Supp(G1) U Supp(x)| = d.-(C) + d(C2). Hence, d(C2) > drt1 — d-.
Furthermore, if C satisfies the chain condition, then by Fact [3, for the new
generator matrix G, d,11(C) = d,(C) + d(C2). Thus, the result follows. O

Let C be an [n, k, d] code over IF,, with its weight hierarchy {d1,ds, ..., dy}. For
1 < r < k, Helleseth et. al [T1] defined the excess sequence {e1,€a,..., e} and
the é—sequence {61, 62, ..., 05} of C, respectively, by

d

€ =d, — gq(r,d) and 6, := fqpl

1, (6)

where d = dy(C). Using the observation, d, —d,_1 > g4(r,d) — gq(r — 1,d), they
proved that €. > €,_1 > 0, for 2 < r < k. For convention, let ¢¢ =0 = dy = dp.
Then, we observe that

dy —dr_1 =€+ g¢(r,d) — (6,1 + gg(r — 1,d)) = €, — €1 + 6y (7)

The next result gives a bound on the covering radius of codes in terms of the
excess and the ¢ sequence. A preliminary proof of this result appeared in [I8].

Theorem 2. Let C be an [n,k,d] code over IF, satisfying the chain condition.
Then with the convention eg = g = dg = 0, we have

k k
R(C)Szt(dr_dr_l)(q_l)J :n_z[dr_dr—l~| (8)
r=1 q r=1 q
k
=n— Z[<6T —er-) 6T1 follows from (7). 9)

q

r=1
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Proof. Without loss of generality, suppose C does not have a zero coordinate. We
use induction on the dimension of the subcode of C. For r = 1, the result follows
from Fact @l Let the theorem be true for all subcodes D, with dim(D,.) = r for
1 <r <k — 1. Consider the subcode D,;1. Since the code C satisfies the chain
condition, by Fact [3 the generator matrix of D, can be partitioned as in (@),
in such a way that dim(C1) = r,|Supp(D,)| = d, and C; is a linear code with
parameters [d,4+1 —dy, 1,...]. So, by the induction hypothesis and Proposition[I]

"~ (di —di—1)(g—1
‘mngwﬂ+nggz]( ;Xq M+R@ﬁ
i=1
As the code satisfies the chain condition, using (&) and Fact [l the result follows.
O

k

As an immediate corollary, we show that the bound n — > f(ET_GTq‘l)HT
r=1

the covering radius is better than the bound on the covering radius given by

Theorem [I We also denote this new bound by CH,(n,k,d1,dz,. .., di).

1 on

Corollary 1. Let C be an [n,k,d] code over IFy satisfying the chain condition.
Then

R(C) <CHy(n,k,dy,dg,...,d;) < Hg(n,k,d). (10)
Furthermore, CHy(n, k,d1,ds, ..., dy) = He(n, k,d) only if

(er - 67”71) + 6r
q

[ 1=f2h Vo, 1<r<k, (11)

i.e., only if €, < €.—1+ (q—1), for all r,1 <r < k. In particular, for ¢ = 2, the
necessary conditions for equality are: for 1 <r <k, ¢, < e€._1+ 1.

Proof. From Theorem [ and (@), we get
— €p— 1 +(Sr 7‘
<n—z( B AR i
d
r=1 q

Hence, if CH, (n, k, di, do, --- ,dy) = H

; a
k k €p—€Ep_ b k rl — k
Zi:Jéﬂ = o[ . 6] < ZT:J‘S‘J = Zizﬂéﬂ- Therefore, we get
the required results. a

The next two theorems are similar to Theorem 21 To prove them, we first need
to partition the generator matrix G of the code C as in (@) and then proceed on
the lines of Theorem 2l Thus, the proof is omitted.
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Theorem 3. Let C be an [n,k,d] code over IF, with GHWs {di,da,...,dx}.
Then,

R(C)<n-— 1<m3}i< 1{Hq(alr,r7 di)+Hy(n—dr, k—r,drp1 —dy)} (12)

Theorem 4. Let C be an [n,k,d] code over IF, with GHWs {di1,da,...,dy}.
Suppose we know that the code C partially satisfies the chain condition. That is,
for some 1, 1 <1<k we know Dy C Dy C --- C D; C C with |Supp (D;)| = d;.
Then

—d;_
. "= Hy(n—di k=1, dyyy — dy). (13)

In Table 1, GHa(n, k,dy,ds,...,d;) denotes the expression on the right hand
side of (I2) and PCHa(n,k,d1,ds,...,ds) denotes the expression on the right
hand side of (I3).

4 Further Improvements

Let Uy(n, k,d) (respectively, Uq(n, k,di, ds, ..., dy)) denote the best known up-
per bound on the covering radius R of an arbitrary [n, k, d] linear code over IF,
(respectively, with GHWSs {d1, ds, ..., dr}). Then Uy(n, k,d) < min { Hy(n, k,d),
n—ng(k,[1) } and Uy(n, k,dy,do, ..., dg) < min { GHy(n,k,dv,da, ..., dy),
Uqy(n, k,d) }. Also, if we know that R < d, then Uy (n, k,d) < min{H,(n, k,d),n—
nq(k +1,d) + d}. Therefore, from Theorem [B] we have the following result.

Theorem 5
R <Uy(dy,r,di,da,...,dr) +Ug(n —dp, k —r,dvy1 — dy).

Furthermore, if the code satisfies the chain condition, then the GH,(-) function
can be replaced by the CH,(-) function.

5 Some Applications

5.1 Existence of Chains

Remark 1. Let C be an [n, k] code with GHWs {dy,ds,...,d;}. Suppose that
n— Zle[(dﬁdi’ql)(qflw < R(C). Then the code C doesn’t satisfy the chain
condition as it contradicts Theorem 21

For example, consider the code C generated by the matrix

100010001
G=1010101010
001100110

which (after permuting the columns) can be written as
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111000000
G;=1000111100
000001111

Using the matrix G; one easily observes that the GHWs of C are {3,6,9}. The
code doesn’t satisfy the chain condition as there does not exist vectors X1, X»
such that |supp(X7)| = 3 and |supp ((X1, X2)) | = 6. Observe that the matrix G
is of the form [C}|C|C]. Hence, from @), R(C) = 4. Now bounding the covering
radius with Theorem 2l we get R(C) < 9 — Zle [dﬁ;i’q =9 — 6 = 3 which
contradicts the actual value of the covering radius. Therefore, the code above
doesn’t satisfy the chain condition.

We have seen that if CHy(n,k,di,ds,...,dr) = Hge(n,k,d) then
|’(6¢-767~;1)+67~‘| _ [
Lemma 2. Suppose that CHq(n, k,di,dz,...,dy) = He(n, k,d). Then for each
r, 1 <r <k, the e-sequence and the §-sequence satisfy the following condition:
if 6, =t (mod q) for 0 <t < q then ¢, —e,—1 < q—t.

‘Z],V r, 1 <r < k. Hence we have the following lemma.

Therefore, CHy(n, k, d1,da, ..., dr) # Hq(n, k,d) whenever the above condition
is violated for some r, 1 < r < k. For example, consider the Reed-Muller codes
R(u,m). It was shown (see [27]) that for all u and m, the codes R(u,m) satisty
the chain condition. We also know (see [26]) that d,.(R(1,m)) =2m~1 42m=2 +
<o 42m77 for 1 <1 < m, and dy11(R(1,m)) = 2™. Therefore R(R(1,m)) <
2m=1 _ 1. For this code, it can be observed that

dr _2dr_11 = [6;1, forall r, 1 <r <k,

[
and thus Ha(n, k,d) = CHa(n, k,di,do, ..., dg). But for ¢ > 2, CH,( n, k, di, do,
.oy di) < Hg(n, k,d) (using results from [7]).

5.2 GHWSs and the Covering Radius of Cyclic Codes

Wei’s original paper [26] on the topic led to a tremendous interest in GHWs. In
[1I77], we have given an efficient algorithm for computing the Weight hierarchy of
cyclic codes. We use the results on the GHWs of cyclic codes from [I7] to derive
tight upper bounds on the covering radii of cyclic codes of odd lengths < 39
for which the function Ha(+), is strictly greater than the function, GHa(-). We
obtain good bounds because most of the cyclic codes in our list satisfy the chain
or the partial chain condition. The results are given in Table I. We compare our
results with other known bounds listed in Section II.

The covering radius of cyclic codes of lengths < 64 and co-dimension < 28
were computed in [3]. We use the tables given in [3] to show that the bounds
proved here come very close to equality for many cyclic codes. In fact, for 21 of
the 85 cyclic codes listed in Table I, our bound attains equality.
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Table 1. Comparisons of Various Bounds

n |Slno.| k |d; || 2]|H. n —no(k, [£ Ha(+)|CH2 ()| R
o 1 3 31 Lij 25<) 2; T5DIg 42()3 :2() 3] |n [SLkno. k |di|[5[[Ha()|n — na(k, [I)][gH2()[CH2 ()] R
- 33 8 [13[3]16] 19 19 18 |11 B
}i i g j ; 2 Z g ; i 33 9 |1210[ 16| 14 12 13 |13 11
ulos 17lsl 7l 7 7 6 | 4| 33 10 112616 | 18 16 17 |12 9
Bl 12 153l 7] 9 9 s ls_ |5l |33 1 |ujure) 4 12 13 [13P | 10
w11 lalsl 7| s s 2 loz Lol 38 12 nisii6) 21 21 20 [11= | 11
i el . YT 17 33 13 01216 | 15 13 4 4P |11
15/ 15 31517 9 9 T f6= 161 133 14 |10/6] 16| 20 19 19 2= |12
215 13131101 7 7 6 6P 3] 1330 15 |3[11|16]| 22 22 18 |15= |>15
21 7 [12/4110 |8 8 TOTP 4 e 21|17 | 12 2 11 |10 5
211 10 12310 8 8 TG 31 135 7 |20/6]17] 12 10 1 11P | 5
21 12 {1174 110 1 9 9 8 |7 4 |35] 9 [19/6|17| 13 11 12 |12P | 7
21 13 10510 8 7 7 |TP 6] [35] 10 [19/4]|17] 15 15 14 |11 6
21) 14 |10{4|10| 10 10 9 8 41 I35] 11 [19/4]17] 15 15 14 |13 6
21) 16 |9|4]10| 11 11 10 = 9] [35] 12 [18]4|17| 16 17 15 |13 8
211 17 |9|6|10| 9 8 8 I8P |5| |35 13 |17|6|17| 15 13 14 |11 7
21| 18 93|10 11 11 10 |7 5| |35 14 |16/6] 17| 16 14 15 [12P | 8
21| 19 [8|6]10| 10 9 9 9P |7| [35] 15 |16|7[17| 15 13 4 [13P | 7
21| 20 [8|6]10| 10 9 9 |8 6| [35] 16 [16{4| 17| 18 18 17 |14 7
21| 21 |7|8]10] 10 9 9 9 6| [35] 17 [15/8|17] 16 141 15 |14P | 9
21| 22 |[7|3]10] 13 13 12 |7= |7]| [35] 18 [15/4]17]| 19 19 18 |15= |15
21| 23 |68 10| 11 10 10 |10 9| [35] 19 [13]8|17| 18 16 17 |15 9
211 24 |6]6]10]| 12 11 11 = 8| [35] 20 12817 | 19 17 18 |16 15
211 25 |6|7|10] 11 10 9 9 6 35 21 (115|117 | 21 20 18 (14 10
211 27 141910 10 10 9 9 8 35 22 |10(10| 17| 18 16 17 |14 11
21l 29 317110 14 14 11 lo— |9l 35 23 |8]7[17]| 23 22 19 |14 12
ST o3 BT - 16 To= 1ol |35 24 |7[14)17| 18 17 16 |16 13
- _ 350 25 |7]5[17| 25 24 2 [14= | 14
g; § E; g }g }2 ig }Z }?7 }g 3526|610/ 17| 22 19 19 15  |>11
o1l u lelelisl 1s 17 15 12— lo P 27 |3|7]17] 26 25 2 |15= |>15
21 5 30913 17 17 1 la— |ig [39] 28 |4j1417| 2 19 18 |16 |>15
B LI AR AR 5 o 0P 5| 2929 |4]1517] 20 20 17 |16 |>15
A 21 [39] 1 273119 11 11 0 |8 1
31| 10 [16|6| 15| 12 10 11 10 5 |39 3 |asl3] 19| 13 13 12 |10 5
31| 11 [16|5| 15| 12 10 11 |10 5 139 5 |oalol19]| 12 10 a1 6
31| 13 [158] 15| 12 10 1 |1LP |7| |3 7 |15/10/ 19| 17 14 16 |16 10
31| 14 [15/6] 15| 13 11 12 |11 9| 39| 8 |i5/3] 19 23 23 2 |13 9
3115 {15]8 15 | 12 10 [ 61 [39] o l[14]10/ 19| 18 15 17 17 13
31| 19 |11{10| 15| 13 11 12 |12P |8 39 10 |14/6] 19| 22 20 21 |14 10
31| 22 [10{10| 15| 14 12 13 |13 P |11] |39 11 [13/12] 19| 18 16 17 |17 11
33 1 [23]3]16] 9 9 8 [7P [3] |39 12 |13/3]| 19| 25 25 24 [13= |13
33| 3 |2113]16] 11 11 10 8 5| [39] 13 [12[12 19| 19 17 18 |17 15
33| 5 [20/6]16| 10 8 9 (9P |6 |39 14 |12/6] 19| 24 22 23 [14= | 14
33| 7 [13)10/ 16| 13 11 12 |12P |8 [39] 15 |3|13[19]| 25 26 20 [18= |18

The following abbreviations have been used:

— Slno. := if SL.no.= [, then this code is the Ith cyclic code of length n listed in
7.
— P := the particular code satisfies the partial chain condition up to certain level.

In this case we use the bound PCHa(+).
¢ =’ the bound equals the actual value of the covering radius.
— Ha(:) := Ha(n,k,d), Theorem [l
— GH2(:) == Ha(n,k,di,da,...,dy), Theorem B
— CHa2(-) := bound derived using chain or partial chain, Theorem
— R := Actual value of covering radius computed in [3].

The bounds are computed from the values of GHWs of cyclic codes given in [I7] and
the information regarding the chain condition.
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For several examples of cyclic codes, our bounds improve other bounds that
have appeared in literature, for example, those that depend upon the dual
distance, and those that use powerful results from algebraic geometry. As an
example, the GHWs of the duals of the three error-correcting BCH code of
length 31 was determined in [I7], and it turns out that it satisfies the par-
tial chain condition. So, for this example, our bound on the covering radius is
R(BCH*(3,5)) = 11 (in Table I, this is the [31,15,8] code). This improves the
bound of 12 (for e = 3, m = 5) obtained by the following theorem of Tietaviinen
(see [2]). This bound was obtained by the use of powerful methods from algebraic
geometry:

Theorem 6. Let BCH(e,m) be an e-error correcting BCH code of length n =
2™ — 1. Then

R(BCH™*(e,m)) <2 ' —1— (Ve —e'/¢)/2m —e—2.
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Abstract. We examine the mechanism of homomorphic encryptions
based on the subgroup membership problem. Using the mechanism, we
construct a homomorphic encryption of a direct sum of groups.

1 Introduction

A mapping between algebraic systems is called a homomorphism if it preserves
the algebraic structures. In cryptography, a trapdoor one-way homomorphism
between cyclic groups have been studied and applied to many cryptographic pro-
tocols. Such encryptions include ElGamal, Goldwasser-Micali, Paillier, Okamoto-
Uchiyama cryptosystems and so on [2/4l5]. Homomorphic encryptions share
many similarities, however, no uniform mechanism has been presented so far.
In this paper, we study homomorphic encryptions from the standpoint of group
theory, in particular, we use split exact sequences and the subgroup member-
ship problem to explain the mechanism, constructions and the indistinguishabil-
ity of homomorphic encryptions. We then construct a homomorphic encryption
of a direct sum of groups. Algebraic structure is useful to encrypt structured
data and relations among the data, and direct sums of cyclic groups possess
richer structure than cyclic groups. Therefore, applications of homomorphic en-
cryptions of direct sums of groups go beyond the encryptions between cyclic
groups for some applications. For example, a general n-cryptographic counter
can be constructed using a homomorphic encryption of a direct sum of n cyclic
groups.

Our first contribution in this paper is to explain the mechanism of homo-
morphic encryptions using uniform design via exact sequences and the subgroup
membership problem. This approach simplify the mechanism of numerous ho-
momorphic encryptions and enable us to explain functionality of homomorphic
encryptions in a mathematically sound way. Furthermore, the mechanism is wide
enough to include encryptions whose set of plaintexts is a direct sum of groups.
The second contribution is to construct a homomorphic encryption whose set of
plaintexts is a direct sum of groups. The encryption satisfies IND-CPA provided
the corresponding subgroup membership problem is intractable. We also define
an operation among several encryption functions; it gives the way to create a
new encryption function from the old ones in a way that the new one is closely
related to the old ones.

S. Boztas and H.F. Lu (Eds.): AAECC 2007, LNCS 4851, pp. 357 2007.
© Springer-Verlag Berlin Heidelberg 2007
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2 Mechanism of Homomorphic Encryptions

We describe the mechanism of homomorphic encryption functions. First, we re-

call that a sequence of homomorphisms 1 — H 2.6 -4 P — 1is called
ezact if the kernel Kerd coincides with the image Imé. Following the mathemat-
ical convention, “1” stands for the trivial subgroup {1}. If the group operation
is additive, we may denote it by 0. Note that 6 : H — G is an embedding and
G — P is surjective. Furthermore, if there exists a homomorphism € : P — G
such that do e is the identity mapping of P, then we say that the exact sequence
splits. In such a case, G is isomorphic to a semidirect product of H by P.

Let k be the security parameter. For the input 1*, a probabilistic polynomial
time algorithm ZG, called an instance generator, outputs the description of
a finite group P, the description of a finite group G, the description of a
subgroup H of G, the couple of public and private keys, and the description
of a probabilistic algorithm SAM, called a sampling algorithm, that chooses
randomly and uniformly an element of H. Elements in G and P are represented
by binary strings and operations in the groups, multiplication and taking
inverses, are efficiently computable. The subgroup H is called the subgroup of
randomizers. The group P is called the group of plaintexts. The encoder € is
an isomorphism of P into G, and there is an algorithm to compute € efficiently
with the public key. The decryption function d is a homomorphism of G onto P
such that d o e = idp and its kernel Kerd coincides with H. Furthermore, d is
efficiently computable with the private key. In such a case, by the basic algebra,

we have a split exact sequence 1 — H 2, G2 P — 1. Then G = He(P)
and H Ne(P) = 1. This implies that G is a semidirect product of H and €(P).
Furthermore, G = ¢(P) x H 2 P x H and P 2 G/H and ¢(P) is the set of
representatives of H in G, that is, G = ¢(mg)H U e(m1)H U ---U ¢e(my,)H,
where P = {mq, m1,...,m,} (if P is finite).

Encryption: The encryption function e is computed by
e(m) =e(m)r 1)

where 7 is an output of SAM and m is a plaintext in P. We note that each
coset ¢(m)H 1is the set of ciphertexts of the plaintext m. This means that e
can be considered a probabilistic algorithm choosing an element randomly and
uniformly from e(m)H for each plaintext m € P.

Decryption: The decryption is done just by computing d provided the private
key (secret information) is given. Since Kerd coincides with H and d o ¢ = idp,
we have d(e(m)) = d(e(m)r) = d(e(m))d(r) = idp(m) = m for every ciphertext
m € P. Hence, d decrypts the ciphertext e(m). Note that we need the private
key to compute d.

Assumption: Let G be a group, and let H be its subgroup. The membership
problem is to decide whether or not a given element g in G belongs to H. A
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computation problem is called intractable if no efficient algorithm exists. The ef-
ficiency is characterized by the asymptotic behavior of an algorithm with respect
to the size of the input. For the input 1¥, where k is the security parameter, a
probabilistic polynomial time algorithm ZG outputs the description of a group
G, the description of a subgroup H of G and the trapdoor that provides a poly-
nomial time algorithm for the subgroup membership problem of H in G. The
algorithm ZG is called the instance generator. Every element of G is represented
as a binary sequence of length k. Computation of the multiplication in G is
performed in polynomial time in k. The predicate for the membership of a sub-
group is denoted by Mem, that is, Mem is defined by Mem(G, H,z) = lifz € H
and 0 otherwise, where ZG outputs the pair (G, H) for 1% and z is in G. The
subgroup membership problem is to compute Mem in polynomial time in k when
we inputs 1¥ and obtain a pair of groups (G, H) and an element g in G, which
is uniformly and randomly chosen from H or G \ H according to the coin toss

b & {0,1}. If there does not exist a probabilistic polynomial time algorithm
that computes Mem with a probability substantially larger than 57 then we say
that the membership problem is intractable. It is shown in [9] that the quadratic
residue problem and the decision Diffie-Hellman problem can be characterized
as a subgroup membership problem. We briefly review these two problems.

Quadratic Residue Problem: Let p,q be primes. Set N = pg. The primes
p and ¢ are trapdoor information for the quadratic residue problem, on the
other hand, the integer N is a public information. Let G be the subgroup
of (Z/(N))* consisting of the elements whose Jacobi symbol is 1, and let
H be the subgroup of G consisting of quadratic residues of G, that is,
H={zx¢e€ G|z =y>’modN for y € (Z/(N))*}. The quadratic residue
problem (QR for short) of H in G is to decide whether or not, a given element
g € G, g belongs to H. We can effectively determine the membership of ¢ in
H provided that the information p and ¢ are available. No polynomial time
algorithm is known for the membership of a randomly chosen element of G in
H without the information p and ¢. Hence, if we define an instance generator
for the QR problem as a probabilistic algorithm that outputs two primes p and
q of size k and a quadratic non-residue h whose Jacobi symbol is 1 for the
input 1%, then the QR problem is considered as a subgroup membership problem.

Decision Diffie-Hellman Problem: Let C' be a cyclic group of prime order
p. Let g be a generator of C. The decision Diffie-Hellman problem (DDH for
short) is to decide whether or not hy = g9 for the given quadruple (g1, h1, g2, ha)
of elements in C' with h; = g¢f for some 1 < a < p — 1. If so, we say that
(g1, h1, 92, ha) is a Diffie-Hellman quadruple. The integer « is the trapdoor of
the DDH problem. Knowing the trapdoor a, we can efficiently decide whether
or not he = g4. Now we set G to be the direct product C' x C. Then the
input to the DDH problem is (z,y) where z,y € G, that is, x = (g1, h1) and
y = (ga2, ha). It is obvious that (g1, h1, g2, ho) is a Diffie-Hellman quadruple if
and only if y belongs to the subgroup < =z > of G generated by x. It follows
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[ Sampling Algorithm | — [Encryption| < Em

d

| l !
e(m) =¢m)r m
G P

1 H 1

Fig. 1. Exact Sequence and Mechanism of Homomorphic Encryption

that the DDH problem for the cyclic group C' is equivalent to the subgroup
membership problem of the group H =< x >, where = (g1, g{), in the group
G=0CxC=<g1>x%x<g >

Homomorphic Property: For any ciphertexts ¢c; = e(m1)r; and ca = €(ma)ra,
where 7,79 are outputs of SAM and mi,mo are plaintexts in P, we have
c1ce = €(mq)rie(me)re = e(myma)riry since € is a homomorphism. Note also
that ryre € H. Therefore, ¢ico belongs to e(mimo)H and it is a ciphertext of
mims. Thus the encryption function e is homomorphic. In the language of group
theory, the homomorphic property is a natural consequence of the quotient group
G/H forms a group, that is, cy Hco H = ¢1coH for all cosets ¢1 H, coH.

We summarize the mechanism of a homomorphic encryption in Fig. [l The
decryption d can be efficiently computed provided that the private key is given.

ElGamal Encryption: Let C = (g) be a cyclic group of prime order p.
Let P = C and G = C x C. The encoder ¢ is defined to be the function
m — (1,m) € G. It is clear that € is an isomorphism of P into G. Suppose that
the public key for the ElGamal encryption is (g, g%), where b is uniformly and
randomly chosen. Let H = ((g, g*)) the subgroup of G generated by the element
(9,9%). We note that e(P)N H = 1 and G = ¢(P)H. Recall that a ciphertext
of m € Pis e(m) = (g% g**m) = (1,m)(g,¢")* = e(m)r, where r = (g, g")*
is randomly and uniformly chosen from the subgroup H of randomizers,
that is, a is randomly chosen, and e(m) belongs to e(m)H. Since € is an
isomorphism, the encryption is homomorphic, that is, e(mims) = e(mq)e(ma),
or e(mime)H = e(mq)He(me)H. The decryption d : G — P is defined by
(g%, g¥) — g~ *’g¥. Clearly d is a homomorphism. Moreover, it is easy to see
that Kerd is H and d o ¢ = idp. Hence, we have the split exact sequence

1 — {(g9,9")) — C x C =5 C — 1. We recall that the semantic security of
the ElGamal is equivalent to the DDH problem [7].

Goldwasser-Micali Encryption: Let G be the subgroup of (Z/(N))*, where
N = pq, consisting of the elements whose Jacobi symbol is 1, and H be the
subgroup of G consisting of quadratic residues of G. Goldwasser-Micali encryp-
tion [2] is characterized as follows. Let P be the cyclic group of order two, that
is, (Z/2,+). The encoder ¢ : P — G is defined by m — ¢™, where ¢ is an
element of G\ H and the public key. The decryption d : G — P is defined by
d(z) = 0if x € H and d(x) = 1 otherwise. The message m € P is encrypted
to be e(m) = g"r = e(m)r, where r is uniformly and randomly chosen from H.
Clearly d is a homomorphism. Moreover, evidently Kerd is H and d o ¢ = idp.
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Hence, we have the split exact sequence 1 — G? — G 25 (Z/2,4) — 0. We
recall that the semantic security of the Goldwasser-Micali is equivalent to the
quadratic residue problem [2].

The textbook RSA has the homomorphic property, that is, e(mimsa) =
(m1mg)® = mim§ = e(my)e(mz). In this case, the space of plaintexts does not
form a group unless the user restricts the domain of the plaintexts to (Z/n)*.
Instead, usually the domain of the plaintexts is just the semigroup Z/n. Thus,
the textbook RSA is not characterized as the scheme above.

3 Homomorphic Encryptions of Sums of Groups

In this section we introduce a homomorphic encryption whose group of plain-
texts is a direct sum of (more than one) cyclic groups with distinct prime orders
following the design of the encryption (). The trivial method to construct en-
cryptions of direct sums of groups is to concatenate several simple homomorphic
encryptions based on cyclic groups. Ciphertexts of such encryptions can be easily
tampered. For example, it is quite easy to exchange a part of the ciphertext by
another ciphertext without the private key. Whereas it is hard to alter a cipher-
text in the proposed scheme. In addition, we shall construct a new encryption
e1 ® ez from two encryptions e and e in Section @l This property is desirable
for some applications such as an electronic voting schemes.

We note that a finitely generated abelian group is a direct sum of finite number
of cyclic groups. In particular, a finite abelian group is a direct sum of finite
number of cyclic groups of finite order.

3.1 Okamoto-Uchiyama Logarithmic Function

Let us recall the logarithmic function L, introduced by Okamoto and Uchiyama
[4]. Suppose that p is a prime number of size k. Let I, be the p-Sylow subgroup
of the group (Z/(p?))* of units, that is, I}, is the maximal subgroup whose order
is a power of p. The group (Z/(p?))* has order ¢(p?) = p(p—1). Thus (Z/(p?))* is
an internal direct sum of I, and the subgroup of order p — 1. Since the mapping
z(mod p?) — z(mod p) is a homomorphism of (Z/p?)* onto (Z/p)*, we have
(Z/p*)* )T, = (Z/p)*. Therefore, the subgroup of order p — 1 is isomorphic to
(Z/(p))* and so it is cyclic. On the other hand, I', has order p and so it is cyclic.
It follows that (Z/(p))* is cyclic because p and p — 1 are coprime.

We next show that if 2 = 1(mod p), then we have z? = 1(mod p?). Suppose
x = 1(mod p). Then = = ¢p + 1 for some ¢ in Z. We have 2P = (ep + 1)P =

- Z;) (cp)P~%. Hence, 2P = dp? + 1 for some d in Z. It follows that
zP = 1(mod p?) and I, = {z € (Z/(p?))*|z = 1(mod p)}. Suppose now that
x is an element of I,. Then = 1(mod p) and so there uniquely exists an in-
teger a such that © — 1 = ap. We define a mapping L, by L,(x) = a (modp).
Then L, is a well-defined mapping of I, into the additive group (Z/(p),+).
Furthermore, L, is an isomorphism of I, onto (Z/(p),+), that is, we have
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L,(ab) = Lp(a) + Ly(b)(modp) for a,b in I},. In particular, we have L,(y) =
mL,(x) for every x,y in I, with y = 2™ (m € Z/(p)). Hence, m = L,(y)L,(x) "
unless L, (z) = 0. Note that L,(xz) = 0if and only if = is the identity element of I},.

3.2 Proposed Scheme

We construct a homomorphic public key encryption whose plaintexts form the
group Z/p1 D Z/p2 B - - - P Z/ps, where p; are distinct primes of the same size.
We discuss only the case that s = 2; the group P of plaintexts is Z/p1 @ Z/pa,
where p; and ps are primes of the same size, say |p1| = k = |p2|. We may assume
that p; is not a prime factor of po—1 and ps is not a prime factor of p; —1 without
loss of generality. The construction of an encryption for s > 2 is an immediate
generalization of the case for s = 2. We set n = p; X p2 and then |n| = 2k. For an
input 1%, the instance generator ZG outputs the descriptions of groups G, H, P,
the sampling algorithm SAM of H, the encoder € and the decryption function
d as well as public keys and private keys. The groups G, H, P are defined to be

= (Z/n*)*,H = G" = {a" |z € G}, P = Z/p1 @ Z/p2, respectively. The pair
(p1,p2) of the primes is the private key of the encryption. A public key is an
ordered pair (g1,92) € G x G such that the order of g;(mod p?) is p; and the
order of ga(mod p3) is po. Note that G = (Z/p?)* x (Z/p3)* and that (Z/p3)*
and (Z/p?)* are the cyclic group of order p;(p; — 1) and pa(p2 — 1), respectively.
We also note that P =Z/p1 @ Z/p2 = (Z/n, +).

Key Generation: A public key (g1, g2) is established as follows. For primes p;
and py, we find an element g;, gs € G such that |g;(mod n?)| = p; and |ga(mod
n?)| = p2. Then we set (g1, g2) as a public key of the encryption. First, we choose
randomly h; € Z/p?. Then we make sure that h; € (Z/p?)* by checking whether
hi is not divisible by p;. Second, we check whether h?* ™' # 1(mod p?). If so, then
the order of h**~!(mod p?) is p;. Third, using the Chinese remainder theorem
algorithm, we obtain gl € (Z/n2)* (i = 1,2) such that g; = K"~ ' (mod p?), g1
1(mod p2) = B2 '(mod p?), and go = 1(mod p?). Then (gy,go) satisfies
|g1 (mod n )\ =m and |g2(mod n?)| = ps and is a public key of the encryption.

Sampling Algorithm: A sampling algorithm SAM is given as follows. Pick
randomly and uniformly an element 7o from G = (Z/n?)*. We set r = r{. This
gives the probabilistic algorithm choosing an element from H = G uniformly
and randomly.

Encoder: Recall that the set of plaintexts is P = Z/p; € Z/p2. Suppose (g1, g2)
is a public key. The encoder € : P — G is given by e(x1,22) = g7'g5* for
(z1,22) € Z/p1 @ Z/p2. Note that the order of g1 and gy are p; and po, respec-
tively. Thus e is well-defined.

Encryption: Suppose (m1,mz) is a plaintext in P (my € Z/p1, ma € Z/p2).
The sampling algorithm SAM randomly and uniformly chooses an element r
from H. Using the encryption (Il), we make a ciphertext e(mq,mg) by

e(my,ma) = e(my, mo)r = g g5 2r . (2)
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Decryption: We now give the decryption function d : G — P. Take an arbitrary
element z from the group G. Then a mapping d of G into P = Z/p1 @ Z/ps is
defined by

L;D1 (z(:ﬂl*l)Pz(Pz*l)(mod p%)) Lp2 (ziﬂl(iﬂlfl)(?zfl)(mod p%))
Ly, (g7 722D (mod p2)) " Ly, (9527 V%7 (mod p3))

It is a routine to see that d o € is the identity mapping of P.

Take an arbitrary element z € H = G™. Then z = w" for some w € G. Since
the order of G is py(p1 — 1)pa(p2 — 1), we have z(P1=DP2=1) — yn(pr=1)(p2—1) —
wPr(Pr=Dp2(r2=1) — 1 This implies that d o § is the trivial mapping, that is,
d(6(2)) = (0 (mod p1),0 (mod p3)) for every z € G™ and so Imé C Kerd.

Let us now show the converse. Take z from Ker d. Since G is a direct product of
(Z/p3)* and (Z/p3)*, there are generators f1, f2 of G such that |f1| = pi(p1 — 1)
and |fa| = pa(p2 — 1). Then we have z = f{ f} for some a, b. Since d(z) = (0,0),

we have L, ( f(pl_l)) =0 and so (f/* 1) = fla(pl_l) = 1. This implies p1]a

d(z) = ( ) ()

since |fP' 7' = p;. Similarly we have po|b. Then z = fif2 = fP' 527 for
some c1,co. Note that [ff*| = py — 1 and p; — 1 and py are coprime. Hence,
GCD(p1(p1 — 1),p1p2) = p1 and so p1 = api(p1 — 1) + Bn for some «, .
Then f7" = fevr=D b — ¢p1 Gimilarly f7" = f22 for some . Con-

sequently, we have z = fOPfeer2 — (foP e ¢ Img. Recall that 6§ is
the inclusion of G™ into (G. Therefore, we have Imé = Kerd. Now we have

the exact sequence 1 — ((Z/n2)*)" -5 (Z/n?)* 25 P —s 0, where 6
is the inclusion of ((Z/n?)*)" into (Z/n?)*, and d is the homomorphism of
(Z/n*)* onto Z/p1 @ Z/p> defined above. On the other hand, € is defined by
e(z1(mod p1), z2(mod ps)) = g7'g3* for (x1,22) € Z/p1 @ Z/p2. As shown in
Section 2] e is a homomorphic encryption of Z/p1 @ Z/po. Tt is also clear that
d can be efficiently computed provided that the private key (p1,p2) is given.

3.3 Security

For an asymmetric key encryption, the indistinguishability under chosen plain-
text attack (IND-CPA) [2], which is a standard requirement for encryption,
is defined below. An adversary is modeled by a probabilistic polynomial time
Turing machine, that is, the adversary participates in the game and yields a
guess after polynomial time computation. The challenger generates a key pair
(PK,SK) of public and private keys based on a security parameter k and pub-
lishes the public key PK to the adversary. On the other hand, the challenger
does not publish the private key SK. The adversary is allowed to perform en-
cryptions or other operations for his strategy to win the game. Eventually, the
adversary submits two distinct chosen plaintexts mg and m; to the challenger.
The challenger chooses a bit b € {0, 1} uniformly and randomly, and sends the
ciphertext ¢ = e(PK,my;) to the adversary. The bit b is made secret to the ad-
versary. The adversary is allowed to perform additional computations to guess
the bit b. Finally, it answers a guess for b. A cryptosystem is called indistinguish-
able under chosen plaintext attack (IND-CPA) if every probabilistic polynomial
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time adversary has only a negligible advantage over random guessing, that is,
if no adversary wins the game with probability significantly larger than é The
indistinguishability of the proposed encryption (@) is equivalent to the subgroup
membership problem of the subgroup H of randomizers in G. We sketch the
proof and the detailed proof will be given in the full version of the paper.

Theorem 1. The proposed encryption e given by (2) satisfies IND-CPA if and
only if the subgroup membership problem of H in G is intractable.

Sketch of Proof. Suppose there exists an adversary who can attack the encryp-
tion with non-negligible probability. This implies that there exists a pair mq, mo
of messages in P such that the adversary can distinguish a ciphertext e(m;). Fol-
lowing the proof for the indistinguishability of ElGamal by Tsiounis and Yung
[7], we use the Hoeffding inequality to obtain a message m = (z1,22) € P whose
encrypted message can be distinguishable from an encrypted message of a uni-
formly and randomly chosen message m’(= (21, 22)) from P with non-negligible
probability. Now we take an input to the subgroup membership problem of
H in G, that is, y = (y1,y2). So we would like to determine whether or not
y belongs to G and so use the adversary as an oracle to solve this subgroup
membership problem. Suppose the public key for the encryption is (g1, g2). We
set ¢ = ye(m) = y(97', 95%). If y € H, then ye(m) = e(m). If y ¢ H, then
ye(m) = e(m’) for a certain uniformly distributed message m’. By our assump-
tion, we can decide whether ¢’ is a ciphertext of m or a ciphertext of a uniformly
distributed plaintext m’ with non-negligible probability. Therefore, we can de-
cide whether or not the input y belongs to H and so we obtain an algorithm to
solve the subgroup membership problem using the adversary as an oracle.

On the other hand, we suppose we have an algorithm to solve the sub-
group membership problem. Let m; = (0,0) and ma = (1,1). Then we have
e(m1) = re(0,0) = r for some r € H. Thus, e(mq) always belongs to H. On the
other hand, e(mz) = re(1,1) = r(g1,92) ¢ H. Using the algorithm to solve the
subgroup membership problem, we can determine whether given e(m;) is an
encrypted message of m1 or mso. Therefore, there exists an attack against the
encryption scheme. (I

It is clear that if the discrete logarithm problem in the underlying group of
ElGamal is tractable, then it can be completely broken. On the other hand,
the relationship between the discrete logarithm problem and the homomorphic
encryption (2 is intricate. We should remark that solving the discrete logarithm
problem does not give any trivial attacks against the encryption () in the generic
group model by [6]. As a matter of fact, the security of the encryption is more
closely related to the multiple discrete logarithm problem which is introduced in
[8]. The multiple discrete logarithm problem is formulated as follows. Let G be
a finite group isomorphic to C' x D, where C and D are cyclic group. Then, G =
(g1, 92) for some generators g1 and go. The multiple discrete logarithm problem
is to compute (z,y) for given g € G, where g = ¢g{¢5. In the generic model, the
multiple discrete logarithm problem is shown essentially harder than the discrete
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logarithm problem [8]. This implies that an oracle of the discrete logarithm
problem does not help to break the cryptosystem () in the generic model.

Every element in the underlying group G is generated by two elements,
whereas the discrete logarithm oracle gives a correct answer only when it is
given the correct pair of group elements a and a®. The hardness of using the
discrete logarithm oracle to solve the multiple discrete logarithm problem comes
form the hardness of finding a non-trivial pair (h1, ha) of group elements which
can be written as h; = a and hy = a” for some a and x. The trapdoor of the
scheme () is the Okamoto-Uchiyama logarithmic function with the primes p1, po
and it helps to solve the multiple discrete logarithmic problem with respect to
the public key. We should note that the generic model does not guarantee the
security against the attack using the properties of the representations of the un-
derlying group. We should also remark that the encryption can be completely
broken if integer factoring is efficiently computed.

4 Products of Encryptions

We now discuss how to construct a new encryption from the old ones related to
the proposed scheme (2l). This implies that we define an operation on encryp-
tions. Suppose that e; and ey are encryptions (@) related to the group (Z/n?)*
and (Z/n3)*, respectively, where n; and ny are composites of two primes of the
same size. We may assume that GCD(¢(n1),n2) = 1 and GCD(ny, ¢(n2)) = 1.
Suppose the private key of ey is retained by Alice, whereas the private key of ey
is retained by Bob.

Note that n; and ng are composites of primes of the same size, respectively,
(say n1 = p1p2,n2 = q1¢2). Then we can define the encryption related to nina,
that is, P = Z/nins and G = (Z/(nin2)?)*. This is basically same as the general
case of s = 4 in (), however, there exists a big difference in the sense that
the private key p1,p2 are retained by Alice whereas ¢1, g2 are retained by Bob.
Therefore, the private keys are divided into two parts and each half is retained
by each entities; Alice retains p1, p2 and Bob retains ¢, ¢2. So it is not necessarily
to appeal to a trusted third party to establish a new public key when the two
entities agree to share a public key encryption. Alice and Bob can compute
public keys for the new encryption without showing their private keys. Alice can
compute g1, g2 € (Z/(n1n2)?)* such that |g1| = p1 and |g2| = p2 using Chinese
remainder algorithm, similarly Bob can compute g3, g4 € (Z/(n1n2)?)* such that
lgs] = ¢1 and |g4] = g2. Then a public key is (g1, g2, g3, 94). The encryption of a
plaintext (x1, x2, 3, x4) is computed as e(x1, T2, T3, T4)T = 97 95°95° g4 *r, where
7 is chosen uniformly and randomly from ((Z/(nin2)?)*)™"2. The decryption
is defined accordingly using Okamoto-Uchiyama logarithmic function. Let us
denote the resulting encryption by e; ® e2 and call it the product of e; and es.

The encryption e; ©® es has the following properties. The group of plaintexts is
Z]pr @ Z)p2 @ Z)q1 @ Z/q2 and ciphertexts lies in (Z/(n1n2)?)*. Let us sup-
pose ¢ = e1 ® ea(x1, 2, x3,x4). Then Alice can retrieve only z7 and z2, whereas
Bob can retrieve only x3 and x4.
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A ciphertext of e; ©@eg is an element of (Z/(n1n2)?)* and so it is hard to tamper
a ciphertext. One can construct a new encryption just by concatenate two en-
cryptions, that is, a new encryption is defined by e(mq,ms) = (e1(mq), ea(ms))
for two existing encryptions e; and es. It is quite easy to tamper with e(mq, ma)
to obtain e(mq,l2) because one may just replace ez(msz) by ez(l2). On the other
hand, e; © es is resistant to such an attack. This property is desired for con-
struction of electronic voting schemes with multi-authorities. In such schemes,
each authority would like to share homomorphic encryption, however, it would
like to retain its own secret information.

A homomorphic encryption of a direct sum of groups is also desirable for
multi-candidate election. Such a scheme is discussed in [I], in which a proof of
validity must be provided in addition to ciphertext by a homomorphic encryp-
tion. A general n-bit cryptographic counter is constructed using 1-bit counter
in [3]. The scheme also uses non-interactive zero-knowledge proof. It is possible
to construct a cryptographic counter without an additional proof of validity us-
ing the proposed scheme. We shall discuss applications to election schemes and
cryptographic counters in the full version of the paper.
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